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Glossary 

BETTERCARE Software platform that captures biomedical signals from a wide range of medical devices 

CPD  Data Center 

DICOM  Digital Imaging and Communication in Medicine  

EHC  Electronic Health Record 

HIS  Hospital Information System  

HL7 Health Level-7 refers to a set of international standards for transfer of clinical and 
administrative data between software applications used by various healthcare providers 

HVAC Heating, Ventilating and Air Conditioning 

ICU Intensive Care Unit 

PACS  Picture Archiving and Communication System  

OR   Operating Room 

RIS  Radiology Information System 
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1 Introduction 

 

WP3 deals with the adaptation of the CIPSEC security framework into the pilots proposed in the project. In 
particular, it deals with the adaptation of the reference architecture defined in Task 2.1 within WP2 WP3 aims at 
defining three robust and specific solutions with capabilities to improve the resilience of the respective critical 
infrastructures. The outcomes of WP3 are to be tested in the context of WP4 in a clear interplay between the 
two WPs. 

This deliverable reports the work done in the Spanish environmental pilot, in the context of Task 3.2, from the 
beginning of the task (M10, February 2017) to the release of the document (M18, October 2017). 

To produce the report, a methodology has been created with a sequence of steps being followed. This workflow 
is replicated in the document structure: 

1) Understanding the pilot. The documentation generated in the context of WP1 and reflected in D1.2 is 
revisited and the most important aspects of the pilot are highlighted (see section 2.1). 

2) A list of security features is accurately defined. Then, for each security feature, the product owners 
describe how their tools can provide each security feature (provided that the tools can do so). This is 
done in section 2.2. 

3) Then the pilot owners choose the security feature they want to have for each pilot device / resource, 
justifying their choice (see section 2.2). 

4) Once the pilots have made their wish-list, and the product providers have analysed how their products 
can provide the security features, the table in section 2.3) is automatically generated.  

5) All the product owners with prospective participation in the pilot will reflect in section 2.3, within the 
specific subsections, if their products need some kind of change/modification/configuration required for 
its integration within the pilot, justifying them appropriately. 

6) With the analysis of the coverage of security features by the products, the pilot owner can choose the 
products to be used to secure the critical infrastructure in question (see section 2.4). 

7) An introduction to the actual Health pilot and a description of the preliminary efforts carried out to 
integrate the CIPSEC Platform in Pilot II (section 3.1) is done. 

8) Subsequently, the providers specify the hardware and software requirements each product presents 
(see section 3.2).  

9) Then the pilot analyses the feasibility of using the products on the infrastructure in question, according 
to the specs obtained in the previous step (see section 3.3). If some product presents specs stronger 
than what the pilot can support, the product will be ruled out and an alternative will have to be searched 
if this implies that some security feature is left uncovered. 

10) Then the pilot proceeds to adapt their infrastructure to accommodate the solutions. This includes OS 
updates and, if necessary, the re-definition of the virtual test environment for testing purposes. 

11) Subsequently the pilot produces the final detailed definition of the infrastructure map with all the 
associated technical details (see section 3.4). 

12) Then both pilot and providers work together to determine how and where the different selected 
products are going to be deployed within the pilot infrastructure (see section 3.5). 

13) Finally, it is documented the relationship between the final deployment and the reference architecture, 
and the role of the CIPSEC services in the pilot is addressed (see section 3.6). 
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2 Defining the elements of a robust security solution for Health 

CIs  

2.1 Understanding the pilot 

D1.2 offers an extensive and detailed description of the heath pilot. This chapter offers a summary of the 
description, highlighting its most relevant aspects and linking with its main security needs, which are the input 
needed to define the security requirements the different parts of the pilot have.  

With the aspiration to enrich this common solution in all the senses by facilitating the proper coverage of as 
much types of health casuistic as possible. HCB has attended the suggestions made by the external experts 
that supervised the advances of the tasks and, even they were not included in the initial scope of the project, 
some additional IoT non-medical devices have been added to the provided pilot areas A and B described in 
previous deliverables. 

These additional devices, already mentioned in D1.2, have been grouped in a new third independent site 
inside the same hospital, representing the most representative industrial technologies dedicated to general 
common purposes as security, maintenance, communications,… non directly linked to any clinical service 
unlike the devices included in the other two original test zones.  

2.1.1 Health CIs: Test site 1 – Electromedical equipment  

2.1.1.1 Scenario breakdown into individual elements 

In the case of the pure electromedical equipment, some additional particularities have been taken into account 
before considering the HCB pilots as the basis of this agnostic transversal solution: 

- Representativeness of the particular selected medical devices: As explained in D1.2, there are 
thousands of electromedical equipment present in every hospital capable to send and receive data 
through the network. These elements are distributed among several types of families: monitoring and 
therapeutic, imaging, laboratory and pharmacy equipment… Once analysed them, hemodynamic 
monitors, ventilators and syringe pumps have been considered as the most representative ones based 
on several factors: the pure amount of devices present in every institution, the presence of them in 
most of the patient care areas (not only the most specialised but the transversal ones), the ability to 
connect them through central monitoring stations, its relative ease of use, the ability of being 
manipulated by many hospital professionals with different profiles and skills without a previous complex 
training program, among others.  

- Reproducibility inside the own Hospital: All the medical equipment present in a major hospital are 
distributed among several Institutes, Services and Clinical Units representative of the different 
specialties. Each one of these independent locations is dedicated to give service to specific types of 
patients, with different pathologies, complexities and clinical requirements. In consequence, every site 
does have its particular physical layout and is prone to receive an independent treatment in terms of 
installations, resulting, case by case, in the election of the medical and non-medical devices considered 
more suitable for each single placement. Besides, the equipment deployed for every patient care area, 
once established the general functionalities and characteristics to fulfil, use to be incorporated through 
public tendering processes (or analogue); brands, models, particular connectivity requirements could 
differ from project to project as a consequence of (1) these punctual awards and (2) the time that has 
passed since the moment of its acquisition. As a result, every hospital in fact can compress a huge mix 
of solutions, non-standardized, that should be taken into account when defining the local 
representativeness of a single pilot site. 

- Scalability among different institutions: In the same way as indicated in the previous bullet, except 
in some counted cases of hospitals aggregated in corporations with a clear common procurement 
policy, there is not a single solution (referred to medical devices) that could easily represent the entire 
sector. 

To compensate these problems as much as possible, once defined the generic type of electromedical 
equipment to be introduced in our pilot and independently on the brands and models finally elected as the most 
representative of our institution, we have analysed several parallel potential solutions introducing not only 
devices from various suppliers but other technologies (acquirable in the last ~5 years) and capable to be 
incorporated to the pilot scope itself in other international hospital reference sites.  
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Elected deployment configuration for our medical pilot Box: 

1. Transport hemodynamic monitor 

DRÄGER equipment capable to go from bedside to transport and usable as a standalone monitor or in 
conjunction with others integrated with the hospital IT to access clinical information systems and data 
analysis applications. 

Figure 1: Monitor 

Figure 2: Docking station. Optically isolated connection between monitor and docking station 

Figure 3: Monitor arm connection 

Figure 4 and 5: Detail of the monitor output connection 

Figure 6: Monitoring central station 

Figure 7: Detail of all the inputs/outputs that goes through the central station: 2 specific wires: 1 coming 
from the portable monitor and 1 from the main point of care monitor, 1 electrical plug and 1 RJ-45 plug 

Figure 8: Detail of the informatics connection RJ-45 

 

 

 

 

 

Figure 1 

 

Figure 2 

 

Figure 3 

 

Figure 4 

 

Figure 5 

 

Figure 6 

 

Figure 7 

 

Figure 8 
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2. Patient-vicinity workstation 

  

DRÄGER device dedicated to bring integrated clinical information to the point of care, displaying patient 
vital sign data, clinical software applications and networked information.  

Figure 9: Workstation  

Figure 10 and 11: USB, RJ-45 and proprietary wire connections  

Figure 12: The USB output goes to a convertor (Figure 13) to connect the monitor with a keyboard 
(Figure 14) 

Figure 15: Proprietary wire comes from the ventilator monitor (Figure 16) and is used to centralize all 
the information in a single monitor (Figure 9) 

Figure 17: RJ-45 plug located in the column. The connection goes to proprietary local software 
(Innovian) 

Figure 18: Proprietary wire connected to the Central Station (Figures 19 and 20) 

 

 

Figure 9 

 

Figure 10 
 

Figure 11 

 

Figure 12 

 

Figure 13 

 

Figure 14 

 

Figure 15 

 

Figure 16 

 

Figure 17 
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3. Ventilator 

 

DRÄGER Intensive care environment ventilation system. 

Figure 21: ventilator front view 

Figure 22: Proprietary wire connected to the ventilator monitor (Figures 23, 24 and 25)  

Figure 26: 9 pin proprietary wire connected to the workstation for data transmission and visualization  

 

 

4. Infusion pumps 

 

ALARIS Volumetric and Syringe infusion pumps connected through a docking station. 

Figure 27: 3 volumetric and 3 syringe infusion pumps 

Figure 28: Gateway connections (RJ-45 and electrical supply) * 

Figure 29: Simulation laboratory network connection using the informatics plug available in the column 
**  

(*) The Gateway, as an intermediate element dedicated to concentrate the signals obtained for all the 
pumps connected on it, must be configured using an external PC through a web interface accessing the 
service port of (web console) using a standard RJ45 cable  

Figure 18 Figure 19 Figure 20 

 

Figure 21 

 

Figure 22 

 

Figure 23 

 

Figure 24 

 

Figure 25 

 

Figure 26 
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(**) Alternatively there is a non-standard possibility of transmitting the data over a Wi-Fi link between the 
Gateway and the hospital LAN to which the Critical SI server is connected 

5. Personal Computer 

Figure 30: MAC personal computer  

Figure 31: Connection to the Hospital network by RJ-45 wire connection 

Other equipment finally not included in the pilot base study: 

 

Other alternative discarded equipment potentially representative of other possible Medical Services layouts, 
analogue to all effects to the ones installed in the final selected scenario, would include: 

 

1. Hemodynamic monitors 

 PHILIPS Intellivue MP70  

 PHILIPS Intellivue MP50  

 DRÄGER Infinity Delta XL 

 GE Solar 8000i 

 

 

Figure 27 

 

Figure 28 

 

Figure 29 

 

Figure 30 

 

Figure 31 
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2. Peripheral auxiliary monitors 

 CAMINO intracranial pressure monitoring system 

 EDWARDS Vigilance II advanced continuous hemodynamic performance viewer 

 EDWARDS Vigileo advanced continuous hemodynamic performance viewer 

 

 

3. Ventilators and Anesthesia Machines 

 HAMILTON Galileo ventilator 

 DRÄGER Evita XL ventilator 

 MAQUET Servo-I ventilator 

 PURITAN BENNETT PB840 ventilator 

 DRÄGER Primus anaesthesia machine 

 

 

 

 

 

 

 

Solar 8000i 
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Vigilance II 
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4. Infusion pumps 

 

 FRESENIUS TCI 

5. Other devices 

 GAMBRO Prismaflex dialyzer 

 

With the aim to exemplify what any other European hospital may have, all these devices have been cross-
tested in conjunction with five independent types of monitoring central stations capable to recognize, collect 
and process the acquired data (GE, PHILIPS, DRÄGER, PICIS and IMD solutions) resulting in an architecture 
completely analogue at all the effects with the one finally deployed in our pilot. 

2.1.1.2 Architecture 

The pilot architecture for such kind of devices under simulated operative conditions, limited by our internal IT 
security restrictions, totally exemplifies the real architecture present in the rest of the medical assistance areas 
of the Hospital working under fully operative conditions:  
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Real architecture for such kind of devices; under fully operative conditions w/o IT security 

restrictions 

 

Figure 32: Real architecture 

Pilot proposed architecture for such kind of devices; under simulated operative conditions limited 

by our internal IT security restrictions 
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 Figure 33: Pilot proposed architecture limited by our internal IT security restrictions 

 

2.1.1.3 Vulnerability Assessment  

 

Because the CPD elements (HIS, PACS, other servers) are fully productive, the test must be limited to the 
VLAN installed OT devices, to avoid any potential problem derived from a denial of service that could occur as 
a result of the vulnerabilities’ analysis itself. 

 

 

Figure 34: Subnet to accommodate the vulnerability test in pilot area 1 

2.1.2 Health CIs: Test site 2 – Industrial IoT non-clinical subsystems used in 
clinical areas 

2.1.2.1 Scenario breakdown into individual elements 

In the case of the industrial IoT devices associated to some patient bed-side functionalities, majorly 
independent but some of them potentially controllable according to certain clinical parameters extracted from 
electromedical equipment that act as trigger, there have been several premises taken into account in the 
search of the proper final agnostic transversal solution: 

- Representativeness of the particular selected industrial subsystems: As explained in D1.2, HCB 
has hundreds of industrial devices dedicated to control the home automation elements distributed in 
most of the patient rooms and critical care boxes. The lights’ turn on / off function, the activation of 
preconfigured RGB lightning scenarios, the patient video surveillance systems and the switching of 
electropolarizable glasses are the most common ones so all of them have been included in this 
particular pilot. 
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- Reproducibility inside the own Hospital: The particular brands and models considered are the ones 
that have been lately selected in all the new construction or reform projects.        

- Scalability among different institutions: Nowadays, most of the European hospitals use to consider 
analogue proposals when determining the appropriate installations to be deployed in their projects. The 
introduction of advanced domotic solutions within healthcare environments can no longer be 
considered a tendency but a well-spread reliability. In this sense, what is essentially different among 
HCB and the rest, is the fact that during the last two years we have already been accumulating 
practical experiences related to the new possibilities that IoT can offer to the Healthcare community 
when joining the industrial devices with the medical equipment and command the first ones based on 
discreet orders and signals that could be obtained from seconds. These experiences are part of the 
objective of a doctoral thesis currently underway and the reason why a part of the defining information 
of the constructive details of this pilot will have to be maintained still a few more months as confidential 
(estimative till the end of Oct/17) 

Elected deployment configuration for our non-medical pilot Box 2: 

As has already been pointed out in the introductory part, due to the existence of a confidentiality conflict related 
with a R+D development temporary undergoing in parallel in this particular site, we are forced to prevent the 
diffusion of any additional information related to connectivity (beyond that already described in chapter D1.2) 
until a scientific article, still in the final phase of editing, is being published by the end of October. 

Other equipment finally not included in the pilot base study: 

None. Any other alternative representative element has been discarded. 

2.1.2.2 Architecture 

Real architecture for such kind of devices; under fully operative conditions w/o IT security 

restrictions 

 

Figure 35: Real architecture in test site 2 

Pilot architecture for such kind of devices; under simulated operative conditions limited by our 

internal IT security restrictions 
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Figure 36: Pilot architecture in test site 2 limited by our internal IT security restrictions 

 

2.1.2.3 Vulnerability Assessment 

Just as with the medical devices presented in the Test Site 1, because the CPD elements (HIS, PACS, other 
servers) are fully productive, the test must be limited to the VLAN installed OT devices, to avoid any potential 
problem derived from a denial of service that could occur as a result of the vulnerabilities’ analysis itself. 

 

 

Figure 37: Subnet to accommodate the vulnerability test in pilot area 2 
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2.1.3 Health CIs: Test site 3 – Industrial IoT non-clinical subsystems used for 
general facility purposes  

2.1.3.1 Scenario breakdown into individual elements 

- Representativeness of the particular selected medical devices: In the case of the industrial IoT 
devices not associated to patient bed-side functionalities all the most significant elements of the hospital 
have been chosen without exception. This election has been made taking into account, not only the 
current representativeness of the same but also the forecast of growth in the short term: 

    Qty Jul/17 Expected Qty Jul/20 (*) 

AUDIOVISUALS 

1 Codec streaming video MATROX 7 10 

1 Codec streaming videoconference AVAYA 35 40 

SECURITY 

1 Surveillance camera AXIS (POE) 200 250 

1 Biometric reader DORLET + 1 Controller 400 + 260 450 + 180 

1 UHF Antenna + 1 Reader RFID 115 250 

1 Temperature and gas concentration sensor SPY-RF + 1 Router receptor 350 + 35 400 + 40 

MAINTENANCE 1 Thermostat (or similarly) + 1 Controller SCADA SCHNEIDER or SIEMENS 50 60 

COMMUNICATION 

1 Access Point Wi-Fi CISCO (POE) 750 750 

1 IP Phone YEALINK (POE) 25 2000 

IT 

1 Standard nursing or maintenance Tablet  60 500 

1 Desktop PC  4000 4200 

  (*) Brands and Models are subjected to future changes depending on tendering processes to be issued 

- Reproducibility inside the own Hospital: As it was already introduced in D1.2, there are several 
hundreds of elements connected to the hospital network dedicated to providing cross-departmental 
services to non-clinical departments. Unlike what happens with most medical devices and with the 
industrial ones associated with clinical settings (chosen ex-process for each location and usually 
incorporated in a very gradual way taking advantage of the execution of successive projects of reform or 
construction of new spaces separated in time), the elements of this category usually respond to unique 
solutions in terms of brands, models, homologated for the whole institution and with identical services in 
all their sites.        

- Scalability among different institutions: Generally all hospital institutions with a certain dimension, 
have the same or similar solutions, both in terms of number, nature, functionalities and connectivity 
requirements, so that the extrapolation of the results obtained in this project should be possible 
practically in a direct way. 

Elected deployment configuration for our medical pilot Box: 

1. Security 

Fixed RFID reader 

Figure 38: RFID reader 

Figure 39: Antenna coaxial wire connection to the reader 

Figure 40: Coaxial wire connection to the RFID antenna 
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Figure 41: RFID antenna 

Figure 42: RJ-45 standard connection 

Figure 43: Power supply plug connection 

 

Figure 38 

 

Figure 39 
 

Figure 40 

 

Figure 41 

 

Figure 42 

 

Figure 43 

Biometric access 

Figure 44: Biometric fingerprint reader 

Figure 45: Biometric electronics. Exports the information to the controller (Figure 46) through an I/O 
module 

Figure 46: Biometric controller. It has a RJ-45 and an electric connection 

 

 
Figure 44 

 
Figure 45 

 
Figure 46 

 

Security surveillance 

 

Figure 47: Camera 

Figure 48: Camera electronics. Fed by POE (RJ-45 inlet), includes a mini USB port used to connect 
external devices (recorders) and a mini SD card 
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Figure 47 

 
Figure 48 

 

 

Temperature monitoring 

 

Figure 49: Temperature sensor connected to the medication fridges, refrigerators, CO2 incubators, 
ultralow temperature freezers. 

Figure 50: Medication fridge (not included in the pilot deployment) 

Figure 51: Router used to connect wireless with the temperature sensor 

Figure 52: Router connections (RJ-45 and electric supply) 

 

 
Figure 49 

 
Figure 50 

 
Figure 51 

 
Figure 52 

  

 

2. Maintenance 

 

SCADA controller 

 

Figure 53: Substation distribution panel for climate control 
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Figure 54: Schneider electric controller. It receives all the inputs coming from the electro-valves and 
other mechanisms related with climate control and exports the information through RJ-45 to a convertor 
(Figure 55) 

Figure 55: Convertor used to transform the information coming from the Controller through RJ-45 
protocol to optical fibre. The information travels to a centralized rack located outside the climate station 

Figure 56: LON-IP router used to centralize all the control substations (as an example, the one showed 
in Figure 16, 17 and 18) connected using LON protocol and export the information via IP (RJ-45 
connection)  

 

 

Figure 53 

 

Figure 54 

 

Figure 55 

 

Figure 56 

  

 

3. Communications 

 

IP telephone 

 

Figure 57: IP Telephone 

Figure 58: RJ-45 POE connection 

 

 

Figure 57 

 

Figure 58 
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Wi-Fi access point  

Figure 59: CISCO AP with internal antenna 

 

 
Figure 59 

  

 

4. Audiovisuals 

Video-streaming codec  

Figure 60: Engraver. It receives the inputs coming from the video sources through coaxial wire and 
exports all the data to the net through a RJ-45 connection 

 

 

Figure 60 

  

Videoconference streaming codec 

 

Figure 61: Camera and videoconference hardware 

Figure 62: Video, TV and electric connection from the videoconference camera 

Figure 63: Codec used to export/receive via RJ-45 the image recorded by the camera, connected to an 
independent PC (Figure 64) and the TV 

Figure 64: Personal Computer connected to the videoconference codec 

 

 

Figure 61 

 

Figure 62 

 

Figure 63 
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Figure 64 

  

2.1.3.2 Architecture  

Real architecture for such kind of devices; under fully operative conditions w/o IT security 

restrictions 

 

Figure 65: Real architecture in test site 3 
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Pilot architecture for such kind of devices; under simulated operative conditions limited by our 

internal IT security restrictions 

 

Figure 66: Pilot architecture in test site 3 

 

2.1.4 Vulnerability Assessment  

 

Figure 67: Whole real net to accommodate the vulnerability test in pilot area 3 
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2.2 Definition of needed security features 

 

Based on the data extracted from the previous vulnerability test (either from COMSEC or by the HCB IT 
department itself) or done theoretically in case that this test couldn’t be carried out, in this chapter we should 
differentiate the relevant IoT OT vulnerabilities (the ones that should be solved within the scope of this project) 
vs the generic IT or OT non-relevant ones that could be ignored, left in a second level of priority or treated in a 
separate project. 

Once excluded the standard IT related systems and their most specific threats (phishing, botnets, malware, 
pharming, spam, spoofing, spyware, viruses, Trojan horses, worms…) from the scope of this project and 
focusing our target in the IoT OT devices, we understand that within the scope of the project we would have to 
focus mainly on detecting, avoiding, solving and reporting risks such as: 

 Hacking: Get unauthorized access to a medical device to obtain confidential data (e.g. patient data) 
– Test Site 1 

 Hacking: Get access w/o permission to medical parameters, images… obtained/processed by OT 
non-medical equipment – Test Sites 2&3 

 Hacking: Direct or indirect remote manipulation of a device by an attacker (e.g.. switch on/off, 
activation/deactivation of some functionalities,…) – all Test Sites 

 Ransomware: Burglary of a device encrypting the generated data or displaying an image 
(lockscreen) that prevents from accessing to the computer – all Test Sites 

 Denial-of-service DDoS: Make a server unserviceable overloading it through increasing the volume 
of traffic – all Test Sites 

Security features needed by IT Department of HCB 

• At the time of detecting an internal or external attacker, the system must be able to block it. In case of 
external attacks (Internet) the system must be able to deny access through a perimeter security system (to be 
possible integrated with the existing firewall). If the detected attack comes from a computer in the internal 
network, the system should shut down the port of the switch where the attacking computer is located, besides 
it must be capable to work in a coordinated way with our access control system (Cisco ISE) to categorize the 
computer blacklisted and do not allow its connection even if the attacker changes its location. For the internal 
attacks detected, the system must send a notification by e-mail to the incident care mailbox of our IT service. 

• It should be possible to control the level of security of the client teams that manipulate medical systems of 
high risk, although these do not generate a direct attack, for example, if they have been infected with malware 
that could divert information to illegitimate sources. In this case the access should be impeded and the IT 
service should be alerted. 

• Periodically, known vulnerabilities must be analysed so that they can be transferred to suppliers or 
manufacturers and, consequently, request them to provide the necessary patches. The system must be also 
able to block attacks using known vulnerabilities for which manufacturers have not provided its own solution. 

Leveraging the extensive pilot description documented in WP1, an early definition of requirements per scenario 
was worked out

1
. When WP3 activities started in M10 (March 2017), an interplay with the system design of 

WP2 took place in order to refine this requirement definition. It was translated into the choice of one or more 
security features per resource / logical group of resources within the pilot. These security features have been 
formally defined for the sake of coherence and in order to establish a common ground.  

The following tables describe each security feature, the CIPSEC tools/services that are able to provide them 
and a description about how they are able to provide such feature. 

 

 

                                                      

1
 See sections 4.2 and 4.3 of CIPSEC D1.2: Report on Functionality Building blocks. 
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Table 1. Availability description 

Availability 

The probability that a system will work as required during the period of a task/activity/session (as probably 
described in a system’s manual/specifications, under specific circumstances, and/or in relevant SLAs). Also 
defined as the stability of the system regarding its ability to work for long periods without problems or possible 
“bugs”. 

Tool Partner How 

Sensors ATOS Sensors can detect DoS attacks, preventing system breakdowns and contributing 
to keep the availability of the system. There are some events generated in the 
devices that could be used by the XL-SIEM to define rules that allow identifying 
anomalous behaviour in the CPU usage, load average or memory that could be 
considered as potential DDoS attacks. 

Also, the Host Intrusion Detection Sensors are capable of monitoring the OS 
logs, the domain logs, the OS events registered, website activities or access 
occurrences. 

XL-SIEM ATOS This asset leverages the information obtained by the sensors to generate events 
and alarms that are relevant for protecting the availability of information 

Real-Time 
detector for 
jamming attacks 

WOS Apart of being external and autonomous, our sensors act in a non-intrusive way 
and they only “listen” to detect Denial of Services to the wireless networks in form 
of jamming attacks, which are the easiest, cheapest and the most impactful 
attacks to critical infrastructure wireless elements. Not only affecting the 
interconnection of the devices but also allowing cyber attackers to impersonate 
wireless elements and infiltrate the entire network in a stealthy way. 

Total Defender / 
Gravity Zone 

BD The asset will continuously protect a host from attacks, keeping it available for 
normal usage. In some rare conditions, a system reboot might be required for a 
complete clean-up. 

Honeypot FORTH It is a DDoS attacks detection system able to provide information about potential 
DDoS attacks that are active on the Internet. The results produced can be used 
by system and network administrators. The accuracy of the produced results are 
proportional to the amount of the dark IP address space monitored and the 
amount of honeypot VM instances deployed. 

The solution enables the user to remotely install and configure a new honeypot 
virtual machine and thus to easily create and maintain a distributed infrastructure 
of DDoS detection systems (sensors). 

AEGIS Agents AEGIS AEGIS Agents can monitor and record system status values like CPU usage, 
disk usage, network load and communications, and other parameters. AEGIS 
named this values as Critical Infrastructure Performance Indicators (CIPIs) 

This data, together with critical status data, can be used to have a real-time 
status overview of all monitored devices. 

Forensics 
Service 

AEGIS The service contributes to the availability of a system by providing visualisation of 
CIPIs whose irregular values can indicate a problem and therefore alert the 
operators to take some actions in order to ensure the system’s availability.  

AEGIS 
Forensics AVT 

AEGIS The visualisation part of AEGIS forensics service can be used to show the status 
of the systems monitored by AEGIS agents and other tools. 



 

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework 28/63 
 

Hardware 
Security Module 

UoP The HSM provides a series of cryptography and security operations that are 
executed within a controlled, secure and trusted environment inside the HSM 
embedded processor. Therefore, the executed functions are dedicated to the 
HSM functionality and thus there are no manipulation point to reduce their 
availability. Thus, the HSM will be able to always respond to Host requests and 
will always be available. This enhances a Host System’s availability since Host 
security operations that are migrated to the HSM will always work regardless of 
the Host’s status. 

 

Table 2. Robustness description 

Robustness 

Robustness is the ability to tolerate perturbations that might affect the system’s functional body. The ability of a 
system to work as expected (according to system’s specifications under pre-defined conditions), and to resist a 
change with no need to adapt its initial stable configuration. The persistence of a system’s characteristics after 
perturbation (includes mutational robustness and environmental robustness). 

Tool Partner How 

Total Defender / 
Gravity Zone 

BD Bitdefender will protect from software attacks like malware, without disturbing 
the system functionality and remove any malware traces, restoring the system 
to the pre-attack state. 

Honeypot FORTH The honeypot can detect attacks against communication / transfer protocols: 
FTP, TFTP, HTTP, HTTPS, TELNET, DNS, SMTP, MS Windows RPC, SMB. 

The tool provides support for IPv4 and IPv6 protocols. 

 

Table 3. Reliability description 

Reliability 

Probability that a device will perform its required functions when needed (as probably described in a system’s 
manual/specifications, under specific circumstances, and/or in relevant SLAs). It can also be defined as the 
consistency of the product when used under constant conditions. 

Tool Partner How 

Sensors ATOS Network Intrusion Detection Sensors can satisfy this requirement. Network 
traffic and events registered are key to provide this. 

Host Intrusion Detection Sensors capabilities can be leveraged to provide the 
reliability in a similar way to that providing availability. 

Real-Time 
detector for 
Jamming 
Attacks 

WOS The asset can monitor the wireless network physical layer with external sensor 
to detect jamming attacks to 3G/GPRS network. 

HSM UOP HSM has integrity and encryption handling properties, with impact on the 
reliability. The HSM can provide cryptographic primitive acceleration to handle 
secure communications. 

Total Defender BD The asset prevents malware or potentially unwanted applications. BD will 
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/ Gravity Zone ensure that the device performs its required functions when needed. 

Honeypot FORTH The honeypot can detect attacks against communication / transfer protocols: 
FTP, TFTP, HTTP, HTTPS, TELNET, DNS, SMTP, MS Windows RPC, SMB. 

The tool provides support for IPv4 and IPv6 protocols. 

Forensics 
Service 

AEGIS The forensics service can prove via the CIPIs monitoring that the system 
performs reliably and that no significant change happened at certain points or 
periods of time where specific circumstances or conditions were met. 

 

Table 4. Usability description 

Usability 

Ease of use and learnability of the product by its users/operators. The efficiency and satisfaction the users may 
achieve when running tasks. 

Tool Partner How 

AEGIS 
Forensics AVT 

AEGIS The visualisation part of AEGIS tools can be easily used to show an overview of 
the assets monitored or drill-down to a specific group of assets or a single 
asset. 

An intuitive mechanism allows the user to focus on a specific period that 
includes the current time or be entirely in the past. 

Total 
Defender / 
Gravity Zone 

BD Bitdefender will contribute to usability, by providing a low system impact. The 
Endpoint Security will only inform the user when a threat is detected, running in 
background the rest of the time. 

The Control Center will ensure usability by allowing the system administrator to 
perform the common operations in an easy and intuitive manner. 

Real-Time 
detector for 
Jamming 
Attacks 

WOS DoSSensing helps to the usability of the framework by presenting in real time 
the alerts of jamming attacks in a visual and comprehensive way. 

 

Table 5. Effectiveness description 

Effectiveness 

The capability of the product to produce the desired result. The ability of the product to "do the right thing". 

Tool Partner How 

Total Defender / 
Gravity Zone 

BD Bitdefender will block any intrusion in the normal operation, enabling the system 
to produce the desired result 

 

Table 6. Response-Time description 

Response-Time 

The ability of the product to complete assigned tasks within a given time according to specification and relevant 
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SLAs under specific conditions. The ability of the product to reply to users’ requests in a timely manner. 

Tool Partner How 

HSM UOP HSM can handle cryptographic operations related to needed security protocols 
in case the existing equipment cannot handle cryptography fast enough 

DoSSensing WOS DoSSensing is able to change the frequency monitored by user interaction, 
detecting all the different jamming attack techniques in real time. 

 

Table 7. Integrity description 

Integrity 

Integrity can be offered in two flavours: 

 Data Integrity: assures that information and programs are changed only in a specified and authorized 
manner. 

 System Integrity: assures that a system performs its intended function in an unimpaired manner, free from 
deliberate or inadvertent unauthorized manipulation of the system. 

Tool Partner How 

XL-SIEM ATOS Data coming from integrity sensors may be used by XL-SEIM as part of the 
process to detect manipulations in the communication. Detecting any 
manipulation in measured values or injection of commands to change 
configuration parameters or reading values which could mean a hacking attempt. 
One particular case in this group is to preserve system dataflow integrity. 

Detecting illegal modifications in the firmware to avoid intentionally wrong 
commands sent to devices, wrong answers on commands received from its, or 
combination of both. Particular use cases in this group are to preserve system 
integration by detecting physical intruder attempts in the field or in other words, 
potential hacking attempts. 

There are several events generated in this environment at different levels related 
to the firmware update that could be used by the XL-SIEM in order to detect 
suspicious misbehaviour and generate an alert. 

To avoid false alarms in the attack detection, the XL-SIEM could use those 
events in conjunction with other events that could mean that someone is trying to 
hack a device, or with other context information provided (for example to know if 
there is a scheduled field intervention to apply a new firmware). 

HSM UOP The asset can handle cryptographic operations related to needed security 
protocols (e.g., HTTPS, IPSEC, TLS). HSM can also provide identification / 
authentication. 

Secocard EMP Secocard’s purpose is to operate as an advanced and programmable card 
reader. The card reader will authenticate the user to the host. So data integrity 
protection will be provided indirectly by restricting access to the system unless an 
authorized provides the correct credentials. 

Total Defender 
/ Gravity Zone 

BD Bitdefender will provide both data integrity, by protecting against ransomware 
and system integrity, by blocking system changes performed by malicious 
software. 

Forensics AEGIS The forensics service can reveal and expose potentially unauthorised actions or 
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Service indications of data integrity violation via relevant monitored CIPIs, e.g. 
unforeseen number of connected users at the same time  

Honeypot FORTH The honeypot detects attacks against databases: MSSQL, MySQL, ORACLE, 
POSTGRES. 

The tool provides LDAP user authentication 

 

Table 8. Confidentiality description 

Confidentiality 

Confidentiality is roughly equivalent to privacy. Measures undertaken to ensure confidentiality are designed to 
prevent sensitive information from reaching the wrong people, while making sure that the right people can in 
fact get it. In short, access must be restricted to those authorized to access the data. 

Tool Partner How 

XL-SIEM ATOS XL-SIEM shall capture and analyse relevant log files of OT components, IT 
infrastructure components to allow detection of known threats. The objective is to 
detect attempts of forced entrance in the enterprise network through OT 
Components that might be dangerous for the confidentiality of the information. 

Forensics 
Service 

AEGIS The forensics service can reveal potential confidentiality problems via the 
monitoring of relevant CIPIS, e.g. more than expected user connections to a 
monitored machine. 

Table 9. Auditing description 

Auditing 

Network auditing is the set of collective measures done to analyse, study and gather data about a network with 
the purpose of ascertaining its health in accordance with the network/organization requirements. Network 
auditing primarily provides insights on what effective network control and practices are, i.e. its compliance to 
internal and external network policies and regulations. Auditing measures are useful when needed to further 
analyse security incidents in order to identify the root cause and apply appropriate protection mechanisms to 
similar systems 

Tool Partner How 

Sensors ATOS Sensors monitoring the network usage can be deployed, in addition specific 
sensors meant to detect network-based intrusion attempts can be deployed as 
well. Specific examples are Snort / Suricata, Ntop, tcptrack, or DNS Traffic 
sensor. 

Host Intrusion Sensors like OSSEC bring specific auditing features such as OS 
logs or domain logs. 

XLSIEM ATOS This asset can be used to detect interruptions in the communication. Potential 
causes of an interruption in the communication could be the application of a 
Faraday cage around a meter, jamming in the mobile signal or a mechanical 
interruption in the communication channel. 

XL-SIEM builds on information brought by both network and host intrusion 
sensors to contribute to the auditing task. 

Total Defender / 
Gravity Zone 

BD Bitdefender will produce logs that will help in the auditing process. 



 

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework 32/63 
 

Forensics 
Service 

AEGIS Forensics main goal is to exactly provide auditing and help investigators find 
the root cause of security incidents or malfunctions. 

AEGIS agents AEGIS Agents monitoring the network usage can be deployed, in addition specific 
sensors meant to detect network-based intrusion attempts can be deployed as 
well. Specific examples are Ossec, Netflow and Nagios3 

AEGIS AVT AEGIS In the instances where auditing tools produce relevant data, the AEGIS AVT 
can offer to the auditor detailed and dynamic viewpoints of varying granularity 
to act upon in a manner that improves systems compliance with the 
organizational requirements. 

Table 10. Alerting description 

Auditing 

Network auditing is the set of collective measures done to analyse, study and gather data about a network with 
the purpose of ascertaining its health in accordance with the network/organization requirements. Network 
auditing primarily provides insights on what effective network control and practices are, i.e. its compliance to 
internal and external network policies and regulations. Auditing measures are useful when needed to further 
analyse security incidents in order to identify the root cause and apply appropriate protection mechanisms to 
similar systems 

Tool Partner How 

Sensors ATOS Sensors monitoring the network usage can be deployed, in addition specific 
sensors meant to detect network-based intrusion attempts can be deployed as 
well. Specific examples are Snort / Suricata, Ntop, tcptrack, or DNS Traffic 
sensor. 

Host Intrusion Sensors like OSSEC bring specific auditing features such as OS 
logs or domain logs. 

XLSIEM ATOS This asset can be used to detect interruptions in the communication. Potential 
causes of an interruption in the communication could be the application of a 
Faraday cage around a meter, jamming in the mobile signal or a mechanical 
interruption in the communication channel. 

XL-SIEM builds on information brought by both network and host intrusion 
sensors to contribute to the auditing task. 

Total Defender / 
Gravity Zone 

BD Bitdefender will produce logs that will help in the auditing process. 

Forensics 
Service 

AEGIS Forensics main goal is to exactly provide auditing and help investigators find 
the root cause of security incidents or malfunctions. 

AEGIS agents AEGIS Agents monitoring the network usage can be deployed, in addition specific 
sensors meant to detect network-based intrusion attempts can be deployed as 
well. Specific examples are Ossec, Netflow and Nagios3 

AEGIS AVT AEGIS In the instances where auditing tools produce relevant data, the AEGIS AVT 
can offer to the auditor detailed and dynamic viewpoints of varying granularity 
to act upon in a manner that improves systems compliance with the 
organizational requirements. 
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Table 11. Privacy description 

Privacy 

The ability of the product to provide its users with the capacity to have some control on their personal 
information. 

Tool Partner How 

Data privacy 
tool 

UPC Data privacy tool is potentially able to protect sensitive data stored/exchanged 
in critical infrastructures through anonymization.  

 

In the light of the definitions above, the tables in sections 2.2.1, 2.2.2, and 2.2.3 below indicate and justify the 
security features that must be in place for the different resources existing in the healthcare pilot. 

2.2.1 Health CIs: Test site 1 – Electromedical equipment 

Device / 
Resource 

Description Technical 
details 

Security 
Features 

Justification 

1 – Transport 
hemodynamic 
monitor 

  

System that detects the vital 
constants using transducers that 
transform the patient’s 
physiological variations to 
electrical signals. 

LAN 

Wireless 

Embedded 
proprietary 
Dräger OS 

Availability Vital signs should 
be monitored 24 
hours a day by 
nursing control 

Reliability The application of 
an action protocol 
depends on the 
data obtained so 
the reliability that 
the data is accurate 
is important to be 
sure that the 
effect’s cause is 
real. 

Robustness  Required but it is 
also necessary for 
the system to 
identify malicious 
entries so that it 
does not collapse 
the system and do 
not have to reset 
the equipment 

Response-Time Obtain the data 
immediately to give 
answers to possible 
medical 
complications such 
as releasing a 
sensor from the 
patient's skin 

Integrity The information 
must remain 
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unchanged from the 
source and only 
modified by 
authorized 
personnel  

2 – Patient-
vicinity 
workstation 

Bring integrated clinical 
information to the point of care, 
displaying the patient vital sign 
data obtained by the 
homodynamic monitor together 
with the clinical networked 
applications and hospital 
information system. 

This workstation works in 
conjunction with the transport 
hemodynamic monitor. It is the 
solution marketed by Dräeger 

LAN 

Embedded 
proprietary 
Dräger OS 

Availability Vital signs should 
be monitored 24 
hours a day by 
nursing control 

Reliability The application of 
an action protocol 
depends on the 
data obtained so 
the reliability that 
the data is accurate 
is important to be 
sure that the 
effect’s cause is 
real. 

Robustness Obviously physical 
strength is required 
but it is also 
necessary for the 
system to identify 
malicious entries so 
that it does not 
collapse the system 
and do not have to 
reset the equipment 

Response-Time Obtain the data 
immediately to give 
answers to possible 
medical 
complications 

Integrity The information 
must remain 
unchanged from the 
source and only 
modified by 
authorized 
personnel  

3 – Mechanical 
ventilator 

  

Equipment dedicated to 
visualize and control the 
patient’s respiratory parameters  

LAN 

Embedded 
proprietary 
Dräger OS 

Availability The ventilatory 
mechanics of the 
patient should be 
monitored 24 hours 
a day by nursing 
control 

Reliability The application of 
an action protocol 
depends on the 
data obtained so 
the reliability that 
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the data is accurate 
is important to be 
sure that the 
effect’s cause is 
real. 

Robustness Obviously physical 
strength is required 
but it is also 
necessary for the 
system to identify 
malicious entries so 
that it does not 
collapse the system 
and do not have to 
reset the equipment 

Response-Time The patient data 
must be obtained in 
real time practically 
without delay 

Integrity The information 
must remain 
unchanged from the 
source and only 
modified by 
authorized 
personnel  

4 – Infusion 
pumps / CPU 
docking station 

  

To administer controlled 
amounts of fluids 
subcutaneously in a continuous 
or intermittent regular way into 
the patient’s circulatory system / 
Electronic rack used to manage 
all the information coming from 
the infusion pumps 

LAN 

Wireless 

Embedded 
proprietary 
CareFusion  
OS  

Similar to RTU 
– ISA 95 Level 
2 Device 

Availability It is automatically 
recorded which 
medication and as it 
is being dosed, this 
information must be 
available for 
authorized 
personnel to 
monitor it at any 
time 

Reliability The application of 
an action protocol 
depends on the 
data obtained so 
the reliability that 
the data is accurate 
is important to be 
sure that the 
effect’s cause is 
real. 

Robustness Obviously physical 
strength is required 
but it is also 
necessary for the 
system to identify 
malicious entries so 
that it does not 
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collapse the system 
and do not have to 
reset the equipment 

Response-Time The patient data 
must be obtained in 
real time practically 
without delay in 
order to be able to 
correct in real time 
dosage of the 
medicine 

Integrity The information 
must remain 
unchanged from the 
source and only 
modified by 
authorized 
personnel  

5 – Personal 
computer 
(simulating a 
Monitoring 
Central nursing 
station) 

To simulate the Central 
Monitoring ICU station 

LAN 

Windows OS 

Availability The nursing control 
must have the 
medical parameters 
uninterruptedly 

Reliability Nursering must be 
certain that the 
information 
replicated in the 
central is exactly 
the same as the 
patient sensors 

Robustness The monitoring 
centre is working 
24/365 so the 
applications must 
be tested with this 
security criterion. 
The malfunction 
would cause to 
change the central 
one and to 
reconfigure it so 
that the patients 
would no longer be 
supervised during 
the time of the 
replacement of the 
PC. 

Response-Time Monitor the vital 
signs of different 
patients centrally. 
The information must 
be available in real 
time 
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Integrity The information 
must remain 
unchanged from the 
source and only 
modified by 
authorized 

2.2.2 Health CIs: Test site 2 – Industrial IoT non-clinical subsystems used in 
clinical areas 

 

Device / 
Resource 

Description Technical 
details 

Security 
Features 

Justification 

1 – Personal 
computer 

To control prototypes, software 
and facilities 

LAN 

Mac OS 

Availability This PC will manage 
the alarms and will 
send the orders to the 
smartserver to act on 
the lighting, the 
cameras of video 
surveillance, etc. 

Reliability Must be reliable for 
actions to occur 
automatically without 
requiring trained 
personnel 

Robustness Minimal errors so we 
do not have to reset 
the system. Avoid 
untrained personnel 
having to understand 
the operation of the 
system. The PC must 
be working 24/365 

Response-
Time 

Necessary for users to 
have the correct 
system feedback 

Auditing From this PC the IoT 
system vulnerabilities 
should be continuously 
managed 

2 – Smart 
server 

Receive information from the 
network and directly send a 
voltage to the different light 
modules. It also sends and 
receives information from and to 
different mobile devices which 

LAN 

Wireless 

Non OS 

(Similar to 

Availability Necessary for the 
control of the 
equipment (on / off 
lighting) is always 
available for patient 
care 
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are connected by wireless 
communication 

RTU – ISA 95 
Level 2 
Device) 

Robustness The smart server must 
handle the actions 
fluently and not give 
blocking errors. The 
health personnel would 
perceive it as a lack of 
confidence in the 
automated system. 
However the solution is 
always offered with a 
manual on / off lighting 
system to increase 
operational safety 

Effectiveness The simultaneous 
inputs must be solved 
fluently so that the user 
experience is good and 
trust the system 

Integrity The smartserver must 
apply actions (blue 
code for example) 
therefore the 
information that it 
manages must be the 
original from the central 
servers without that it 
can be manipulated 

3 – ‘Scena’ 
(RGB light 
tonalities 
controller) 

Display used to control the RGB 
light tonalities and the circadian 
device 

LAN 

Wireless 

Non OS 

(Similar to 
RTU – ISA 95 
Level 2 
Device) 

Availability The illumination in 
patients' boxes is 
critical and their 
manipulation must 
always be available 

Robustness Both hardware and 
software must be 
robust to eliminate 
false actions of the 
user or that the system 
is blocked 

4 – AXIS 
modules 

They are I/O modules used for 
receiving information from the 
net and act on lights, and 
receiving light information 
(ON/OFF) and send it to the net. 

LAN 

Non OS 

(Similar to 
RTU – ISA 95 
Level 2 
Device) 

Availability The illumination in 
patients' boxes is 
critical and their 
manipulation must 
always be available 

Robustness Both hardware and 
software must be 
robust to eliminate 
false actions of the 
user or that the system 
is blocked 

5 – Video-IP 
camera used 

Used for dynamic surveillance 
of the patients once their 

LAN Availability The patient's image is 
necessary to visualize 
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for dynamic 
surveillance 

respective ICU box accessing 
doors are closed 

Non OS strange movements 
and prevent accidents 
such as falls from the 
bed 

Effectiveness The streaming of the 
cameras must be fluid 
and the connection to 
the camera must be 
fast even if you have to 
manage the 
corresponding devices’ 
security certificates 

Robustness The remote 
management of the 
camera in the on / off 
switch should not give 
blocking errors or 
modification of the 
image quality setup 

Confidentiality The images must be 
accessible only by 
authorized personnel 
because the privacy of 
the patient is to be 
protected 

Response-
Time 

The streaming of the 
cameras must be fluid 
and the connection to 
the camera must be 
fast even if you have to 
manage the 
corresponding security 
certificates 

6 – Tablet 
display SONY 
Xperia 

To show customized information 
(medical and non-medical) to 
the users 

LAN 

Wireless 

Android 

Availability The information dump 
is done from a central 
server (in development 
at the moment) so that 
the equipment must be 
available at all times 

Reliability Must be provided by 
the characteristics of 
the equipment itself 

Response-
Time 

Necessary for users to 
have the correct 
system feedback 

Integrity This display will show 
relevant information of 
the patient to enhance 
the information 
received by the care 
staff such as possible 
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allergies to medicines 
therefore the 
information you receive 
from the hospital HIS 
and it is showed on the 
screen must be 
protected to external 
modifications 

7 – Light 
selection panel 

To control all the lights. It is 
connected on the network in 
order to integrate all the 
information through PC 
visualization software  

 

LAN 

Non OS 

Robustness The illumination in 
patients' boxes is 
critical and their 
manipulation must 
always be available 

Effectiveness Both hard and soft 
must be robust to 
eliminate false actions 
of the user or that the 
system is blocked 

8 – Smart 
TV+Intel 
Compute Stick 

  

Adaptive and dynamic 
information distribution  

 

LAN 

W10 OS 

Robustness The information dump 
is done from a central 
server (in development 
at the moment) so that 
the equipment must be 
available at all times 

Reliability Must be provided by 
the characteristics of 
the equipment itself 

Response-
Time 

Necessary for users to 
have the correct 
system feedback 

Integrity This display will show 
relevant information of 
the patient to enhance 
the information 
received by the care 
staff such as possible 
allergies to medicines 
therefore the 
information you receive 
from the hospital HIS 
and shows it on the 
screen must be 
protected to external 
modifications 

2.2.3 Health CIs: Test site 3 – Industrial IoT non-clinical subsystems used for 
general facility purposes 

 

Device / 
Resource 

Description Technical 
details 

Security 
Features 

Justification 
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1 – Fixed RFID 
reader + antenna 

 

Stationary reader mounted 
on walls or ceilings 
dedicated to collect the data 
and commands from the 
RFID passive tags captured 
by the connected RFID 
antennas 

LAN 

 

Availability readers must always be 
active and they have to 
send data to server 24/365 

Robustness The RFID controller must 
suffer few resets 

Confidentiality The access data to certain 
areas controlled by RFID 
must be treated in a 
confidential way and only 
accessible by authorized 
personnel 

Response-Time To comply with different 
functionalities, the 
identification of the staff or 
medical equipment that 
have the tag must be 
immediate 

2 – Biometric 
access reader + 
controller 

 

 

Electronic device used to 
determine a person’s 
identity by detecting and 
matching the person’s 
fingerprints to a database 

LAN 

 

Availability The possibility of access 
to restricted areas must be 
enabled and always 
available. some patients 
are isolated and they are 
in zones protected by 
biometric controls 

Robustness Because of the difficult 
location to access, the 
biometric controller must 
suffer few resets 

Confidentiality The access data to certain 
areas controlled by 
biometric access must be 
treated in a confidential 
way and only accessible 
by authorized personnel 

Response-Time Necessary for users to 
have the correct system 
feedback 

3 – Security 
surveillance 
camera 

 

 

Used to control the 
circulation of people 
(patients, visitors, 
professionals) through the 
corridors and the main 
building accesses 

LAN 

 

Availability Cameras must always be 
active and in a position to 
send ip video 24/365 

Effectiveness The system must manage 
more than 400 cameras 
therefore the manager 
should not collapse by the 
amount of information 
received 

Robustness The biometric controller 
must suffer few hard 
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resets 

Confidentiality The images and the 
recorded video is private 
and only in justified cases 
can be analysed by the 
security personnel 

4 –Temperature 
recorder + 
modem receptor 

 

 

Wireless monitoring system 
that measures and records 
the temperature of a 
medication fridge and 
ensures its traceability on a 
PC 

LAN 

 

Availability Modem receptor must 
always be active to send 
data to server 24/365  

A problem in collecting 
data could force you to 
discard expensive 
products because you 
cannot ensure that they 
have been stored at the 
right temperatures 

Integrity The recording of 
temperatures must be 
protected and not 
intentionally modified by 
external agents. Some of 
these products are 
administered to patients 

Robustness The biometric controller 
must suffer few hard 
resets 

5 – Sensor + 
SCADA 
controller  

 

Remote access to a variety 
of local control modules, 
which could be from 
different manufacturers, 
allowing access through 
standard 
automation protocols to 
interface the HVAC system 

LAN 

 

Availability All controllers must be 
available to provide sterile 
conditions with both 
ventilation and ambient 
temperature in critical 
areas 

Integrity The data that it manages 
cannot be modified, it is 
not possible that in 
surgical zones the 
overpressure is lost or in 
isolation boxes the 
conditions of depression. 
The fans are handled by 
these controllers 

Robustness The SCADA drivers must 
be robust and reliable 
because there are a large 
number of them and the 
maintenance is difficult as 
well as the location of all 
of them 

6 – IP telephone The IP telephone converts 
analogue voice signals into 

LAN Availability The equipment must be 
available since the 

https://en.wikipedia.org/wiki/List_of_automation_protocols


 

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework 43/63 
 

 digital signals and packs 
them in data packages that 
can be transferred via 
Internet Protocol 

 communication is 
indispensable although 
there is always the 
possibility of using mobile 
telephony 

7- Wi-Fi access 
point 

Used to offer Wi-Fi 
connectivity to portable 
devices  

LAN 

Wireless 

 

Availability There are medical devices 
that are Wi-Fi as well as 
nursing applications that 
work on mobile devices 

Robustness There are medical devices 
that are using Wi-Fi 
network as well as nursing 
applications that work on 
mobile devices mainly 
connected by WLAN 

Integrity The data sent by Wi-Fi is 
recorded in the patient's 
clinical history. 
Unauthorized modification 
of the data must be 
avoided 

Response-Time Necessary for users to 
have the correct system 
feedback 

8 – Video-
streaming codec  

  

This equipment is usually 
used to make real-time 
multicast broadcasting of 
video captured in operator 
rooms and decoded by 
software on terminal 
equipment such as a PC 

LAN 

 

Availability The equipment must be 
available since the 
communication is 
indispensable 

Robustness In addition to being 
available firmware updates 
should be managed 
automatically to improve 
performance 

9 – 
Videoconference  
codec 

 

Normally used in teaching 
events inside or outside the 
hospital 

LAN 

 

Availability The equipment must be 
available since the 
communication is 
indispensable  

Robustness In addition to being 
available firmware updates 
should be managed 
automatically to improve 
performance 

10 – Standard 
personal 
computer 

Equivalent to the computers 
distributed in all the fixed 
work points of the hospital 

LAN 

Windows 7 
Enterprise 
OS 

Availability Availability whenever the 
system is required to 
provide and send patient 
information to HIS 

Reliability Equipment with high 
reliability and stability with 



 

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework 44/63 
 

healthcare applications 

Response-Time Necessary for users to 
have the correct system 
feedback 

Auditing From this PC the IoT 
system vulnerabilities 
should be continuously 
managed 

11– Standard 
Tablet 
SAMSUNG 10” 

Equivalent to the devices 
distributed in all the non-
fixed nursing and 
maintenance work points of 
the hospital 

 

Wireless 

Android  
OS 

Availability Availability whenever the 
system is required to 
provide and send patient 
information to HIS 

Reliability Equipment with high 
reliability and stability with 
healthcare applications 

Response-Time Necessary for users to 
have the correct system 
feedback 

Integrity The data sent by Wi-Fi is 
recorded in the patient's 
clinical history. 
Unauthorized modification 
of the data must be 
avoided 

2.3 Analysis of security features covered per product 

The partners playing the role of solution providers have made an extensive analysis of what their products can 
offer in terms of coverage of the demanded security features. The table below shows the coverage of each 
required security feature required per product: 

 XL-SIEM and sensors (ATOS) 

 Real-Time Detector for Jamming Attacks (WOS) 

 Hardware Security Module / FPGA cryptographic device (UoP) 

 K-Anonymization Tool (UPC) 

 Honeypot / Cloud security tool (FORTH) 

 Secocard (Empelor) 

 Total Defender / Gravity Zone (BD) 

 Forensics Support Analysis Visualization Tool (AEGIS) 
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Test site 1 – Electromedical equipment 

 

Device / 
Resource 

Security 
Features 

ATOS WOS UOP FORTH EMP BD AEGIS 

1 – Transport 
hemodynamic 
monitor 

Availability X X      

Reliability X       

Robustness        

Response-Time  X      

Integrity        

2 – Patient-
vicinity 
workstation 

Availability X X    X X 

Reliability X     X X 

Robustness      X  

Response-Time        

Integrity      X X 

3 – Mechanical 
ventilator 

Availability X       

Reliability X       

Robustness        

Response-Time        

Integrity        

4 – Infusion 
pumps / CPU 
docking station 

Availability X X      

Reliability X X      

Robustness        

Response-Time        

Integrity        

5 – Personal 
computer 
(simulating a 
Monitoring 
Central nursing 
station) 

Availability X   X X X X 

Reliability X X  X X X X 

Robustness    X  X  

Response-Time   X     
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Integrity X  X  X X X 

2.3.1 Test site 2 – Industrial IoT non-clinical subsystems used in clinical areas 

Device / 
Resource 

Security 
Features 

ATOS WOS FORTH EMP BD AEGIS 

1 – Personal 
computer 

Availability X  X  X X 

Reliability X  X  X X 

Robustness   X  X  

Response-
Time 

      

Auditing X    X X 

2 – Smart server Availability X X   X X 

Robustness     X  

Effectiveness   X    

Integrity     X X 

3 – ‘Scena’ 
(RGB light 
tonalities 
controller) 

Availability X X     

Robustness       

4 – AXIS 
modules  

Availability X      

Robustness       

5 – Video-IP 
camera used for 
dynamic 
surveillance 

Availability X      

Effectiveness       

Robustness       

Confidentiality       

Response-
Time 

      

6 – Tablet 
display 

Availability X X     

Reliability X      

Response-
Time 

      

Integrity       

7 – Light Robustness   x    
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selection panel 
Effectiveness       

8 – Smart TV Robustness       

Reliability X      

2.3.2 Test site 3 – Industrial IoT non-clinical subsystems used for general 
facility purposes 

 

Device / 
Resource 

Security 
Features 

ATOS WOS UPC FORTH BD AEGIS 

1 – Fixed 
RFID reader + 
antenna 

 

Availability X X     

Response-
Time 

 X     

2 – Biometric 
access reader 
+ controller 

 

 

Availability X      

Robustness       

Confidentiality  X      

3 – Security 
surveillance 
camera 

 

 

Availability X      

Confidentiality X      

4 –
Temperature 
recorder + 
modem 
receptor 

Availability X      

Robustness       

5 – Sensor + 
SCADA 
controller  

 

Availability X      

6 – IP 
telephone 

Availability X   X   

7- Wi-Fi 
access point 

Availability X X  X   

Robustness    X   

Integrity    X   

Response-
Time 

 X     
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8 – Video-
streaming 
codec  

Availability X      

Robustness       

9 – 
Videoconferen
ce streaming 
codec 

Availability X      

Robustness       

10 – Standard 
personal 
computer 

Availability X   X X X 

Reliability X   X X X 

Auditing X    X X 

11– Nursing 
or 
Maintenance 
standard 
working tablet  

Availability X   X   

Reliability X   X   

Integrity    X   

2.3.3 ATOS XL-SIEM and sensors 

ATOS XL-SIEM will orchestrate some security sensors deployed by Atos and other CIPSEC partner’s solutions 
collecting and processing events, identifying anomalies within different Hospital’s Pilot Rooms, and raising 
alarms etc. According to each Pilot Test site, XL-SIEM will deploy different kind of network sensors on the 
monitored infrastructure and will set up a specific policy-compliance management to monitor the most adequate 
threats in each scenario, providing anomaly detection across layers making use of input from diverse 
heterogeneous systems and guarantee the availability and the reliability of OT devices & systems. XL-SIEM 
could watch for integrity in case appropriate sensors could be deployed / installed in the OT devices. 

Using the appropriate sensors on each Pilot test site and setting up the right security policy rules, these are 
some uses cases where XL-SIEM could be useful for Hospital Clinic:  

 Discovery of patterns that do not conform to expected behaviour (anomalies, discordant observations, 
exceptions) 

 Interruption in the communication: Most frequent causes of an interruption in the communication could 
be jamming in the mobile signal of Wi-Fi devices or a mechanical interruption in the communication 
channel of medical devices. If no traffic is detected that includes certain IP addresses, the XL-SIEM 
could alert about the interruption of the communication of some of them, according to the established 
policies. 

 Network intrusion attacks: The objective is to detect attempts of forced entrance in the enterprise 
network through OT components preserving integrity of the network and its components. XL-SIEM shall 
capture and analyse relevant log files of OT components, IT infrastructure components to allow 
detection of known threats. 

 Denial of Service (DoS) attacks: There are some events generated in the devices that could be used by 
the XL-SIEM to define rules that allow identifying anomalous behaviour has high number of 
connections to a certain port that could be considered as potential DoS attacks 

 Illegal use/access of/to security credentials: For the detection of this type of attack and assurance the 
confidentiality, logging attempts or events related with authentication should be available and securely 
retrievable by the XL-SIEM. 

2.3.4 WOS Real-Time detector for Jamming Attacks 

DoSSensing solution, acting as a real-time jammer attacks detector, will fit on wireless devices only. Assuming 
that most of the equipment from this pilot is wired, Worldsensing solution will only add value on RFID, wireless 
access point and the tablet. 
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Worldsensing is able to test its solution on the actual devices of the pilot but there are some requirements that 
could affect the functionality and operations of the pilot facilities during that test. Specifically, we have to be 
able to simulate a jamming attack, which could cause the disruption of any wireless network in the hospital so 
this is something that needs to be planned and arranged beforehand and avoid the test if it could bring some 
issues to critical equipment. 

The pilot partner is responsible to get permissions and approvals from the relevant parties in order to allow 
Worldsensing to test the jamming attacks detector in real conditions. Worldsensing won’t be responsible for any 
legal, operational or functional issue that the pilot test could bring to the partner facilities. 

Worldsensing offers the possibility to test DoSSensing solution in a controlled area using a wireless video-
camera system that will be disrupted by a jammer attack and our solution will be able to detect that attack in 
real time. 

The pilot partner should consider the best scenario to perform the tests in the most real-life case scenario and 
should inform Worldsensing and the consortium in order to prepare the pilot test properly. 

2.3.5 UOP Hardware Security Module / FPGA cryptographic service 

The UoP HSM can be connected to a host device and offer cryptography operations to enhance confidentiality, 
integrity and high response time. To achieve that, the host device must have an operating system that enables 
custom code execution (e.g.. the HSM software component client). Only then, a host device can gain full 
access to the HSM services. Also the host device must have an available a USB port or else the host to HSM 
communication must be made through an intermediate “bridge” device (e.g.. an Ethernet to USB bridge). Yet 
still, the host must be able to provide to the HSM commands which highlights the need for a software program 
to be installed and executed in the host system.  

Provided the above restrictions and taking into account that most of the pilot’s equipment do not have an OS or 
have a proprietary, closed, OS (e.g. the Drager OS) there are limited integration points on the pilot where the 
HSM could be fitted. Those points are PC devices. On such devices the HSM can offer integrity though the 
local attestation and message integrity mechanism it provides as well as confidentiality of information. For 
example, in site 1, the HSM can be connected to the PC acting as the nurse control station and encrypt 
possible sensitive information while also validating the integrity of collected information coming from other HSM 
enhanced PCs (or generate message integrity quotes to be validated by other hosts). This functionality can 
also be supported in other use cases when confidentiality and integrity are needed for example to process in a 
secure way saved images of patient records. Given the above analysis, the most fitting use case (taking into 
account the needed security features) where the UoP module can be used is site 1. 

2.3.6 UPC K-Anonymization tool 

Initially, this asset could cover privacy requirements related with sensitive healthcare data protection by 
providing a statistical disclosure control methodology endowed with a series of privacy-enhancing algorithms. 
However, once having determined that, for safety reasons, the Automated Drug Dispenser initially pretended to 
be deployed at Site 1 and ALL the productive servers responsible to host the real information related with 
HCPB’s patients (Patient Data Files -HIS, Medical Images - PACS, the platform responsible for unified display 
of the monitoring curves of the various multi-brand devices present in the hospital – BETTERCARE,… ) should 
be discarded of the scope of the Clinic pilot sites included in the project, due to confidentiality of personal data 

Nevertheless, UPC has considered the data privacy tool could provide anonymization of sensitive data 
stored/exchanged in HCPB , protecting cybersecurity data through anonymization. This could be the case in 
which this pilot needs to exchange cybersecurity data (sensitive data) with third parties for security reasons. 
Regarding types of anonymization, the data privacy tool is able to offer three types which are, suppression, 
generalization and pseudonymization. 

 

2.3.7 FORTH Honeypot and cloud security tool 

2.3.7.1 FORTH Honeypot 

DESCRIPTION 

The first tool FORTH is planning to use is an already existing solution of a cloud based honeypot 
implementation (The DDoS attacks detection system). FORTH’s solution is able to provide information about 
potential DDoS attacks that are active in the Internet. The results produced can be used by system and network 
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administrators. The accuracy of the produced results are proportional to the amount of the dark IP address 
space monitored and the amount of honeypot VM instances deployed.  

It can provide solutions to the following areas, in the context of CIPSEC project:  

 Detection of DDoS attacks. 

 Prevention with the assistance of a firewall that will apply ACLs produced by the honeypot system. 

Also by emulating a number of production services our solution is able to detect and prevent:  

 Attacks against databases: MSSQL, MySQL, ORACLE, POSTGRES. 

 Attacks against communication/transfer protocols: FTP, TFTP, HTTP, HTTPS, TELNET, DNS, SMTP, 
MS Windows RPC, SMB 

The above services are almost present in every critical infrastructure due to the basic functionality that they 
offer to all computing systems. Also many of the aforementioned services are a popular target for internet 
attacks. 

The tool also provides : 

 Support for IPv4 and IPv6 protocols.  

 Alerting mechanisms for custom IP addresses or range of IP addresses  

 LDAP user authentication  

Furthermore the solution enables the user to remotely install and configure a new honeypot virtual machine and 
thus to easily create and maintain a distributed infrastructure of DDoS detection systems (sensors). Our cloud 
based honeypot implementation comprises of two subsystems. The first subsystem comprises of the virtual 
machines which contain the detection software which is a combination of low and medium interaction 
honeypots specialized for the detection of specific protocol attacks and DDoS attacks. Every sensor uses a log 
engine to gather information about the detected attacks and runs appropriate services to securely transfer the 
results to a centralized database. The second subsystem is the control panel which provides a graphical 
interface for the administration and visualization of the results and is interconnected with the centralized 
database. 

The system provides the following core functionality: 

1. Sensor registration. 

2. Sensor management. 

3. User registration. 

4. Services monitoring 

The users and the administrators of the system, are able to view statistics of the aggregated attack results. The 
user can look up and get information about a specific IP address or a specific protocol by using predefined or 
custom search rules. Statistics are also provided about the top attack destinations and the activity of the top 
attackers.  

APPLICABILITY 

FORTH’s honeypot tool can enhance the reliability, robustness, integrity and availability of all the healthcare’s 
Pilot systems that are connected directly or indirectly to the Internet. It does so by being able to detect attacks 
targeting specific services, servers or network resources using the honeypot technology. Those resources can 
either be connected to the IT or OT network of the Critical Infrastructure. As long as our honeypots are able to 
emulate the service, that needs protection, we will be able to detect and mitigate attacks, by producing ACL 
lists and blocking attacks from the adversary IP address or network. Furthermore, the system will be able to 
detect and alert the administrators of the network for possible internal or external DDoS attacks. Thus 
improving the robustness of the network and the availability of the provided services. 

2.3.7.2 FORTH Cloud Security tool 

DESCRIPTION 

FORTH will bring in to the consortium a cloud based security solution. The solution is able to monitor the traffic 
that is exchanged through VMs (Virtual machines) which reside in the same physical hosts. The solution is able 
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to identify possible attacks between co-located VMs in the Cloud. The amount of traffic exchanged within a 
machine with many VM instances could be enormous and in really high speeds. The challenge for the solution 
is to be able to monitor all that traffic produced and try to identify potential incoming and/or outgoing DDoS 
attacks.  

APPLICABILITY  

Most cloud-based environments provide their services through virtual machines (VM) so everything is operated 
and served within the virtual machine. When an OS or a service running in a VM gets infected it will start 
attacking other VMs belonging to the same physical machine either by trying to exploit a specific vulnerability or 
by performing a DDoS attack since it can generate enormous traffic targeting another VM instance. Our tool is 
able to detect this kind of attacks and mitigate their impact. Thus all services of the Health Care Pilot running in 
a cloud environment can be protected using FORTH’s proposed tool. 

2.3.8 EMP Secocard 

Before describing, what the Secocard could offer to the specific healthcare pilot a description of the functionality 
of Secocard as a card reader must be provided. 

Secocard is a custom embedded hardware platform with a special focus on security. The special focus on 
security means that the device is equipped with specific hardware components that enhance the security of the 
device. In the Cipsec environment, the Secocard device will be operating as an advanced and programmable 
card reader. In particular, the device will be connected to a host (personal computer) through a standard USB 
port and be operated as a card reader where a smart card can be inserted in the device and read. The user will 
also be able to provide a pin to Secocard’s touch display thus implementing a two-factor authentication to login 
to the operating system. The device is able to deliver information messages through a Wi-Fi interface. 
Secocard needs appropriate drivers to operate as described. 

The functionality explained above and the fact that Secocard must be integrated with an operating system 
where a user will login with credentials in combination with the fact that critical infrastructure protection is vital 
for the Healthcare pilot, a conclusion is drawn that Secocard can be connected to Test Site 1,Test Site 2 or 
Test Site 3 personal computers. More details about the connections are given in section 3.3.5. 

2.3.9 BD Total Defender / Gravity Zone 

Bitdefender products will protect the endpoints where they are deployed, while also providing events for other 
tools in the consortium and outputting insightful reports. 

Any computing system, whether it is a workstation, a server or a mobile device needs endpoint protection. This 
will ensure that the system will not get infected by malicious software, by blocking access to detected files and 
to malicious URLs. 

The robustness requirement will be satisfied by preventing malware from interfering with the pilot operations. 

The product will alert the user when a threat is discovered, while also providing the reports for a system 
administrator to check in the control centre. Alerts will be also be sent to the XL-SIEM component. 

Auditing can be performed by using the Bitdefender Control Center component. 

This asset does not seem to cover any requirement posed by the healthcare pilot. 

2.3.10 AEGIS Forensics Support Analysis Visualization Tool 

The AEGIS forensics solution offers intuitive and detailed visualisations of Critical Infrastructure Performance 
Indicators (CIPIs) that can help investigators perform detailed forensic analysis in critical infrastructure that was 
affected by an attack or a malfunction. Moreover, through the real-time forensics analysis it facilitates situations 
awareness and can help to an immediate response to an incident that is detected at the moment that it is 
happening. 

In the context of the Health Care Pilot, the Forensics Visualisation Toolkit can be used to analyse CIPIs that are 
relevant to the monitored devices. For example, personal computers and working stations can be monitored via 
appropriately defined CIPIs and reveal malicious or even unintended behaviour on behalf of the users. The 
forensics toolset could expose a high level of CPU usage for a period of time or unusual number of running 
processes which could lead to the conclusion that a computer is used in a way out of the ordinary situations 
and therefore imply a potential security threat. Furthermore, the flexible CIPIs-based layout of the forensics 
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service allows the definition and monitoring of new CIPIs for the devices mentioned in this document which can 
be added and used by the service without interrupting its operation. 

2.4 Choice of products to be used in the environmental pilot 

Based on the analysis done in section 2.3, and as reflected in D2.1 to the specific case of the Healthcare 
sector, it seems that there would be a solution addressing all the requirements posted by our pilot.  

The list of products to be used is the following:  

 XL-SIEM and sensors (ATOS) 

 Real-Time Detector for Jamming Attacks (WOS) 

 Hardware Security Module / FPGA cryptographic device (UoP) 

 Honeypot / Cloud security tool (FORTH) 

 Secocard (Empelor) 

 Total Defender / Gravity Zone (BD) 

 Forensics Support Analysis Visualization Tool (AEGIS) 

With this information, the next step is adapting the reference architecture defined in D2.2 to the specific case of 
the health pilot and find out the appropriate mapping and integration of the products in the existing topology. 

 

Test Site 1: 

Device / Resource ATOS WOS UOP UPC FORTH EMP BD TUD AEGIS 

1 – Transport hemodynamic 
monitor 

X X        

2 – Patient-vicinity workstation X X     X  X 

3 – Mechanical ventilator X         

4 – Infusion pumps / CPU 
docking station 

X X        

5 – Personal computer 
(simulating a Monitoring Central 
nursing station) 

X X X  X X X  X 

Table 6. Application of products to pilot resources. Test site 1 

Test site 2: 

Device / Resource ATOS WOS UOP UPC FORTH EMP BD TUD AEGIS 

1 – Personal computer X    X  X  X 

2 – Smart server X X   X  X  X 

3 – ‘Scena’ (RGB light tonalities 
controller) 

X X        

4 – AXIS modules X         

5 – Video-camera used for X         
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dynamic surveillance 

6 – Tablet display X X     X   

7 – Light selection panel     X     

8 – Smart TV X X        

Table 7. Application of products to pilot resources. Test site 2 

 

Test site 3:  

Device / Resource ATOS WOS UOP UPC FORTH EMP BD TUD AEGIS 

1 – Fixed RFID reader + antenna X X        

2 – Biometric access reader + 
controller 

X         

3 – Security surveillance camera X         

4 –Temperature recorder + 
modem receptor 

X         

5 – Sensor + SCADA controller  X         

6 – IP telephone X    X     

7- Wi-Fi access point X X   X     

8 – Video-streaming codec  X         

9 – Videoconference streaming 
codec 

X         

10 – Standard personal computer X    X  X  X 

11– Nursing or Maintenance 
standard working tablet 

X    X     
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3 First phase of the implementation of the CIPSEC Security 

Platform in the Healthcare pilot 

In the previous section, an effort was done to understand how the pilot works and the security needs 
associated to the daily operation of this environmental critical infrastructure. These security features have been 
confronted to what the different assets brought by the partners can offer. As a result, a subset of the offered 
products has been selected to be applied to the different parts of the pilot infrastructure. 

With this input, the following step is to analyse the hardware and software requirements of the products to 
ascertain if their installation and deployment on the pilot is feasible. If it was not, it would be necessary to check 
if the unavailability of the product in question leaves some security feature uncovered. If that happened, some 
alternative solution (including third party products) would have to be searched to ensure a complete protection 
of the infrastructure. 

Once the compatibility of the products has been checked, it is necessary to study the pilot infrastructure 
adaptation being necessary to accommodate the products. Then, a final and stable infrastructure map definition 
is necessary, showing a higher level of detail, which enables the mapping, installation and deployment of the 
products within the infrastructure, with all the needed information in place. 

3.1 The preliminary efforts carried out to integrate the CIPSEC 
platform into Pilot II 

The main preliminary efforts carried out to integrate the solutions to be tested into our institution have been 
exclusively cantered in the selection of the most representative IoT elements to be tested and the definition and 
construction of the three test sites. 

Due to the complexity of these areas, the necessity to have them perfectly controlled (either from physical and 
remote accesses), the requirement to install the elected equipment inside as a net but working separately to the 
central productive servers of the data centre and the lack of technical spaces dedicated to non-care uses inside 
the Hospital, it had been decided: 

- To adapt one existing test room dedicated to clinical emergency training to configure the test site 1 

- To adapt one existing office dedicated to new developments and technological trials to configure the 
test site 2 and 

- Build from scratch a third room with the purpose of using it as test site 3  

The first two sites where effectively concluded in March 17 and the last one is expected to be finished by the 
end of November 17 as it should be accommodated in an area of the hospital currently destined for other uses, 
requiring  several civil work interventions. 

Regardless of the requirements that may be requested by the companies responsible for the development of 
the different products and solutions included in this CIPSEC project, it is planned to provide the three zones by 
default with three PC, one per space, connected in their respective independent LANs in order to be able to 
install the software solutions that suppliers may provide. 

Only as a reference, the current most standard computers that are extensively being used at the hospital are 
INTEL NUC 32GB with a CPU with Core i3 or i5, Windows 7 PRO 64 bit and a single 19-21” monitor. In case 
that this is not enough, the configuration of these new three computers is going to be defined from the specific 
requirements of each product although ideally should be common for the three sites, whatever the specific 
typologies of equipment could be mounted on them (electromedical or industrial), as this should be any final 
solution modelled. As starting point, the hospital’s proposal would be the INTEL NUC 7i7BNHX1 32 GB with 
Core i7, Windows 7PRO or 10, USB 3.0, 1 or 2 monitors. 

Obviously, once obtained the acceptance of our IT department, when provided by the companies, there would 
be also the choice to use their proprietary hardware infrastructure connected to a local or external network 
instead of installing the software in the hospital’s machines. 

On the other hand, if any of the products could require to be installed on a real server (physical or virtualized) 
instead of being mounted on such controlled computers, it would be studied on a case-by-case basis. 
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3.2 Analysis of hardware and software requirements posed by the 
products  

3.2.1 ATOS XL-SIEM and sensors 

3.2.1.1 ATOS sensors and Xl-SIEM agents 

Sensors will be configured and installed on Pilot infrastructure at the network or end-point layer level. This will 
require a limited interaction between the CIPSEC support team and the Pilot. The XL-SIEM agents will pre-
process, and normalize the collected data in order to produce a pre-elaborated output.  

3.2.1.2 ATOS XL-SIEM 

XL-SIEM can run both Ubuntu 12.04 or 14.04 and, it requires a machine with enough hardware resources (16 
GB RAM memory and a CPU with at least 4 cores (i5 or i7 with quadcore CPU architecture) to manage the 
hypervisor. 

3.2.2 WOS Real-Time detector for jamming attacks 

Worldsensing are going to use their own hardware infrastructure to deploy their solution. The only constraint is 
to have local or external network connectivity with Atos XL-SIEM Agents to send its jamming attack events. 

Specifications: 

 Reliability: 98% 

 Discovery latency: real-time 

 Protected protocols: 

o NB-IoT, Lora, Sigfox, UNB, Weightless-N (700 MHz – 900 MHz) 

o GSM/UMTS/LTE 

o WiFi-802.11b/g, RPMA, Bluetooth, ZigBee (2.4 GHz) 

 Processing: 64bit ARMv7 Quad Core 1.2 GHz 

 Memory: 1GB RAM 

 Software defined radio module 

o 1 MHz to 6 GHz operating frequency 

o Half-duplex transceiver 

o SMA female antenna connector 

o SMA female clock input and output for synchronization 

 Supported sample rate: 5 Mbps 

 Communication: Ethernet, 3G Wi-Fi 

 Power supply: 5V (3000 mA) 

 Box size: 276 x 272x 96.5 mm (HxLxW) 

 Weight: around 2 Kg 

 Operating temperature: -20 to +55ºC 

 Operating humidity: 10-95%. 

DoSSensing solution could be installed and deployed at any of the sites, but there are more elements that can 
be tested at the site number 3, anyways there are some requirements that need to be taken into account 
beforehand in order to make possible a pilot test. Please refer to section 2.3.5 of this document in order to 
prepare the requirements and make sure Worldsensing solution can be tested in real conditions for this pilot. 
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3.2.3 UOP Hardware Security Module / Cryptographic service 

The requirements are the following: 

 Communication interface 

o USB based Serial interface (UART) 

 Protocols 

o Custom API to host device 

 The unique hardware requirement is to have appropriate communication interface, which is serial 
UART (RS232) that can be handled through a USB-to-serial driver. There is a need for a USB port 
availability 

 The UoP HSM communication requires that the Host device can support USB host mode. This mode is 
always available in Personal Computers and Servers but it may not be available in embedded system 
devices. 

 Appropriate drivers must be available in the host device for UART communication (FTDI-based 
drivers). In Windows and Linux machines, such drivers are usually part of the operating system or are 
automatically installed. 

 The UoP HSM can operate in an unencrypted (insecure channel) with the host machine using the 
standard RS232 (UART) communication (FTDI-based drivers). In that case, the HSM can provide very 
basic services like symmetric key encryption and hashing. 

 In order to fully take advantage of the UoP HSM full spectrum of security services (e.g.. local 
attestation, data integrity) a secure channel must be established between the host and the HSM. To 
achieve that a client software must be executed in the Host device. This is a C programming language 
based software that establishes a secure communication and encrypts/decrypts all data transactions 
(HSM commands and responses) between host and HSM. 

 The UoP HSM is a passive device so it will not initiate any communication or provide any data unless 
the host requests it. A host user can provide HSM commands through a terminal based serial 
communication channel initialized in the host device. The HSM commands are text based. 

 In case the Host device does not support USB-to-serial communication, a bridge device will be needed 
to transmit commands from the host system to the HSM and collect replies. The bridge can be any 
COTS device that fits the required role or it can be Empelor’s Secocard if this product functionality 
allows it. 

3.2.4 FORTH Honeypot and Cloud Security Tool 

The minimum hardware requirements depend on the amount of the monitored IP addresses (for example, 1500 
monitored IP addresses need 1.5TB of storage per year). 

The RAM memory available must be at least 4 GB. 

NIC must be 1x1Gbps for monitoring purposes and 1x100Mbps for management purposes. 

The pilot must allow the deployment of a VM instance. 

Connection with ATOS XL-SIEM must be available. 

In addition, 8 GB RAM memory and CPU with at least 4 cores (i5 or i7 with quadcore CPU architecture) to 
manage the hypervisor have to be available. 

3.2.5 EMP Secocard 

As established in previous sections Secocard will function as an advanced and programmable smart card 
reader that will enable the user to login to host PC with a smart card and a pin. For the proper function of the 
device a set of requirements are provided below: 

 

 As far as the physical communication interface is concerned, a standard USB host port at the PC is 
necessary. A USB 3.0 port is recommended. 
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 The device needs custom drivers to operate as expected. Therefore, it will be necessary to install 
drivers on the host PC. The operating system will need configuration so that the login process is 
performed through the smart card and the smart card pin and not by providing a password. 

 Secocard needs to be able to communicate wirelessly (through Wi-Fi) with the XL-SIEM tool. 
Therefore, a Wi-Fi network should be available at the deployment site. 

Currently Empelor is developing the drivers for Linux and Windows but not for MAC. So at least for the time 
being, Secocard cannot be installed in test site 2.  

3.2.6 BD Total Defender / Gravity Zone 

The table summarizes the operating systems and virtualization solutions for which the product is compatible. 

Workstation operating systems Windows 7, 8, 8.1, 10 

Windows Vista (SP1, SP2), Windows XP (SP3) 

Mac OS X Lion (10.7.x), Mountain Lion (10.8.x), 
Mavericks (10.9.x), Yosemite (10.10.x), El Capitan 
(10.11.x) 

Tablet and embedded operating systems Windows Embedded Standard, POSReady, 2009, 7 

Windows Embedded Enterprise 7 

Windows XP Embedded (SP 2), Tablet PC Edition 

Server operating systems Windows Server 2012, 2012 R2 

Windows Small Business Server (SBS) 2008, 2011 

Windows Server 2008, 2008 R2 

Windows Small Business Server (SBS) 2003 

Windows Server 2003 (SP 1), 2003 R2 

Windows Home Server 

Red Hat Enterprise Linux / CentOS 5.6 or higher, 
Ubuntu 10.04 LTS or higher, SUSE 

Linux Enterprise Server 11 or higher, OpenSUSE 11 
or higher, Fedora 15 or higher, 

Debian 5.0 or higher, Oracle Solaris 11, 10 (only in 
VMware vShield environments) 

Mobile operating systems Apple iPhones and iPad tablets (iOS 5.1+) 

Google Android smartphones and tablets (2.2+) 

Virtualization solutions VMware vSphere 6.0. 5.5, 5.1, 5.0 P1 or 4.1 P3 ESXi 
4.1, 5.0, 5.1, 5.5 

VMware vCenter Server 6.0, 5.5, 5.1, 5.0 or 4.1 

VMware vShield Manager 5.5, 5.1, 5.0 

VMware vShield Endpoint 

VMware vCNS 5.5 

VMware Tools 8.6.0 build 446312 

VMware View 5.1, 5.0 

Citrix XenDesktop 5.5, 5.0 

Citrix XenServer 6.0, 5.6 or 5.5 including Citrix Xen 
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Hypervisor 

Citrix VDI-in-a-Box 5.x 

Microsoft Hyper-V Server 2012, 2008 R2 including 
Microsoft Hyper-V Hypervisor 

Red Hat Enterprise 3.0 including Red Hat KVM 
Hypervisor 

Oracle VM 3.0 

 

3.2.7 AEGIS Forensics Support Visualization Tool 

The product needs a high-end workstation with the following specs 

 Windows 10 

 Core i7 Intel processor, 6
th
 generation minimum 

 High end graphics card supporting two displays 

 16GB memory (RAM) and 2TB disk. 

 Two monitors, 24 inch. Minimum. 

 

It also has to have access to the Anomaly Detection Reasoner to retrieve necessary information for the 
visualizations. 

3.3 Analysis of hardware and software compliance of the products 

The following table shows which systems will be used for the application of the CIPSEC Framework and how 
their current features have to be extended to handle the solutions to be deployed: 

 

Solution / Partner 
Hardware & Software Compliance 

(YES/NO) 

Forensics Support Analysis Visualization Tool (AEGIS) Yes 

XL-SIEM (ATOS) Yes 

Total Defender / Gravity Zone (Bitdefender) Yes 

Secocard (Empelor) Yes 

Honeypot / Cloud security tool (Forth) Yes 

Real-Time Detector for Jamming Attacks  (WOS) Yes 

3.4 Final detailed definition of the pilot infrastructure map 

 

In the following figure 68, it is shown how the different scenarios (located in different spaces of the Hospital) will 
be linked. Internet access will be provided through the new FW so that partners can develop their tools 
correctly. 

In addition, the acquisition of the new FW will allow to make the necessary configurations to be able to interact 
with the different vlan created without this affecting the operation of the corporate FW. 
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Figure 68: Health pilot infrastructure map 

3.5 Provision of secured environmental monitoring infrastructure by 
including the chosen products 

The following table shows which systems will be used for the application of the CIPSEC Framework and how 
their current features have to be extended to handle the solutions to be deployed: 

Machine Existing features Added features 

Central Management 
for Cipsec Solution 

 

New machine  32 GB RAM memory 

 CPU with 4 cores i7 6700 3.4 Ghz 
socket 1151  CPU architecture 

 Windows 10 64 bits 

 High-end graphic device 

Test site 1 

PC users 

FW lan FW internet 

(new) FW pilot 

(new) Central 
Management 
CIPSEC Solution 

Central Servers CPD site 

Test site 3 Test site 2 

physical elements associated with the HCB pilot 
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 2 NICs 

 4 TB hard drive 

XL-SIEM  

AEGIS AVT 

EMP Secocard 

BD Total defender/Gravity zone 

FORTH Honeypot 

 

PC users  Processor X86-64bit 

 Motherboard with bus 
SATA  

 RAM 4Gb DDR3 

 Hard disk 500 Gb SATA 

BD Total defender/Gravity zone 

 

PC at site 1 

PC at site 2 

PC at site 3 

on each site there 
will be an existing 
pc 

 

 Processor X86-64bit 

 Motherboard with bus 
SATA  

 RAM 4Gb DDR3 

 Hard disk 500 Gb SATA 

BD Total defender/Gravity zone 

ATOS Sensors 

 

3.6 The secure solution as an instantiation of the reference 
architecture  

Finally the deployment of solutions to the architecture can be found in figure 69 below. On the operational layer 
the solutions of Empelor, FORTH, ATOS, AEGIS and Bitdefender were applied. The analysis software of 
AEGIS and ATOS will be located on a new specialized machine (Central Management Cipsec solutions in 
figure 68), which will link the 3 scenarios through an FW that will route the different vlan. 
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Figure 69: CIPSEC Framework applied to the Health pilot with Framework Layers 
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4 Conclusion and next steps  

This document has described the typology of the 3 scenarios that make up the health pilot, and in each of them 
are detailed medical and operational equipment that should be protected. In addition, the real operation in 
hospital is detailed versus the pilot functionality and is detailed that communications are blocked to servers that 
are in operation. 

 It is also described that security features must be fulfilled with the CIPSEC project and they are justified from 
the point of view of the healthcare operation. 

Next, the partners analyse what security features are covered by their products and where they should be 
installed. 

Finally, the hospital chooses which products are the most suitable for the pilot and analyses the hardware and 
software needs for a correct implementation. 

Also, it analyses how to implement the necessary firewall rules to communicate the elements of the different 
sites where the ATOS sensors and BD software are installed. The CIPSEC solution will be implemented on a 
remote PC capable of communicating the different vlans of the 3 sites through an exclusive firewall for the 
health pilot. 

For the solutions current challenges have been identified and work with the service providers will start from 
November on to make the services applicable for health CIs.   
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