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Glossary
ACL

Access Control List

ABM

Agent Based Model

AD

Analogical Digital

AI

Artificial Intelligence

ALG

Application Level Gateway

API

Application Programming Interface

AQRN

Air Quality Regional Network

ARPA

Agenzia Regionale per la Protezione Ambientale o Regional Agency for the Environmental
protection

BOINC

Berkeley Open Infrastructure for Network Computing

CAS

Complex Adaptive System

CI

Critical Infrastructure

CIA

Central Intelligence Agency

COP

Centro Operativo Provinciale o Provincial Operation Centre

CST

Cyber Space Time

DDoS

Distributed Denial of Service

FEA

Field Element Area

FW

FireWall

ILS

Interlocking System

ISMS

Information Security Management System

KISA

Communication Infrastructure for safety-relevant Applications

LAN

Local Area Network

LDAP

Lightweight Directory Access Protocol

MDM

Mobile Advanced Management

NATO

North Atlantic Treaty Organization

OC

Operations Centre

OS

Operating System

PKI

Public Key infrastructure

RDBMS

Relational Database Management System

RUPAR

Rete Unitaria Pubblica Amministrazione Regionale( Unitary Pubblic Administration Network)

SID

System Identifier Database

SIEM

Security and Information Event Management

SL

Security Level

SOC

Security Operation Centre

SQL

Structured Query Language

SSH

Secure Shell

UPS

Uninterruptible Power Supply

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework

6/37

VDC

Virtual Data Center

XML

eXtended Markup Language
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Executive summary
The D3.4 deliverable analyzes the cascading effect concept and what are the inter and intra dependencies
inside the three pilots used in the CIPSEC project. An academic definition of cascading effects has been
pointed out and the salient architectural features of the three pilots are indicated.
Starting from the collection of pilot information and CIPSEC partner applications, the D3.8 tries to identify
some non-secondary aspects, that had not been considered in the D3.4 document, of critical infrastructure
functions such as dependability described as the measure of some features including security.
The use of the agent-based model or ABM investigation tool is also proposed, deploying realistic
scenarios of events that can intervene on critical infrastructures seen as Complex Adaptive System.
Finally, with the use of the Netlogo application, a programmable agent-based modeling environment, a
cyberattack using virus is simulated using different initial conditions. This simulation can be traced back to
the principle of securing critical infrastructures that the CIPSEC framework wants to make more reliable
and secure.
The collection of information deriving from the analysis of Inter and Intra dependencies will be one of the
bases for the definition of pilot tests before and after the adoption of CIPSEC solutions.
The use of a simulation system through an Agent Base Model contributes to enrich the hypotheses on the
possible evolution with respect to, for example, the adoption of an antivirus. The same could be replicated
taking into consideration each individual solution and analyzing its behavior and effects. However, we
must consider the passive and / or active nature of the solutions adopted.
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1 Introduction
1.1 Purpose of the document
In this deliverable we consider the specific analysis of cascade effects. In the rest of the document, the
reference architectures of the three CIPSEC project testbeds are described in detail. Moreover, the cascading
incidents that can occur due to the propagation of the effects of the pilot nodes are described.
On single analyzed architectures can trigger dangerous events due to cyber-attacks or accidents. It will be the
task of the testbeds to check, in the context of possible scenarios, how to mitigate these cascade effects and
which countermeasures to adopt.

1.2 Relation to others project outcomes
While D3.4 is used to gather general information about Pilots environments, the intra-inter dependencies and
the descriptions of cascading effects, the D3.8 document is inspired by the need to deepen the issues of
interdependencies and their consequences on pilot environment. We try to provide a tool to simulate the spread
of a virus in a computer network. The simulator provides the possibility to change the initial conditions such as
the antivirus scanning frequency of the calculation nodes or the percentage spread of a virus at a certain
moment in time. These conditions can help to define the appropriate policies to be built so that the critical
infrastructure can be best defended.

1.3 Structure of the document
This deliverable is structured in the following way:


Section 2 describes Cascading Effects



Section 3 describes the Architecture of the Air Monitoring Pilot



Section 4 describes the Architecture of the Railway Pilot



Section 5 describes the Architecture of the Hospital Pilot.



Section 6 describes Intra/Inter-dependencies with other CIs or systems



Section 7 describes Dependability



Section 8 describes Agent–Based Modelling example on Pilot’s Cascading Effects



Section 9 concludes the deliverable.

1.4 Methodology
Critical infrastructures indicate all those technological infrastructures that are relevant for the welfare of our
1
countries. We need to think infrastructure systems using concepts drawn from complex adaptive system (CAS)
theory. Seeing our critical infrastructure as a CAS will help recognize existing interdependencies between
demand and supply, between sectors of infrastructure and how agents of infrastructural systems tend to
change and evolve over time. CAS can be defined as containing a large number of agents which interact, learn
and most crucially, adapt to changes in their selection environment in order to improve their future survival
2
chances (Holland, 2006) .
“… In social sciences, models are simplified representations of reality and are usually built by two methods: (i)
verbal argumentation and (ii) mathematical equations, with statistics and econometrics. Method (i) is highly

1

https://itrc.ouce.ox.ac.uk/wp-content/PDFs/Infrastructure-as-complex-adaptive-system.pdf

2

Holland, J.H. (2006) ‘Studying Complex Adaptive Systems’, Journal of Systems Science and Complexity, 19(1), 1–8.
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flexible and adaptable, as in the case of a history book reporting an analysis of past events, but having in our
hands only descriptions and considerations, we cannot make computations, tests and what-if verifications.
Method (ii) allows for computations and verifications, but is limited in flexibility and in capability if looking for
finegrained analysis and description: mainly, when we think about how agents are expected to operate into our
3
models, considering – first of all – their heterogeneity and their interactions. A third method (Ostrom, 1988 ;
4
Gilbert and Terna, 2000 ) can be used to build models: computer simulation, mainly agent-based. Computer
simulation can combine the useful flexibility of a computer code – where we can create agents acting, making
choices, and reacting to the choices of other agents and to modification of their environment – and its intrinsic
computability. In this way we can combine the descriptive capabilities of verbal argumentation and the ability to
calculate the effects of different situations and hypotheses. From this perspective, the computer program is a
form of mathematics. In addition, we can generate data – that is, time series – from our models and analyze
them employing statistics and econometrics. In summary, we have:

…”



verbal argumentations;



mathematical equations with statistics and econometrics;



agent-based computer simulations.

5

A possible definition of "...critical infrastructure is a system of facilities, services, rules, personnel, documents,
management methodology and procedures of processing and exchanging information, whose malfunction or
destruction for whatever reason, would have a serious negative impact on the health and safety of people and
environment as well as could lead to serious financial and material losses and would violate the effective
functioning of the state...in any region or country...".

Figure 1: Main types of critical infrastructures

"... Possible classification may include:

Ostrom, T. M. (1988). Computer Simulation: The Third Symbol System. Journal of Experimental Social Psychology, 24(5), pp. 381– 392.
http://www.sciencedirect.com/science/article/B6WJB-4D60J32–2H/2/1b671b0deb46e8d9 2738504150c36a10.
3

4

Gilbert, N. and Terna, P. (2000). How To Build and Use Agent-based Models in Social Science. Mind and Society , 1(1), pp. 57–72.

5

Boero R, Morini M., Sonnessa M., Terna P. (2017) Agent-Based Models of the Economy-From Theories to Applications
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... "



critical terrestrial objects: sites located throughout the country;



critical marine site: ships, oil and gas marine platform, pipelines;



fix/stationary: manufacturing equipment, power plants, transportation facilities (airport, ports, oil, gas
and fuel facilities, rail, bus and marine stations), underground special equipment, mainly
communications, control stations, warehouse of state raw materials and fuel reserves, laboratories;



mobile: aircraft, ships, ground transportation, even satellite communications mean;



administrative buildings: district and other smaller centers and municipalities;



objects of the energy system;



sites of the chemical industry, working with hazardous and toxic substances;



objects, parts of the transport system of any kind: ports, airports; marines, railway and bus station,
highways and shuttle lines, bridges and passages;



sites of domestic security such as drinking water system, food establishments (grain warehouses, oil
mills, bread factories, meat and dairy farms, wineries, hypermarkets);



polyclinics and hospitals, universities and schools, resorts, buildings and complexes for socioeconomics, commercial and entertainment activities, business forums, theaters, sports and other
festivals and competitions facilities with great daily and seasonal attendance;



objects of CI with seasonal importance e.g. the seasonal nature is formed in the summer of short-term
concentration of huge mass of tourists mainly in urban settlements and resorts of southern European
Mediterranean type along the coast as well as in the country site.

6

Lachezar Petrov1, Nikolai Stoianov2(&), and Todor Tagarev2, Advances in Dependability Engineering of Complex Systems, July 2–6, 2017, Brunów, Poland
, Complex networks, Springer, pp. 350 et seq
6
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2 Cascading Effects
Our society is a risk society and the cascading effects are the effects of modernization as well described by
Ulrich Beck in his book Risk Society Revisited.
"... The increase in the power of technical-economic "progress" is put increasingly shadowed by the production
of risks. In a first stage, they they can be legitimized as "latent side effects". But with the their universalization,
with criticism from the public and (anti) scientific analysis, risks emerge definitively from latency and they
acquire a new and central meaning for social and political conflicts. This "logic" of the production and
distribution of risk will be developed comparing it with the "logic" of the distribution of wealth which has
characterized social thought so far. At the center they are risks and consequences of modernization that result
in threats irreversible for the life of plants, animals and humans. They can no longer be circumscribed to places
or groups as happened in the nineteenth and in the first half of the 20th century with risks related to factory
work or activity professional, and instead show a tendency towards globalization which includes production and
reproduction, escapes national borders, and in this sense produces independent global supranational threats
from class membership, with an unprecedented social and political dynamic..."
The concept of cascading disasters according to P. Haavisto et al. (2013) could be “… a “toppling domino
7
effect...where one thing leads to another…” . A cascade effect can consist of a single large event and / or many
small ones whose effects added together, however, have a significant impact like a waterfall but in a non-linear
way as described below:

Figure 2: Schematics of the dependencies between systems in case of cascading effects (source
CascEff project)
Below the definition chosen by CIPSEC to define cascading effects is presented:
“… Cascading effects are the dynamics present in disasters, in which the impact of a physical event or
the development of an initial technological or human failure generates a sequence of events in human
8
subsystems that result in physical, social or economic disruption..."
Below some other definitions of elements to be considered about Cascading Effects scenarios are shown:

9



Initiating event (initiator) - the first in a sequence of natural (e.g. flood), accidental (e.g. fire) or
intentional (e.g. bombing) events that may affect one or several systems.



Originating system - a system from which a failure propagates to another system.

7 http://ibacconference.org/ISS%20&%20MLB%202013/Papers/MLB%202013/2050.pdf
8 https://planet-risk.org/index.php/pr/article/download/208/309
9 http://casceff.eu/media2/2017/07/Topic1-Cascading-effects.pptx
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Dependent system - a system which is negatively affected by a failure in another system.



Impacted system - a system which is negatively affected by either an initiating event, or an event
affecting an originating system.



Dependency - mechanism whereby a state change in one system can affect the state of another
system.



Interdependency - a mutual dependency between two systems, i.e. system A is dependent on system
B and vice versa.



Incident - a chain of events affecting multiple systems.



Cascade order - the number of stages in a propagation from a directly impacted system to a particular
system that is impacted indirectly.



Impact - the extent to which a system is affected due to an initiating event or due to a dependency.



Conditions - circumstances that can enable, prevent, aggravate or mitigate dependencies and
impacts.

Below is an example of how cascading effects could be described and analyzed within a CIPSEC pilot. By way
of example, we will combine the characteristics of cascading effects on the environmental pilot.
Initiator: the events that can be triggered can be determined by external events such as an IT attack aimed at
interrupting the service or with the aim of violating data integrity. The sensors in the VDC are not present and
therefore it is only possible to simulate the possibility of malicious attempts to modify the data obtained from the
signals. The hypothesis of having intentionally modified data may also originate from internal staff who have
access to credentials for access to the calculation systems and databases.
Originating system: sensors, peripheral, cop, lines of communication if not protected as for instance with
encryption, database, web application, operating systems without hardening,
Dependent system: There are no calculation architectures without interconnections. Indeed, the
interconnection of the most recent infrastructures is the added value of the resources assigned to the most
recent developments in information technology such as cloud computing, AI or blockchain: distributed systems
are revolutionizing the human ecosystem but the price paid is the possibility that we can be influenced much
more easily. In the Air Quality Regional Network, the failure of the sensor to measure a parameter determines
the lack of values to be acquired and the impossibility of evaluating the consequent political strategies of car
traffic in the reference area of the detection station.
Impacted system: The affected system must be in some way dependent, like the daily detection of air quality
data depends on the correct reading of the data. Not necessarily a dependent system is in turn influenced. The
database that collects data does not know the correct values of the sensors but deals only with collecting,
selecting and exposing the data to interested parties. On AQRN, a failure of the network connectivity
determines the need to manually collect the data on the detection station to avoid that the temporary buffer can
be overwritten when the maximum storage capacity is reached.
Dependency: The air quality network is a supply chain in which each component performs a precise function
from top to bottom and whose outcome is transmitted to the next component. The possibility of replicating
computing structures that can generate uncertain output is known in some infrastructures such as redundant
10
11
computing , BOINC is an example. The same processing is repeated several times with the aim of increasing
the reliability and creation of backup structures as well as fail-safe.
Interdependency: In the air quality network, the system does not provide feedback mechanisms that affect
each other the nodes of the acquisition network.
Incident: Cascade events can prevent the reading of the data on air pollution but also a single failure in a node
prevents the normal flow of data and the impossibility to establish appropriate policies on car traffic.

10 https://en.wikipedia.org/wiki/Redundancy_(engineering)
11 https://pdfs.semanticscholar.org/48c4/f6dd50b97fe17e93ea34d81c808d3a0b3242.pdf
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Cascade order: the sequence in the acquisition network can foresee numerous elements and therefore the
steps from the system directly impacted by the attack on the indirectly impacted systems can be multiple. This
implies the possibility of being able to segment the data flow with a series of disconnectors: firewall, personal
firewall, ACL, protection against privacy intrusion, identity theft, and many other forms of fraudulent data and
identity misuse. Conversely, a shorter sequence may not offer as many filters.
Impact: for the distribution of the detection stations, the impact on one station does not alter the detection of
the samples on the others. On the air quality network it is likely that to increase the damage we can expect to
hit where the data are collected and then in the database system. Even if the connection is interrupted, the
stations have sufficient time buffer to collect the data during this period: these data will then be sent later. Since
they are not real-time systems (micro or milliseconds) or near real-time (typically of the order of several
seconds to several minute), the discriminating time has a value with a non-high priority.
Conditions: It is undoubtedly useful to use appropriate tools to make the computing environment more secure
from malicious sources coming both from within and from outside. An operating system installed without basic
steps can be the weak point from which an attacker or a group of experienced hackers can begin creating
backdoors like botnets. The identification of patterns driven by machine learning could provide the means to
prevent some attack strategies. The AQRN does not have the bandwidth that can offer an interesting target for
the attacker, but if not protected with guaranteed and constant methods, it can be the object of possible
extrusion attempts. The minimum requirements for maintaining the infrastructure should, for example, start with
upgrading the operating systems and applications on the basis of security bug reports.
The strong interdependence of the elements of a network and the cascade effect that can derive from a cyberattack on one of the nodes has undoubtedly a negative connotation. The economy teaches us, however, that
there are not only negative aspects of the use of the network and the diffusion of products and messages
through it. In economics, an externality is the cost or benefit that affects a party who did not choose to incur that
cost or benefit.
"... We say that there are network effects when the desired behavior of an individual depends on some average
of the actions of others. Network effects with local interactions when these effects work through the behavior of
“neighbors”...network effects become more interesting in the context of markets, particularly, when we study
12
product, residential or technology choices...."

12

https://economics.mit.edu/files/4831
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3 Architecture for Air monitoring pilot
The system architecture known as AQRN is made up of several subsystems, some of which are managed
directly by CSI Piemonte, such as the monitoring station of the detection stations, the collection and the
analysis coming from the sensors installed therein which make up the network of the air quality of the
metropolitan city of Turin.
The environmental data collection and analysis service provides for an interconnection between:


The survey stations located at strategic points in the Piedmont region,



the central COP that receives the information from the stations and validates the data collected by
storing them in the CSI Piemonte databases.



Each control unit is independent of one another and its failure does not affect the operation of the
others.



The interruption of the data flow between Peripheral and COP does not result in the loss of data
acquired by the sensors as the data are also stored locally on the station. Once the communication is
restored, the data will be updated on the central system and the databases re-aligned with the missing
time series.



In the case of long-term disruptions, the intervention of an operator who physically goes to the station
(s) for the recovery of missing data through a mobile storage system is also envisaged.



The data collected in the ARPA database are then stored in the CSI database: this allows to store the
data in reliable data structures along the information transfer path and to allow a subsequent recovery.
cmp View - cipsec - Comunicazione tra stazioni e Operation Centre
CSI

fault tolerance
redundancy
phone number and
user/password
authentication

Access
Serv er
ISDN point to point connection

RUPAR
ARPA

Monitoring Station (ISDN)
Station Serv er

ISDN Router

LAN Port

NTP
NTP Serv er

Monitoring Station (ADSL)

Station Serv er

LAN Port

NTP
ADSL Router

Internet

proxy ARPA

NTP
Public NTP
serv er

Public static IP Address

Internet
NTP
Monitoring Station (3G)

Station
Serv er

USB or Serial port

3G Modem

Figure 3: Monitoring Stations and Operating Centre
For more details of the air quality monitoring architecture, refer to the previous document D3.4
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4 Architecture for Railway pilot
The main objective of railway transportation is safe operation. Due to this the systems have to fulfil the
requirements of several safety standards (EN 50126, EN 50128, EN 50129) and an admission by the national
safety authority has to be granted. This also applies, if changes to the system are made, which affect safety.
A typical control system in the railway domain consists of several subsystems:


Safety-related components like interlocking, points, switches and axle counters



Assisting systems like train number systems and automated driveway systems



Data management systems as the MDM, the documentation system



Diagnosis systems

Currently these systems are grouped into security zones, which then are secured according to their criticality.
The security analysis is based on ISO 62443 and the resulting measures are derived from ISO 62443-3-3 and
are enhanced by more advanced measures defined by DB Netz. Communication between these zones is done
via standard IP networks. Depending on the levels of the connected zones the communication paths are either
secured by security gateways, which establish an encrypted communication path, or a firewall gateway, which
filters the communication via whitelisting.
Besides these all components are logging their system states and transmit these logs to the MDM for analysis.
The results of this analysis are then transferred to the DB Netz security operations center, where analysts can
investigate on possible attacks and initiate countermeasures if needed. Currently plans are developed to
include IDS systems in each interlocking network to enhance the detection capabilities.
Furthermore, the results of system analyses are later on used as input for the information security management
system, which is based on ISO 27001. The ISMS also can introduce new controls to the control systems if the
threat landscape changes.

Operating Center

Security Center

AD

SIEM

NTP

DNS

Central PKI

DNS PKI
AAA

SIEM

Diagnosis

NTP
Crypto

SDI-DS

admin

Network Monitoring

WAN

Neighbor Tech. Center

Technology Center

ETCS

ESTW-ZE
Interlocking
System

Aux.
Systems
(Doc.)

RBC
NG-FW(ALG)
MDM

Field Element Area

WAN

Field Element Area

FeAk

FeAk

Housing Alerts

Housing Alerts

Object Controller

Object Controller

FeAk

FeAk

Housing Alerts

Housing Alerts

Object Controller

Object Controller

Figure 4: Railway System Design
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In Figure 4 design redundancy is omitted. Multiple OCs are presented as there are a number of field elements
to steer in a single Field Element Area (FEA). For redundancy, they are organized in a ring topology with
switches (angular boxes) and routers (round boxes). The relation between OC and field element is usually oneto-one. Security boxes have been added to every OC (depicted as locks) in the FEA within a junction box
(labelled FeAk). They provide the system with encryption capabilities and the possibility for basic filtering and
DoS prevention rules. The capabilities are required for securing conduits between zones with equal SLs. The
boxes are based on a ruggedized and hardened hardware platform. As they are completely separated from the
safety functionality, they can be applied as a replacement of switch components in the interlocking network and
even be introduced during system upgrades. The security terminates in the security box; thus the safety
hardware need to be protected by physical measures. The FEA junction boxes are thus physically protected by
“housing alerts” that trigger an alarm to prohibit attackers from tampering with the system.
In the Technology Center, a termination point for the field element encryption is introduced. Also, several zones
with different SLs have to be connected, e.g., the interlocking system has to be connected to the maintenance
and data management subsystem (MDM) with different SL.
To tackle this challenge, an application layer gateway (ALG) is utilized as a central entity of the Technology
Center. This device is configured to only allow desired connections between zones. Via packet inspection
mechanisms malicious code can be identified. If zones of different SL are connected, the allowed
communication can be limited via white-list filtering on different layers. If anomalous behavior is detected the
ALG reports this to the Security Operation Center (SOC), where an operator can decide what actions must be
taken. In certain cases, the separation of a zone from the rest of the network (quarantine) may be needed,
which then can be realized by the ALG. Upon the detection of new attack scenarios, the operator also has the
possibility to change the rule set and filtering of the ALG to mitigate the new attack.
On the operational layer the SOC has been extended by a Security and Information Event Management (SIEM)
system besides elements for system management, such as PKI, domain name service, network time server,
and a directory service. The SIEM system aggregates information from every component and analyses it for
possible attacks. If it detects a possible attack the security operator is informed, starts with further investigation
on the issue, and finally performs some action to solve it.
As the provisioning of security requires the application of tools and methods on a sustained basis, a process
based approach is implemented to ensure a constant level of security. For this a patch management process
has been developed. Changes to components are first checked in a simulated environment for quality
assurance before they are applied to the operational components. For a rapid reaction to attacks, the rule sets
of the ALG and security boxes can be altered to mitigate the vulnerability until a patch can be applied.
Furthermore, processes for incident management and an Information Security Management System (ISMS)
have been implemented. Upon the detection of an anomaly it is checked against a database of known incidents
and relevant actions are applied. For unclassified anomalies, forensics are performed to determine the relevant
reaction. After solving the incident, the findings are used as input for the ISMS to enhance the security
processes.
By having added security features to the communication channel of the safety building blocks, the architecture
allows to control that strict safety requirements such as availability and timeliness are still met. The
communication channel is transparent to the safety system such that the security blocks can be updated
independently and without affecting the safety homologation process. The decoupling of safety and security still
requires to make the physical gap between them as small as possible (e.g., on the same circuit board), to avoid
attacks just behind the security component.
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5 Architecture for Hospital pilot
Within any hospital center different types of architecture can be found depending on the nature and more or
less clinical use of the subsystems related to them.
On the one hand we have the electro medical equipment capable of importing and exporting data (Figure 5),
on the other hand the non-clinical IoT Industrial subsystems used in directly assistance areas linked to comfort,
vigilance and patient safety as well as the habitability of spaces in which they are confined (Figure 6), and
lastly those belonging to non-clinical Industrial IoT families used for the purposes of general facilities (Figure
7).

Figure 5: Architecture for the electromedical devices used in clinical areas

Figure 6: Industrial IoT non-clinical subsystems used in clinical areas
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Figure 7: Industrial IoT non-clinical subsystems used for general facility purposes

All three families, as can be seen, beyond differentiating themselves according to the segregated VLANs on
which they operate and the specific type of servers against which the devices that integrate them do effectively
work, follow an essentially common pattern.
Although it is not included in the logical diagrams presented, these systems consisting of a FW LAN, a FW
Internet and the various virtualized Servers are duplicated in two independent Data Processing Centres
configured in high availability, a redundant distribution equipment and multiple access computers distributed
among all centres to avoid service cuts in case of downfall ensuring the immediate functionality of all connected
devices.
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6 Intra/Inter-dependencies
“..
It 'is possible define four classes of interdependencies of the critical infrastructure:


physical dependence: physical dependences that comes from physical connections or links among
different of the infrastructures; interruptions and disturbance in one infrastructures, in this context, can
spread to other infrastructure projects;



cyber dependence: interdependencies that occur when the infrastructure is dependent on information
transmitted through the information infrastructure. Such relationships are the result of increased use of
computer-based information systems that support surveillance and management activities;



geographical dependence: a dependence exists between the two infrastructures, when a local
environment element is in close spatial proximity;



logical dependence: relationship that covers all dependencies far from all above mentioned, which
could be caused by regulation, legal or political restrictions.

The interdependencies rise in complexity when the information infrastructure is categorized by two different key
dimensions:

... "



service oriented interconnections;



information and data oriented connections.

13

In general, the interdependencies increase the vulnerability of the critical infrastructures although the
integration and the synergy in its usage provides valuable benefits in terms of efficiency, service quality and
cost reduction. Interdependencies lead to avalanche effects in distribution of errors from one critical
infrastructure of another. A simple outage cause by a problem can lead to cascading outages and lead to
collapse of the whole system. Many examples of cascading problems of infrastructure dependencies can cover
wide geographical areas.
Communication technologies improve productivity, efficiency and competitiveness and the use of the Internet
reduces operating costs but the interdependence arise and along with the benefits we also have an easy
access of cyber criminals and terrorists with all negative consequents further complicating the final scenario.
This creates a wide variety of parameters that can influence the reference infrastructure.
The main objectives that an organization should prepare for critical information infrastructure could be listed
below:
 determination al national level of critical information infrastructure;
 a national survey to determine the dependencies of critical information infrastructure systems;
 defining a national program to protect critical information infrastructure,
 definition of problems with cross-sector dependencies,
 setting a transnational solution about standard operational procedures with critical information
infrastructure protection;

The theme of inter-dependencies linked to the dependability concept of Critical Infrastructures was also
addressed in the project CRitical Utility InfrastructurAL Resilience (CRUTIAL), project co-funded by the
14
European Commission within the Sixth Framework Programme 2002-2006.
“...The interdependencies between infrastructures may be the cause of serious problems in mission/safety
critical systems. In the CRUTIAL project the interdependencies between the electricity infrastructure (EI) and
the information infrastructure (II) responsible for its control; maintenance and management have been

Lachezar Petrov1, Nikolai Stoianov2(&), and Todor Tagarev2, Advances in Dependability Engineering of Complex Systems, July 2–6, 2017, Brunów, Poland
, Complex networks, Springer, pp. 350 et seq
13
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http://crutial.rse-web.it/
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thoroughly studied, moreover countermeasures to substantially reduce the risk to interrupt the service have
been developed in the project. ...” and “. There is a wide consensus that developing modeling frameworks for
understanding interdependencies among critical infrastructures and analyzing their impact is a necessary step
for building interconnected infrastructures on which a justiﬁed level of conﬁdence can be placed with respect to
their robustness to potential vulnerabilities and disruptions. Modeling can provide useful insights into how
component failures might propagate and lead to cascading, or escalating failures in interdependent
15
infrastructures, and assess the impact of these failures on the service delivered to the users. ..”

In each CI the dependencies that can be detected can be subdivided between Intra and Inter Dependencies,
Intra Dependencies are those that can be detected within the macro blocks while the Inter dependencies are
those that occur between different CIs.

6.1 Air Quality Network
6.1.1 Intra
Recognized the need for protecting both the monitoring stations and the OC, we may with no doubt assess that
the most critical system is the Operations Centre. Indeed, the impact of a potential attack in a monitoring station
is not critical (especially if only one is compromised) on the entire system. However, the fact that the OC
contains all data of the system and assuming it is located within the infrastructure of ARPA Piedmont, makes it
sensitive to be used for further attacks on the corporate network.
In the Air Quality Network case we have both Intra and Inter dependencies. For example, for the monitoring
station connected to the OC we have an Inter dependence, considering the OC as a macro block and similarly
the monitoring stations as a distinct separate macro block and located in the territory, while for the compromise
situation of data contained within the OC database we face an Intra Dependency since the OC is located within
the ARPA Infrastructure and uses and shares the same computing resources for the rest of ARPA systems
dedicated to other purposes.
The monitoring station (physical layer) intra dependencies are shown below:


UPS breaking: UPS is an electrical apparatus that provides emergency power when the main power
fails. So, if the UPS does not work when the primary energy source fails, it results in failure to acquire
the data from the sensors. If both the hard disks have a failure at the same time the data of the
measurement can’t be stored and transmitted to the OC, causing the final loss of data.



The analyzer acquires in two modes, analogue or serial, and the connection to the PC station is done
with three modes: switch, switch and MOXA and AD converter. We can have different scenarios in
case of failure :



o

If the Ethernet Switch has a failure we could lose the LAN Air Anlyser information and of the
Serial LAN Analyser (connected to the Ethernet Switch by MOXA),

o

If the Advantech Card has a failure we would lose the data received from the Signal Air
Analyzer.

We can also have problems on the correct configuration of the instruments located in the station and if
an instrument does not have the correct features it would send incorrect data or in the worst case
scenario we would not receive any data (for example baud rate misaligned).

While nothing relevant is found for the monitoring station (service layer) and OC intra dependencies.

https://www.researchgate.net/publication/220816568_Multilevel_Dependability_Modeling_of_Interdependencies_between_the_Electricity_and_Information_Infrastructures
15
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6.1.2 Inter
The monitoring station (physical layer) inter dependencies can be listed below:


If the Analysers have a failure we cannot receive any kind of the data.

The monitoring station (service layer) inter dependencies are listed below:

16



DDOS attack to network devices from PC to air quality collection units. It is fair to point out that the
separation of ARPA and CSI Piemonte networks has not been adequately supported, since control of
access to computer services was still thought as if the two networks were subject to the same authority.
In addition, the daemons of the acquisition processes, as far as available on dedicated networks, must
have interposed specific security measures, i.e. firewalls, to limit damage in the event of an attack to
network devices and protect the data server where the air quality measures reside.



The ability to access via SSH does not eliminate the risk of leaving the user and password somewhere
and this allows an attacker to take remote control of the computer. For this purpose, you should not use
login with user and password and use the certificates to sign in. Certificates should be password
protected. You should then disable logins with the password and memorize key passphrases using a
specific application.



Using webapps, as 55000, brings as a consequence in a series of attacks analyzed by the Open Web
16
Application Security Project (OWASP), an open-source application security project . The first 10 types
of attacks are as follows:
o

Injection: Injection Flaws, such as SQL, OS and LDAP injection occur when untrusted data is
sent to an interpreter as part of a command query.

o

Broken Authentication and Session Management: Application functions related to
authentication and session management are often implemented incorrectly, allowing attackers
to compromise password, keys, session tokens or to exploit other implementation flaws to
assume other users' identities.

o

Sensitive Data Exposure: Many web applications and APIs do not properly protect sensitive
data. Attackers may steal or modify such weakly protected data.

o

XML External Entity (XXE): Many older or poorly configured XML processors evaluate external
entity references within XML documents.

o

Broken Access Control: Restrictions of what authenticated users are allowed to do are not
properly enforced.

o

Security Misconfiguration: Security misconfiguration is the most common issue in the data,
which is due in part to manual or ad hoc configuration (or not configuring at all), insecure
default configurations, open S3 buckets, misconfigured HTTP headers and other components.

o

Cross-site Scripting (XSS): XSS Flaws occur whenever an application includes untrusted data
in a new web page without proper validation or escaping or updates an existing web page with
the user supplied data using a browser API that can create JavaScript.

o

Insecure Deserialization: Insecure Deserialization flaws occur when an application receives
hostile serialized objects.

o

Using Components with Known Vulnerabilities: Components, such as libraries, frameworks and
other software modules, run with the same privileges as the application.

o

Insufficient Logging and Monitoring: Insufficient logging and monitoring, coupled with the
missing or ineffective integration with incident response allows attackers to further attack
systems, maintain persistence, pivot to more systems, and tamper, extract or destroy data.

https://www.owasp.org/index.php/Main_Page
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Below are listed the Operation Center inter dependencies:


Web portal intrusion attempt



Malware presence



If one of the portals used from the ARPA technicians or from the private citizens to look at the data of
the ARQ monitoring Network has a failure we can have different problems such as the lack of
justification for the rules of blocking automobile traffic or the order to turn off heating systems in the
home of citizen and so on.



ARPA has a direct connection to the RDBMS server through a software developed in C language,
called Validatore Interattivo (AirValid) that is used to validate the daily received data. This activity must
be daily guaranteed and is assured using the software installed on each department in a single pc and
the data sent from the Monitoring stations must be available.



Connection based on SID string. : The Oracle System ID or SID, is a unique value required for all
clients to connect to the Oracle database. The Oracle listener listens to port 1521 and resolves
incoming connections depending on the requested database; listener allows you to serve different
databases and, in some cases, it allows to launch DoS attacks against the server. There is a lot of
17
documentation on how to get Oracle Sid, for example in this website .

As general consideration, any software failure, such as a bug or a no-suitable configuration allowing some kind
of malicious access in the system, could affect all the software components. As infrastructure nodes are
interconnected, any malfunctions resulting from incorrect configurations, misleading or unauthorized access,
may pose a threat to other nodes as well as because of software obsolescence such as drivers or because of
failure to update S.O. The CI may be therefore exposed to attacks such as zero-day attacks. Any cyber attack
coming from the Internet side such as DoS, DDoS, sniffing or other can affect the whole system and make
some part of the architecture to fail; directed attack (local or remote) to a monitoring station can cause data loss
and data compromise or cause intrusion into other parts of the system. It has been noticed that the antiintrusion system could generate false positives for which an alarm could be underestimated while indicating the
actual damage to the station, and hence cause failure to detect possible intrusions.The router which is used to
connect wirelessly with the temperature sensor must be protected otherwise all information gathered by
sensors can not be trusted.

6.2 Railway Pilot
6.2.1 Intra
The different parts of a railway system are strongly interrelated and highly dependent on each other. In
addition, it should be said that all elements of the railway pilot are connected by different open and closed
networks and therefore also have dependencies to the properties of these systems. The interlocking core
system (ESTW-ZE, Auxiliary Systems), operating center, track-side equipment (bundled in FEA), monitoring
system (MDM, Documentation System), Security Centre and open and closed networks can be found as
subsystems.
The Security Centre monitors and regulates all communication sent over open and closed networks. If it is
compromised by an attacker, the other ILS systems are not directly affected and continue to operate. Only the
different monitoring information might be lost and the attacker might get insight into the system. Since all
communication of the subsystems is based on networks, these are highly dependent on the network equipment
which is monitored by the Security Centre. Therefore, the subsystems are not directly dependent on the
Security Centre, but the effectiveness of this is strongly dependent on the input of the subsystems of the ILS.
The interlocking core system (ESTW-ZE, Auxiliary Systems) is directly linked to the operation layer (operating
canter, etc.), track-side equipment (switches, light, signals), monitoring system and the security center through

17
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different interfaces (ALG, KISA modules). In case of a failure of these systems, driveway planning cannot be
continued and the entire train traffic in the area of the ILS is led into a failsafe state. This results in a severe
impairment of train traffic.
The Auxiliary Systems are linked to the ESTW-ZE and send it several data, for example, train numbers from
the Train Number System which reads and checks the numbers of trains. These two systems are connected
over a closed networks. Nevertheless, a loss of these systems only limits the capacity of the ESTW-ZE and
does not stop it. Therefore, the ESTW-ZE is weakly dependent on the Auxiliary Systems, but not the other way
around.
The connection between interlocking core system and the operating centre is characterized by an open
network. Various firewalls and security gateways are used to mitigate the threats from this network. If an
attacker succeeds in gaining control over the interlocking core system, he may pass the wrong information to
the operating center, which in turn can lead to incorrect decisions. In addition, an attacker could block
communication between the two elements (such as DDoS attacks), which would result in the ESTW -ZE taking
over the driveway planning and reservation for a limited time. If the communication is not restored after a
limited amount of time, the system switches to a failsafe state and thus massively affects the train traffic.
Therefore, the connection between interlocking core system and operating center is highly time-critical and the
systems are highly dependent on each other.
The interlocking core system and the track-side equipment are also highly interdependent. The two elements
are connected over an open network. The track-side equipment is grouped in Field Element Areas (FEA). If an
attacker gains control over such an FEA, he could send false information to the interlocking core system
causing confusion. The field elements are secured with safety methods, so the control over an FEA does not
necessarily mean that these unsafe conditions occur. However, if an attacker controls the interlocking core
system and sends credible messages to the field elements, this could lead to safety critical situations. The
interlocking core system and the track-side equipment are also strongly interdependent.
The dependencies between ESTW-ZE and MDM (or monitoring system) amount to the exchange of logging
data. These data are necessary for the attacker analysis as well as for checking the functioning of the individual
elements. Therefore, ESTW-ZE and Monitoring System (MDM) are directly connected via an ALG on a closed
network. Since the connection is only about logging data, the ESTW-ZE is not necessarily dependent on the
monitoring system, the monitoring system and the effectiveness of this is however strongly dependent on the
ESTW-ZE.
In addition, an interlocking core system is weakly dependent on the neighboring ILS. If a neighboring ILS fails
for different reasons, the currently observed ILS is limited only by the fact that no more trains can be routed to
the neighboring ILS.
The monitoring system (MDM, Documentation System) of the ILS is dependent on each of the subsystems
because it collects and evaluates the information from each part element in the form of logging data. The
effectiveness of this element depends on the correctness of the logging data. The connections between the
parts and the monitoring system consist of closed and open networks. If a subsystem is to be taken over by an
attacker and send corrupted information through the networks (open or closed), the monitoring system should
recognize it and report it to the operating center. Therefore, the dependency of the monitoring system is onesided, the individual elements are not directly dependent on the monitoring system.
As described in the upper paragraphs, the functionality of the entire interlocking system depends on open and
closed networks. If these are compromised in any way and essential subsystems lose, or receive corrupted
information, this can lead to serious impairments of the train traffic. The CIPSEC framework will support
important aspects, such as the DDoS detection by Atos XL-SIEM, the detection of jamming attacks by
Worldsensing and the Honeypot system from FORTH. These can, for example, help prevent a connection loss
between the operating center and the interlocking core system caused by an attacker. The solution provided by
Bitdefender can protect the system against malicious data and an attacker who wants to gain insight into the
system. In general, the CIPSEC framework will help detect and prevent attacks on the railway system.

6.2.2 Inter
The various critical infrastructures of the transportation sector, such as air-, water-. rail- or road- transportation,
are becoming increasingly digitally dependent. This happens through the growing connectivity of systems and
the significant increase for data in the networks. Thus, as already described in Deliverable D1.3, the abovementioned areas of the Transportation Sector and thus the Railway CI are heavily dependent on the ICT
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Communication Sector. Even minor failures of the network equipment or of computer systems can have serious
effects on the availability of the systems.
In addition, the Railway CI depends on energy providers. A large proportion of train control systems operate
electrically, most trains are electric and large parts of the infrastructure are based on electrical elements.
Failures in the power supply can have dramatic consequences. Although there are various emergency systems
that provide power for a limited time, this would severely limit the availability of Railway CI.
Further dependencies of the transportation sector on other sectors, such as the manufacturing sector or the
chemical industry sector, are described in more detail in Deliverable D1.3.
As the transportation sector is not only about passenger transport but also includes the transport of goods,
failures of this sector have far-reaching consequences on almost all other sectors described in Deliverable
D1.3. In particular, in the event of a breakdown in the CI railway, certain goods could no longer be transported,
which would mean that other sectors would have to expect delays in the transport of goods or should resort to
other variants of the transportation sector.
In general, the availability of Railway CI depends on the ICT Communications and the Energy Sector. Defaults
in one of the two sectors would have a large impact on the Railway CI and therefore on almost all other sectors
which rely on their services.

6.3 Hospital Pilot
6.3.1 Intra
Analogous to what happens with the other CIs analyzed, the elements that make up the different systems and
subsystems present in a hospital, even operating in different sub-networks, are closely linked to each other.
There are very few medical apparatus that work in a completely autonomous independent condition since, as a
rule, they need to link their activity to data obtained from patient lists and dump the clinical results they produce
(images, parameters, reports, ...) in common access repositories that can later be consulted from remote
locations and / or used to parameterize the use of other devices.
Similarly, equipment of an industrial nature is designed, by concept, to work always in a grouped manner
(networks of surveillance cameras, networks of presence sensors, temperature sensor networks, antenna
networks and RFID readers, networks of access controls, ...), sending data and alerts to physical stations that
usually receive communications in a centralized manner from numerous sources and execute actions
accordingly to that mix: Security control centers, Communications control centers, Control of Maintenance
services. All of them then, even sectorized, by the fact of monitoring, controlling and regulating the activity of
the same institution in real time, must end up acting in a unified, cascade manner working with shared
resources, either in the form of physical servers, well virtualized.
Taking also in consideration that there are several devices (medical and non-medical) that, through their
specific servers, must be remotely accessible by their respective providers for preventive maintenance,
updates, upgrades, to ensure that reliable working conditions are available the different systems that operate in
the hospital in every environment have its specific VLAN controlled by a firewall. This first FW has the mission
of ensuring internal security between the VLANs themselves, preventing one from being able to be accessed
through another. In addition, there is a second FW that is responsible for giving an extra degree of security over
the first when limiting access to/from the outside to the devices. Both FWs, from different brands and suppliers,
have redundant security policies in order to reinforce their function so that any possible vulnerability of one of
them can be immediately compensated by the other.
Besides, for some years now, the hospital has opted for virtualization of VMWARE to allow server deployments
in a much smaller time than if they were physical. The physical servers as such have been reduced to very
specific situations: very old servers that are not capable to be upgraded due to their out-of-date core technology
or servers that require highly specific hardware resources for the applications that use them (for example when
there is a lot of image processing load).
Although it is not included in the logical diagrams presented, these systems consisting of a FW LAN a FW
Internet and the various virtualized Servers are duplicated in two independent Data Processing Centers
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configured in high availability to avoid service cuts in case of a critical failure in one of the systems ensuring the
immediate functionality of all connected devices.
This configuration, while offering sufficient guarantees of protection and sectorization for daily work, is not
robust enough to prevent any type of targeted attack of a more complex nature. The unified solution in the form
of a platform developed within the framework of the CIPSEC project, combining real-time analysis of data traffic
in the equipment (AEGIS), in the physical (ATOS) and wireless networks (WORLDSENSING) and the
interpretation of the eventual attacks directed towards decoys (FORTH), will facilitate an early detection of
those types of events, enabling an agile intervention over the equipment, servers or networks that may be
exposed to them (BITDEFENDER).

6.3.2 Inter
Due to the notable existing regulations in matters of clinical safety and data protection, to the inherent technical
limitations offered by the different medical equipment to be interconnected, to the evident separation between
the professional connectivity solutions offered by the clinical and industrial devices and the entry barriers that
slow down the early incorporation of communication solutions developed by the market, the relative
technological delay in which the health institutions are compared with other productive sectors or services
measured based on the IoT deployed is evident. For this reason, critical sanitary infrastructures tend to be
treated as closed silos preserving, even if only partially, their functional independence from the others.
Despite this, it is true that the availability of Healthcare CI is highly dependent on the ICT Communications and
the Energy Sector and any kind of severe incidence on them would have an immediate effect over it. The effect
of these potential problems is minimized by introducing emergency systems and redundant circuits in those
basic supplies where possible in larger (electricity, voice-data communication systems) or lesser measure
(water, gas).
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7 Dependability
For many computer-based systems, the most important system property is the dependability of the system. It
reflects the extent of the user’s confidence that it will operate as users expect and that it will not ‘fail’ in normal
18
use; a dependable system is a system that does not fail . System failures may have widespread effects with
large numbers of people affected by the failure; systems that are not dependable and are unreliable, unsafe or
insecure may be rejected by their users. The costs of system failure may be very high if the failure leads to
economic losses or physical damage.
Principal dependability properties:



Availability: the probability that the system will be up and running and able to deliver useful services to
users.



Reliability: the probability that the system will correctly deliver services as expected by users.



Safety: a judgment of how likely it is that the system will cause damage to people or its environment.



Security: a judgment of how likely it is that the system can resist accidental or deliberate intrusions. The
security of a system is a system property that reflects the system’s ability to protect itself from
accidental or deliberate external attack. Security is essential as most systems are networked so that
external access to the system through the Internet is possible

In recent years government agencies and major corporations continue to be affected from destructive attacks
and massive data thefts on public and private entities. Among the targets of cyber-attacks are financial
institutions, cyber security companies and government institutions. Many of these penetrations are aimed at
theft of identity or financial data for purposes of criminal exploitation. When cyber-attacks damage critical
infrastructures or even threaten lot of life we need appropriate measures to combat them.
Internet has become the nervous system of modern society providing benefits but also open to attack from
state and nonstate actors. Anyone can acquire the tools to execute a cyber-attack. Modernizing the
government approach to cyber-attacks requires a rethinking of economic policies but above all a new
awareness of the problems of the infrastructures of data transport and of the criticalities that they introduce in
the economy of the countries.
From some passive situation the public and private institutions must face cyber-attacks with a new role. It is
needed to devote significantly more resources and personnel to secure critical infrastructures but identifying the
real actor behind cyber-attacks is a hard task.
"...Theoretical physicist Basarab Nicolescu argues that cyber-space-time (CST)—a more accurate name than
“cyberspace”—is both artificial and natural at the same time. The information that circulates in CST is every bit
as material as a chair, a car, or a quantum particle. Electromagnetic waves are just as material as the earth
from which the calculi were made: it is simply that their degrees of materiality are different. In modern physics
matter is associated with the complex relationship: substance-energy information- space-time. The semantic
19
shift from material to immaterial is not merely naive, for it can lead to dangerous fantasies..."
"... Another important scientific theory, similar to chaos, is the complexity theory.
Appropriately, both theories are children of the Computer Age because only computers are capable of
performing the immense calculations needed to prove their existence. A complex system is one in which
numerous independent elements continuously interact and spontaneously organize and reorganize themselves
into more and more elaborate structures over time. The World Wide Web is a perfect example of complexity
theory in action, evolving from Web 1.0 to 3.0 and whatever follows from there. The relationship that physics,
psychology, and ancient Chinese oracles have with cyber warfare is that the terrain of cyber-space-time is not

18
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https://www.slideshare.net/sommervi/dependability-and-security-cs-5032

Inside Cyber Warfare, 2nd Edition Mapping the Cyber Underworld, pp.204 et seq.
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only chaotic and unknown, but unpredictable. Although network defenses stop millions of automated probes
and drive-by attacks each day, we are always surprised by targeted attacks—which are the ones that really
matter. Before we can design a superior plan to defend against the targeted attack, we need to understand how
dependent we have become on this new networked and wired world..."
"... Anonymous and the anti-sec movement have offered concrete proof of how effective chaotic attack clusters
can be at defeating poorly defended organizations. Their victims have included the Atlanta Infraguard office, the
Arizona Department of Public Safety, Vanguard Defense Industries, HB Gary Federal, and the CIA’s public
website. Although it’s not a security organization, Sony had its web properties attacked more than 20 times in
60 days, which must be some kind of record. Anonymous hasn’t only gone after US targets—other victims have
included the Columbian Black Eagles Special Police Unit, the UK Serious Organized Crime Agency, and
government websites in Brazil, Tunisia, Italy, Zimbabwe, and Australia...".
"...Information below provide a point of view from critical information infrastructure protection model and
methodology, based on national and NATO study. In our modern life, the interrelations are based on a complex
system of complementary and mutually exclusive network connections. NATO summit in Warsaw defined
"cyber space domain" as new operational domain in addition to the existing Air, Sea and Land domains. Cyber
defence and cyber space domain acquires particular significance in terms of the critical infrastructure of any
type..."
The Swiss military theorist Antoine-Henri Jomini introduced the term "infrastructure" in the nineteenth century;
he highlights its strategic and operational importance for the leadership. Mainly in military context has been
used until the mid-twentieth century, with specific reference to the territorial organization of an army battlefield.
According to NATO “… it does not exist a common and comprehensive accepted definition of the term "critical
infrastructure". In the academic world this term is synthesized from various sources. …” .
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8 Agent – Based Modelling example on Pilot’s Cascading
Effects
We will use as an example a simulation of the application of an antivirus product within an information system
as we consider this type of simulation suitable to exemplify cascade effects. On this solution a series of
parameters can be applied such as to guarantee a wide range of use cases with the aim of putting in evidence
the criticisms that can be found.
The simulation is therefore able to highlight, for example, the case in which the antivirus is used incorrectly and
how the target environment is able to respond to the eventualities.
The examples below are not exhaustive but only want to be a demonstration of the potential that a simulation
environment, when applicable to the reference context, can offer. It should be noted that it is difficult to
distinguish the boundaries between Inter and intra dependencies during the development of a simulation of this
type due to the intrinsic nature of the strong interconnection of the Inter and Intra domains of the architectures
involved.
It is possible to simulate the operative situations in which an event causes cascade effects on the network and
in what conditions the antivirus can be effective to limit or reduce the spread of a computer virus.
As already extensively discussed in D3.4, critical infrastructures are also like Complex Adaptive Systems
where:
“… A working critical infrastructure can be considered a Complex Adaptive System (CAS), i.e. macroscopic
collections of simple interacting units (typically in a nonlinear way) that are endowed with the ability to evolve
and adapt to a changing environment. A Complex Adaptive System (CAS) is a dynamic network of many
agents (which may represent cells, species, individuals, firms, nations) acting in parallel, constantly reacting to
what the other agents are doing. The control of a CAS tends to be highly distributed and decentralized. If there
is to be any coherent behavior of the system, it has to arise from competition and cooperation among the
agents themselves. The overall behaviour of the system is the result of a huge number of decisions taken
20
simultaneously by many individual agents..".
Today we can use theoretical models in social science using computers. Agent-based models have potential as
a "third way" of carrying out social sciences, in addition to argumentation and formalization. With computer
simulations, unlike other methods, it is possible to formalize complex theories about processes, carry out
21
experiments and observe the occurrence of emergence
Mathematical and statistical models have some disadvantages; e.g., many of the equations which one would
like to use to represent real social phenomena are simply too complicated to be analytically tractable like when
the phenomena being modelled involve non-linear relationships: the advantages of mathematical formalization
are not there. A common solution is to make simplifying assumptions until the equations do become solvable
22
23
but these assumptions are often implausible and the resulting theories can be misleading. Ostrom (1998)
proposed that there are three different "symbol systems" to social scientist: the familiar verbal argumentation,
mathematics and computer simulation. Computer simulation involves a model as a computer program that can
be used to express either quantitative theories or qualitative ones. The logic behind the developing models for
computer simulation is similar from the logic used for the statistical models: both have some phenomenon to
understand better. With a mathematical equation it may be possible to infer its behavior by a process of
mathematical reasoning and if the model includes statistics it is possible to run a statistical analysis program.
With a computer program, the behavior may be assessed by multiple execution of the program to evaluate the
effect of different input parameters: this is the behavior of the program we call a computer simulation.

20 http://paoluzzi.dia.uniroma3.it/web/pao/doc/critis-FINAL.pdf
21 https://link.springer.com/article/10.1007/BF02512229
22https://link.springer.com/article/10.1007/BF02512229
23

Ostrom, T. M. (1988). Computer Simulation: The Third Symbol System. Journal of Experimental Social Psychology, 24(5), pp. 381– 392.
http://www.sciencedirect.com/science/article/B6WJB-4D60J32–2H/2/1b671b0deb46e8d9 2738504150c36a10
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24

Netlogo is an agent-based programming language with an integrated modelling environment appeared in
1999. This application can modulate and simulate complex systems over a period and it offers an area for
creating a user interface with buttons, sliders and monitors for implementing the different functions of the
interface elements. For a simulation model we should identify the necessary aspect of the real-world problem
as a base of the simulation. After the formulation of a problem it is mandatory defining the aim of the simulation
and a suggestion of the results. It must be found all important aspects and facts which can modify the model
and this should be formulated in a text to use it as a benchmark at the end of the modelling implementing all the
agents and functions. At the end it needs testing and validating the model.
Inside Netlogo -> File -> Models Library -> Sample Models - > Networks Virus on a Network
simulate the behavior of virus inside a network environment.

2526

it is possible to

This model demonstrates the spread of a virus through a network.
Each node represents a computer, and we are modeling the progress of a computer virus or worm through this
network and each node may be in one of three states: susceptible, infected or resistant.
The links in the networks represent the connection between computers and their neighbors.
Infected nodes are the ones that currently have the virus. They try to send it to all their neighbors who are
susceptible.
Infected nodes have a recovery chance and can either become susceptible again or resistant.
A node can become resistant by a resistance probability that is set in the model.
The susceptible nodes are the nodes that are vulnerable to the virus. When a neighbor of a susceptible node is
infected, it can get infected too depending on the virus spread probability, which is a parameter specified in the
model.
When an infected node becomes resistant, it stays resistant, and it is not possible for the virus to spread
through its links

24 http://ccl.northwestern.edu/netlogo/
25

Stonedahl, F. and Wilensky, U. (2008). NetLogo Virus on a Network model. http://ccl.northwestern.edu/netlogo/models/VirusonaNetwork. Center for
Connected Learning and Computer-Based Modeling, Northwestern University, Evanston, IL.
26Wilensky,

U. (1999). NetLogo. http://ccl.northwestern.edu/netlogo/. Center for Connected Learning and Computer-Based Modeling, Northwestern
University, Evanston, IL.
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Figure 9: Interface Netlogo - Virus on a network - Scenario 1

8.1 How it works and how to use it
"... Each time step (tick), each infected node (colored red) attempts to infect all of its neighbors. Susceptible
neighbors (colored green) will be infected with a probability given by the VIRUS-SPREAD-CHANCE slider. This
might correspond to the probability that someone on the susceptible system executes the infected email
attachment.
Resistant nodes (colored gray) cannot be infected. This might correspond to up-to-date antivirus software and
security patches that make a computer immune to this particular virus. Infected nodes are not immediately
aware that they are infected. Only every so often (determined by the VIRUS-CHECK-FREQUENCY slider) do
the nodes check whether they are infected by a virus. This might correspond to a regularly scheduled virusscan procedure, or simply a human noticing something fishy about how the computer is behaving. When the
virus has been detected, there is a probability that the virus will be removed (determined by the RECOVERYCHANCE slider). If a node does recover, there is some probability that it will become resistant to this virus in
the future (given by the GAIN-RESISTANCE-CHANCE slider). When a node becomes resistant, the links
between it and its neighbors are darkened, since they are no longer possible vectors for spreading the
virus...Using the sliders, choose the NUMBER-OF-NODES and the AVERAGE-NODE-DEGREE (average
number of links coming out of each node). The network that is created is based on proximity (Euclidean
distance) between nodes. A node is randomly chosen and connected to the nearest node that it is not already
connected to. This process is repeated until the network has the correct number of links to give the specified
average node degree. The INITIAL-OUTBREAK-SIZE slider determines how many of the nodes will start the
simulation infected with the virus. Then press SETUP to create the network. Press GO to run the model. The
model will stop running once the virus has completely died out. The VIRUS-SPREAD-CHANCE, VIRUS-
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CHECK-FREQUENCY, RECOVERY-CHANCE, and GAIN-RESISTANCE-CHANCE sliders (discussed in “How
it Works” above) can be adjusted before pressing GO, or while the model is running. The NETWORK STATUS
27
plot shows the number of nodes in each state (S, I, R) over time... "

8.2 Possible scenarios
8.2.1 Changing the control frequency
Lower the control frequency about the scheduled virus-scan procedure, or do not worry if human noticing
something fishy about how the computer is behaving.
Tick is a term used in NetLogo to describe the current number of time-steps of the simulation.


virus-check-frequency -> 20 ticks

Figure 10: Interface Netlogo - Virus on a network - Scenario 2

27 http://ccl.northwestern.edu/netlogo/models/VirusonaNetwork
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After a few ticks when I do not bother to defend the nodes of the network from the spread of the virus, cascade
effects occur and I find the entire area of interest completely infected.
With the same starting scenario, I predict instead to check the presence of the virus on the nodes at each
single time tick: rising the frequency of checks performed by antivirus applications and monitor user reports


virus-check-frequency -> 1 ticks

Figure 11: Interface Netlogo - Virus on a network - Scenario 3

The fully operational system is composed of susceptible and resistant but not infected nodes
There have been infected nodes but the application of the anti-virus at frequent intervals has guaranteed that
there were no cascading effects on the entire network and indeed the system suffered initially but then the
number of infected nodes has gradually decreased to zero
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8.2.2 Changing the initial-outbreak-size
By changing the initial number of infected nodes to the maximum value and keeping the anti-virus periodic
control constant to 1 tick on the nodes, it is possible to keep the diffusion under control until it is reset to zero.



initial-outbreak-size -> 150 nodes (max)

Figure 12: Interface Netlogo - Virus on a network - Scenario 4
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8.2.3 Changing the average-node-degree
Maintaining constant the initial number of infected nodes to the maximum value, keeping the anti-virus periodic
control constant to 1 tick on the nodes, and increasing the average-node-degree it is possible to keep the
diffusion under control until it is reset to zero but the necessary ticks double in quantity. So the average-nodedegree determines the period needed to eliminate viruses completely.

Figure 13: Interface Netlogo - Virus on a network - Scenario 5

An important increase in the number of connections of each single node causes a decisive slowdown in the
effectiveness of the antivirus. Cascading effects certainly have an impetus from the number of intra and inter
dependencies of the reference structure. Simulation with Netlogo helps us understand this phenomenon.

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework

35/37

9 Conclusion
This document is not intended to be a detailed and complete analysis of the aspects related to the cascade
effect and inter and intra dependencies, but is intended as a starting point for reflection to analyze problems
of this type. Given the high number of interconnections of today's information systems also due to the
dissemination and application of innovative products such as Cloud computing and IOT, it becomes
increasingly important to secure the calculation systems and the data contained in it, also taking into account
the recent GDPR regulations which applies to personal and sensitive data.
The processing of data and the management of data is an increasingly important topic (see recent Facebook
case) in which there may be a voluntary nature of the subjects involved in the management of the data or in
the case of a data breach that imposes the adoption of frameworks like the one that wants to propose the
CIPSEC consortium.
The document has detailed therefore:
 a definition of Cascading Effect with specific reference to Critical Infrastructures


the Intra and Inter dependencies were analyzed for each Pilot, trying to highlight the characteristics and
the relationships that link the constituent elements of each Pilot, from the point of view of internal
relations (therefore between the individual elements) and between the internal ones and everything that
can be found outside of the computer infrastructures that surround them



the concept of Dependability has therefore been eviscerated



and finally, through a tool suitable for simulations based on ABM, NetLogo, we wanted to demonstrate
the effectiveness of an antivirus in the management of an attack computer and the possible
consequences and countermeasures that can be obtained with the use of an antivirus to contain a
cyber-attack.

The application of a security framework as it wants to be CIPSEC cannot in any case prescind from two
fundamental concepts: Safety, Security by Design and Privacy by Design and by Default.
The three concepts would need a separate treatment, in this context we provide a short definition and refer to
documents that widely talk about it in a comprehensive and exhaustive way.
Below is a brief definition of Security by design extracted from the document: "Secure by Design: Improving
28
the cyber security of the Internet of Things consumer Report "
“...
8.1. Secure by Design: A design-stage focus on ensuring that security is in-built within consumer IoT products
and connected services.
..”
29
Indeed the art. 25 of GDPR (Data protection by design and by default) gives the following definition of
Privacy by Design and by Default :
“...
1. Taking into account the state of the art, the cost of implementation and the nature, scope, context and
purposes of processing as well as the risks of varying likelihood and severity for rights and freedoms of
natural persons posed by the processing, the controller shall, both at the time of the determination of the
means for processing and at the time of the processing itself, implement appropriate technical and
organisational measures, such as pseudonymisation, which are designed to implement data-protection
principles, such as data minimisation, in an effective manner and to integrate the necessary safeguards
into the processing in order to meet the requirements of this Regulation and protect the rights of data
subjects.

28

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/686089/Secure_by_Design_Report_.pdf

29

https://gdpr-info.eu/art-25-gdpr/
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2.

1

The controller shall implement appropriate technical and organisational measures for ensuring that, by
default, only personal data which are necessary for each specific purpose of the processing are
2
processed. That obligation applies to the amount of personal data collected, the extent of their
3
processing, the period of their storage and their accessibility. In particular, such measures shall ensure
that by default personal data are not made accessible without the individual’s intervention to an indefinite
number of natural persons.
3. An approved certification mechanism pursuant to Article 42 may be used as an element to demonstrate
compliance with the requirements set out in paragraphs 1 and 2 of this Article.
…“
In the essay: "Cyber safety and GDPR: at stake the rights and freedoms of natural persons", the term Safety
is normally related to articles 31, 32, 33 and 35 of the GDPR.
“…
From the foregoing articles it is clear that the rationale of the concept of security in the GDPR is not so much
the protection of the data in itself as the person who from the treatment of that data may be injured by his
rights and his liberties.
This is a very broad concept of security whose meaning is perhaps easier to grasp in the two-sided English
meaning of "security" and "safety".
The first term refers to the set of measures aimed at preventing and combating acts of external unlawful
interference against a system, while the second refers to security in terms of design, construction and
maintenance of a system so that the system itself does not compromise the safety or health of people.
From this point of view, a system (informatic or not) can be called secure if it is invulnerable with respect to
external attacks, while it is safe if it is unlikely to cause damage to people.
30
…”

30

https://www.ictsecuritymagazine.com/articoli/cyber-safety-gdpr-gioco-diritti-le-liberta-delle-persone-fisiche/
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