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Executive summary 

This deliverable, entitled “Use-case evaluation and recommendations”, is the last output of Work Package 4 and 
one of the last deliverables of the CIPSEC project. It describes the evaluation (i.e. assessment) of the CIPSEC 
framework in a quantitative manner, both by evaluating the framework’s performance and by estimating the 
potential expected savings of deploying the solution. In general terms, the deliverable’s goal is to acknowledge 
the CIPSEC framework as a close to market solution, running in real operational scenarios. 

The first section of the body of the deliverable is section 2, named CIPSEC Solution assessment. In this section, 
we first define a methodology for evaluating the framework. According to it, we identify the security features that 
the framework presents as a selling point, and then we evaluate each one of them. For each feature we first set 
general goals and then define Key Performance Indicators (KPIs) to measure them. The KPIs themselves should 
adhere to the SMART approach, as detailed in section 2.1. After measuring the KPIs on the pilot environments, 
we are able to use predefined formulas to calculate a final score of each KPI. 

As presented in section 2.5 and furtherly explained in the conclusions section, all the security features have 
achieved their goals or were very close to it. The conclusions section highlights the few KPIs that weren’t fully 
achieved according to the measurements. 

Moreover, section 2 is also strengthened by another aspect of CIPSEC solution evaluation. In it, each of the pilot 
domain owners assesses the degree of requirements fulfillment from his own perspective, according to former 
WP3 requirements. Also, each pilot owner describes its subjective experience of the framework and suggest 
potential improvements. The general impression that emerges from these sections is a positive one, as 
summarized in the conclusions section. 

The second part of this deliverable describes the total cost of ownership of implementing and running CIPSEC 
for different use cases, while also estimating the potential savings derived from avoid cyber security related 
incidents. As detailed in the cross-vertical summary of this chapter (section 2.5) and furtherly explained in the 
deliverable’s conclusions, we can note that if CIPSEC prevents a sole major incident from occurring, its 
investment is justified. However, if very little to none minor incidents are prevented, the investment in CIPSEC is 
not likely to be returned. This behavior can be compared to a “cyber insurance”, in the financial sense. 
Considering that the investment required was found to be affordable, and the assumption that critical 
infrastructures are likely targets of cyber-attacks, it can be argued that deploying the CIPSEC framework is also 
reasonable from the financial point of view.  

The deliverable also contains an appendix, reporting on onsite testing sessions at HCPB and CSI premises that 
were performed during early 2019. 
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1 Introduction 

1.1 Purpose and scope of the deliverable 

Deliverable D4.4 is the output of T4.4, the last task of Work Package 4 of the CIPSEC project. The purpose of 

this task is to assess the CIPSEC solution and deduce if the final product is up to the expectations. This is done 

by analyzing two aspects of the solution. The first is a qualitative and quantitative assessment of the framework’s 

performance, and the second aspect is calculating the Total Cost of Ownership (TCO) to evaluate the expected 

savings of the deployed solution. The ultimate idea behind these actions is to take the CIPSEC overall framework 

to a higher TRL. 

Section 2 deals with the assessment of the CIPSEC framework’s performance. In this assessment, we start by 

considering the framework as a black box, rather than a collection of products and services. Then, we identify 

the security features the framework offers as selling points, such as endpoint detection and response, forensics 

analysis and data encryption. For each feature, we identify commonly accepted KPIs to measure it and several 

KPIs values accepted as sufficient (target value, satisfactory, etc.). These KPIs partially resemble preliminary 

KPIs that were suggested in CIPSEC’s Grant Agreement. However, they were refined and expanded according 

to a methodology presented in this deliverable. This is aligned with the approach presented in the General 

Agreement (“novel KPIs may be defined during project’s development”). 

Then, we define the process to measure the KPI values, and execute them while using the pilot environments. 

According to the measurement results and the initial target value, we can calculate aggregated scores for each 

KPI, and afterwards for each security feature. We also strengthen the quantifiable KPIs measurement with pilot-

specific assessments, both against the security requirements defined earlier by the pilot domain, as well as by 

getting user experience summary. 

The second part of this deliverable examines the CIPSEC framework in financial terms. In this part we evaluate 

the expected savings that originates from deploying CIPSEC. We perform a Business Impact Analysis (BIA) for 

different industry use cases and use it to model losses that may occur in different scenarios. Additionally, we 

estimate the cost of running CIPSEC. Finally, we use the achieved calculations to perform a cross-vertical cost-

benefit analysis for different application domains. 

1.2 Structure of the document 

The structure of the document is as follows: 

◼ An executive summary, briefly presenting the main topics and conclusions covered in the deliverable. 

◼ Section 2 describes the assessment of the CIPSEC framework solution. It contains the following 
subsections: 

◼ Section 2.1 presents a methodology for defining KPIs and for performing the assessment process. 

◼ Section 2.2 defines the security features offered by CIPSEC that need to be assessed. 

◼ Section 2.3 presents the various KPIs for each security feature. As thoroughly described in the 

methodology section, for each security feature there are 3 subsections: main goals, KPIs definition, 

and definitions of the measurement process for each KPI. 

◼ Section 2.4 contains the solution assessment results. It is divided into several subsections, one for 

each pilot use case. For each pilot use case we present and describe the KPI measurement results 

for features measured in its pilot environment. Furthermore, an assessment of WP3 requirement 

fulfilment is presented, and a subjective description of the user experience of using CIPSEC. 



 

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework 14/135 
 

◼ Section 3 contains the total cost of ownership (TCO) assessment for the CIPSEC solution, from the 

customer perspective. It contains the following subsections: 

◼ Section 3.1 presents a methodology for this activity. 

◼ Sections 3.2, 3.3 and 3.4 describe the TCO analysis for specific business use cases. Each contains 

a business impact analysis (3.x.1), a cost analysis of running CIPSEC (3.x.2), a what-if analysis to 

estimate potential benefit (3.x.3), and finally a cost-benefit summary based on the previous 

subsections. 

◼ Section 3.5 contains a cross-vertical comparison of the different use case results. 

◼ Section 4 concludes the deliverable, describing the final evaluation conclusions. 

◼ Section 5 is an appendix, reporting on onsite sessions at HCPB and CSI premises. 

1.3 Relationship to other project outcomes 

This document is the final outcome of WP4. As such, it relates to several aspects of T4.1, T4.2 and T4.3. 
Moreover, it relates to previous evaluation activities made in WP2, as well as pilot requirements mentioned in 
WP3. However, it sometimes refers to different evaluation aspects compared to previous deliverables. 

With regards to previous WP4 deliverables, it should be noticed that while T4.1, T4.2 and T4.3 focus on evaluating 
the pilot environments in various scenarios, T4.4 focuses on assessing the CIPSEC framework itself by using 
general KPIs, that are not related the specific critical infrastructure components in pilot environments. 

With regards to D2.6 section 4, as described in its section 4.1.1 “evaluation goals”, its purpose was to evaluate 
the overall security stance of a certain critical infrastructure and to which extent deploying the CIPSEC solution 
helps to improve the overall security stance of the critical infrastructure. In contrast, D4.4 was written with the 
purpose of assessing the CIPSEC framework performance itself. 

Sections 2.4.1.2, 2.4.2.2 and 2.4.3.2 deal with the assessment of pilot requirements fulfilment. It relates to 
requirements mentioned in WP3 (D3.1, D3.2, D3.3) and to the experiments that were performed on the pilots, as 
presented in D4.3. 

Another location in this document that relates to other project outcomes is the TCO analysis (section 3). It 
leverages information gathered in previous deliverables for analyzing business impact, namely WP3 deliverables 
(D3.1, D3.2 and D3.3) which contains lists of digital assets (machines and applications) to be protected. 

1.4 Methodology 

During the preliminary phases of producing this deliverable, a methodology for realizing it has been set. The 
deliverable was divided into two main sections – a quantifiable solution assessment and a total cost of ownership 
estimation. 

For the solution assessment part, the first stage was defining a dedicated methodology and identifying the 
security features to be measured, in alignment with the final version of the CIPSEC reference architecture 
presented in Deliverable D2.5. Afterwards, every subject matter expert partner has defined KPIs for the relevant 
security feature, as well as the measurement process needed to measure them. Lastly, the pilot domain owners 
measured the KPIs with the close support of the relevant partner. This activity was accompanied with an 
assessment or pilot requirement fulfilment and assessment of user experience, performed by the pilot owners. 

For the TCO part, the first stage was again defining a dedicated methodology. Afterwards, a comprehensive 
analysis was performed for each pilot domain according the methodology, as well as a cross-vertical comparison 
of the various results.  

Finally, the conclusions section was produced, concluding both parts of the CIPSEC evaluation. Among other 
information, this section presents the total scores calculated to the security features, providing a quantifiable 
grade. 
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2 CIPSEC Solution assessment 

2.1 Methodology 

The following is a methodology used for evaluating the performance and usability of the CIPSEC framework at 

the pilot domains. It is meant to measure the degree of performance of the CIPSEC framework regarding the 

different security features, to ascertain if there is any kind of underperformance issue and identify ways for 

improvement. 

 

Figure 1. Solution assessment process 

Defining security features 

In order to assess the performance and efficiency of the CIPSEC solution, a set of security features are defined 

to be examined, representing the main groups of security capabilities offered by the products and services that 

are part of the CIPSEC solution. These features will be presented in section 2.2 of the deliverable. 

Setting strategic project goals 

For each security feature being examined, a set of project goals are defined. These goals are aligned with the 

project strategy and reflect the products and services use cases objectives described by the consortium members 

in D2.1. The goals for each security feature will be presented in section 2.3.x.1. 

During the Key Performance Indicators (KPIs) assessment, the performance and effectiveness of the CIPSEC 

solution are examined according to meeting the defined goals. 

Defining KPIs 

In order to assess whether the goals have been achieved and to what level of satisfaction, a set of KPI are defined 

by the CIPSEC tools owners and service providers, for each security feature. The KPIs for each security feature 

will be presented in section 2.3.x.2, while a thorough, simple and clear definition of the measurement process 

will be presented in section 2.3.x.3. 

Based on the SMART approach, all KPIs selected required to be specific, measurable, attainable, relevant and 

time-bound. 

◼ Specific – It has to be clear what exactly it measures. There has to be one widely-accepted definition of 

the KPI to make sure the different users interpret it the same way and, as a result, come to the same and 

right conclusions which they can act on.  

◼ Measurable – It has to be measurable to define a standard, budget or norm, to make it possible to 

measure the actual value. It must define what is being measured and how it is being measured. 

◼ Attainable – It has to be feasible. 

◼ Relevant – It must be aligned with the project goals.  
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◼ Time-Bound – It must express the time frame to achieve the goal, such as targets to be met per day, per 

month, per quarter and annually.  

When selecting KPIs, metrics will be defined to examine all the following topics: 

◼ Performance: The speed at which a system operates, either theoretically or by counting operations or 

instructions performed during a benchmark test. Indicators of performance include response time, 

throughput, availability, page load, time on task, success rate, and user errors. 

◼ Usability: Comprises the aspects effectiveness, efficiency, and satisfaction: 

◼ Effectiveness: The accuracy and completeness with which users achieve certain goals. Indicators 

of effectiveness include quality of solution and error rates.  

◼ Efficiency: The relation between the accuracy and completeness with which users achieve certain 

goals and the resources expended in achieving them. Indicators of efficiency include task completion 

time and learning time. 

◼ Satisfaction: The users' comfort with and positive attitudes towards the use of the system. Users' 

satisfaction can be measured by attitude rating scales.  

Defining performance measures 

For each KPI, the right measure that best reveals how performance is improving is identified, and a measurement 

unit that has meaning and relevance is chosen. 

Setting targets, thresholds and weight 

This step defines what is considered as good and bad performance, determines how the data is used and sets 

the importance level of each KPI.  

Performance is based on targets (the desired level of performance for a specific reporting period) and thresholds 

(the upper and lower limits of desired performance around a target value). Targets are defined based on historical 

data and future expectations. Depending on the KPI performance measurement unit, target can be a percentage, 

number or score. 

Thresholds create the exact points where an indicator displays green for good performance, yellow for 

satisfactory or red for poor. 

Weight is a numeric value that represents the importance level of each KPI. Higher value means higher 

importance level while lower level means lower importance level.  

For each KPI selected, a target and weight are defined, and thresholds are set for all three level of performance 

thresholds. 

Pilot domains KPI assessments 

For each security feature, one pilot domain leader will be chosen to measure the feature’s KPIs in his 

environment. This activity will adhere to the measurement process definition, as described in section 2.3.x.3, and 

results will be documented in sections 2.4.x.1. 

CIPSEC Pilot domain leaders conduct a KPI assessment and report by using preliminary template to collect the 

results of the planned evaluation activities, which have been created to ensure a uniform and high level of 

consistency of results across the evaluation of CIPSEC pilot domains. The template for the Measure Evaluation 

Results is presented in figure 2. The objectives of this template are: 

◼ Facilitate KPI performance results collection in just one single template structure. 

◼ Ensure that Pilot leaders will report all the evaluation-relevant information needed to prepare the KPI 
achievement reports. 
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Figure 2. KPI performance results template (XLSX) 

Calculating results 

For each KPI, a score is calculated by using the following formulas: 

◼ For KPI maximize (the higher is better): ((Actual – Poor) / (Target – Poor)) x 100 

◼ For KPI minimize (the lower is better): ((Poor – Actual) / (Poor – Target)) x 100 

KPI is considered maximize or minimize according to the performance thresholds defined. Basically, the KPI 

score calculates the distance of the actual measurement between the target and poor values. The closer the 

actual value is to the target, the higher is the score (i.e. closer to 100). 

The score for each KPI is limited between 100 and 0. If the calculation result turns to be above 100, the score 

will be normalized to 100. If the result turns to be negative, it will be normalized to 0. 

Then, a weighted KPI score is calculated based on the following formula: 

(Score x Weight) / 100 

Finally, the total evaluation score for each security feature is calculated by using the following formula: 

((sum of weighted scores) / (sum of weights)) x 100  

Summary and conclusion 

This stage is the last step in the KPI examination process, in which the results are thoroughly analysed and 

summarized, and conclusions are drawn about the performance level of the CIPSEC solution and what needs to 

be done in order to improve it. The final scores will be presented in the section Final security features scores2.5.  

2.2 Security features 

The CIPSEC framework is envisioned to provide high levels of protection both in IT and OT departments of critical 
infrastructures. CIPSEC offers a comprehensive approach to the protection of critical infrastructure and is a 
product with high added-value which offers the following security features1: 

• Identity Access Management (IAM): This feature is about strengthening all the access control with the 
corresponding authentication and authorization processes. With this goal several actions are 
recommended like strong level multi-factor authentication mechanisms; authorization based on security 
roles/profiles, including the principle of non-privilege2; access management based on the limitation of 
sessions time to a predefined timeframe; principle of univocal identification in such a way that the 
identification and registration of actions is linked to a specific subject; avoiding using generic users, 

                                                      

1 In alignment with the final version of the CIPSEC reference architecture presented in Deliverable D2.5 and previously drafted in D2.2. 

2 By default, all permissions are denied, only those being necessary are granted.  
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fostering the permanent identification of the physical user and no repudiation. CIPSEC helps implement 
these desirable actions and avoid inappropriate access control.  

• Integrity Management (IM): This applies to OT devices, which are used for remote access. The access 
from the outside increases the likelihood of these devices to receive attacks. Data integrity admits 
different definitions that converge on the same idea. Institutions like NIST, ISO, IEEE or MHRA 
(Medicines and Healthcare Regulatory Agency) have provided theirs. In the following some examples 
are quoted: data integrity is the degree to which a collection of data is complete, consistent and accurate3; 
a different definition for data integrity is the degree to which a system or component prevents 
unauthorized access to, or modification of, or computer programs or data4; another definition is the 
property that data has not been altered in an unauthorized manner, covering data in storage, during 
processing and while in transit5; another definition of data integrity is the assurance that the data being 
managed and accessed is a true record of reality, and has neither been tampered with, nor altered or 
damaged through system error or human intention6. CIPSEC provides integrity and authenticity 
mechanisms which are data agnostic, making available digital signature generation and verification of 
acquired data. Also, it offers Message Authentication Code (MAC) based on integrity checks, message 
integrity mechanisms and local attestation. 

• Endpoint Detection and Response (EDR): By means of the deployment within the critical infrastructure 
of a set of security information collectors, the CIPSEC Framework is capable of performing basic 
detection of anomalous behaviour, so as to react with quick responses in order to mitigate risky 
scenarios. The kind of collectors offered by CIPSEC cover the following characteristics: 

o Intrusion Detection (IND): CIPSEC can monitor the activity both at network and host levels to 
detect intrusion events. This is done by searching for patterns in different data sources like 
sniffed traffic, application logfiles or data dumps. There is a wide range of detectors implementing 
different correlation rules and able to identify different attacks. 

o Malware Detection, Blockage, Analysis and Removal (MLW): CIPSEC provides on-site 
and/or remote monitoring support for clients to perform real-time surveillance and blockage of 
malware trying to enter and damage client´s networks and assets. This mission is assumed by 
specific agents deployed within the infrastructure watching over any kind of malware attack. 

o Network and Host Activity Monitoring (NHM): CIPSEC monitors the traffic of diverse critical 
infrastructure components such as servers, routers, or sensors to name but a few. The 
information collected can be used in the process of anomaly detection. Bandwidth consumption 
or CPU load are examples of parameters that can be monitored at network and host levels 
respectively.  

o Anti-jamming (AJ): Jamming attacks target wireless networks, in particular the physical layer, 
performing Denial of Service attacks which render the wireless devices useless. Anti-jammers 
monitor and perform a detailed analysis of the whole radio frequency spectrum, collecting data 
to detect anomalies derived from this kind of attacks, eventually raising warnings and alarms. 
This feature is provided by CIPSEC, which visualizes these attacks as part of the dashboard. 

• Data Encryption (DE): Using unencrypted communications and the unsecured usage of unsafe 
protocols are recurrent security problems in critical infrastructures. Data Encryption ensures that the 
transmitted information, which is often delicate, cannot be used by attackers to eventually damage the 
infrastructure. This is achieved by means of cryptographic techniques, and particularly encryption. This 
means that the two sides of the communication will be able to exchange information without a third party 
getting hold of the data transmitted.  

                                                      

3 Sarah Barkow, Karen Takahashi: “Current expectations and guidelines, including data integrity and compliance with CGMP”. FDA. 2017 

4 ISO 25010 Standards 

5 CNSSI 4009: “Committee on National Security Systems (CNSS) Glossary”. 2015 

6 Kenneth R. Graham: “Data Integrity Solutions: Turning Data Into Dollars & Sense”. BookBaby 2017. 
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• Data Anonymization and Privacy (DAP): This feature aims at avoiding the disclosure of sensitive data 
and keeping the privacy of the data generated in the critical infrastructures, both at OT and IT level, prior 
to be stored. Anonymizing this information makes possible to share it with external entities (like CERTs 
or CSIRTs) for later process in order to foster collaboration, searching for higher cyber resilience in 
infrastructures across different domains. 

• Anomaly Detection (AD): Leveraging the information obtained thanks to the Endpoint Detection and 
Response components, Anomaly Detection provides an upper layer of intelligence in order to raise 
alarms by correlating events obtained from different sources. These alarms might point to ongoing 
attacks, involving a higher severity level, therefore demanding an urgent reaction. The Anomaly 
Detection aims at solving the problem of the absence of procedures and operations related to business 
continuity, on one hand, and the lack of training and awareness on the other hand.  

• Forensics Analysis (FA): CIPSEC offers “after the fact” examination and analysis of digital information, 
in order to provide evidence and understand the series of facts that led to certain consequences. In 
CIPSEC this analysis is made through the monitorization of a set of CIPIs (Critical Infrastructure 
Performance Indicators) which are agreed with the client after a thorough study of the client scenario and 
the goals pursued in the context of the forensics analysis. 

The product increases even further its added-value by offering the following security services: 

• Vulnerability Assessment (VA): This security feature is about performing vulnerability analysis on 
critical infrastructure components to discover software vulnerabilities that can be potentially exploited by 
attackers, compromising the security of the critical infrastructure. Outdated software is very prone to 
show these vulnerabilities; in addition, legacy systems are usually not well protected against malware 
infections. CIPSEC offers this security feature closely associated to prevention. 

• Training Service (TRA): CIPSEC incorporates an advanced training service, aimed at improving the 
degree of protection offered by the framework, since the main cause of cyberattacks and data breaches 
remains human error (almost 90%). We aim at providing the best set of information regarding the aspects 
of cyber security related to the project. Based on the ForgeBox platform it is an important asset of the 
framework to disseminate the achievements of CIPSEC project among the security experts as well as to 
assess (and increase) the preparedness of the technicians that work on critical infrastructures. 

• Patching Service (PAT): Delivers software patches to some tools in the framework, namely ATOS XL-
SIEM and CyberAgent, FORTH Honeypot, BITDEFENDER Gravity Zone and AEGIS Forensics 
Visualization Toolkit. This service allows for the monitoring and rapid deployment of new updates and 
patches.  

2.3 Key Performance Indicators (KPIs) 

In this section, for each of the security features identified in section 2.2 we define a series of KPIs to measure 
the degree of performance of the CIPSEC framework regarding the different security features.  

For each security feature a section 2.3.x is assigned.  

In the case of section 2.3.3, the security feature of endpoint detection and response is broken down into four sub-
security features, so there is an extra nesting level. 

2.3.1 Identity and access management 

Hosts in critical infrastructures need an elevated level of security to prevent unauthorized access to critical 
systems. Empelor has addressed this issue by developing a special smart card reader solution for the CIPSEC 
project. In particular, access to a critical infrastructure host is provided only through a smart card and by providing 
a personal identification number. The solution is not a typical smart card reader but one that can additionally 
provide near real time monitoring of several events associated with the smart card status and the device (e.g. 
card presented to the reader, card removed from the reader, device is alive, etc.). Therefore, this feature can be 
used to strengthen access control policies in a consistent manner.  
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2.3.1.1 Main goals 

◼ Receive near real time information about the proper operation of the device. 

◼ Identify unauthorized login attempts, invalid cards and invalid credentials. 

◼ Monitoring of alarming events such as invalid pin entry. 

2.3.1.2 Definition of KPIs 

KPI Definitions Performance Thresholds 

ID KPI Phrase Unit Weight Target Good Satisfactory Poor 

IAM1 Number of times that the device 
reports that it is operational in a 
ten-minute interval 

Number 10 12 10 9 8 

IAM2 Time between disconnection of 
the device from a host and actual 
reporting of that event via the 
syslog messaging mechanism 

Seconds 10 30 40 60 120 

IAM3 Time between connection of the 
device to a host and reporting of 
the event via the syslog 
messaging mechanism 

Seconds 10 30 40 60 120 

IAM4 Time between invalid PIN entry 
and notification through the syslog 
mechanism 

Seconds 40 30 40 60 120 

IAM5 Time between unreadable card 
entry and notification through the 
syslog mechanism 

Seconds 30 30 40 60 120 

Table 1. Identity and access management KPI definitions 

2.3.1.3 Definition of measurement processes 

In order to perform the measurements a certain number of prerequisites is necessary: 

◼ A physical Secocard device properly configured. 

◼ A host running Ubuntu 16.04 LTS with at least one USB 2.0 host port. The device drivers for Secocard 
must have been installed and the machine must be suitably configured to allow logon with a smart card 
and a reader. The Secocard must be attached to this host through a standard Micro USB data cable. 

◼ A Wi-Fi network where the Secocard will be connected in order to send messages to the XL-SIEM agent. 

◼ A syslog server able to receive messages accessible by Secocard. 

The necessary steps to configure both the device and the host machine have been described in detail within 
Deliverable 2.6 and will not be repeated here. In addition, Empelor can provide a preconfigured Ubuntu 16.04 
LTS image so that minimum configuration is necessary on behalf of the pilot provider. Therefore, assuming that 
both Secocard and the Ubuntu host are working properly and communication between the Secocard and the 
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syslog server is setup correctly, the syslog server should be receiving test messages from the Secocard device. 
Therefore, the measurement process is quite straightforward and is explained in detail below. 

 

KPI IAM1: Number of times that the device reports that it is operational in a ten minute interval 

The operator must have connected the Secocard device to the host. The device sends automatically a message 
that it is operational and connected to the Wi-Fi network every 50 seconds. Therefore, within a 10-minute interval 
(600 seconds) it is expected that the device will send approximately twelve strings. No further interaction with the 
operator is necessary. An example is shown below. 

 

Figure 3. Example of Secocard’s keep alive messages 

 

KPI IAM2: Time between disconnection of the device from a host and actual reporting of that event via 
the syslog messaging mechanism 

The operator must first ensure that the device is fully charged. Then the operator must remove the connection 
between the host and the Secocard by unplugging the USB cable. Then the operator must wait for the syslog 
message to arrive reporting that the device has been disconnected from the host. 

 

KPI IAM3: Time between connection of the device to a host and reporting of the event via the syslog 
messaging mechanism 

The operator must attempt to connect a disconnected Secocard device back to the host. As soon as the 
connection is successful, the operator must wait for the respective syslog message. Examples of messages both 
for connection and disconnection are shown below. 

 

Figure 4. Example of Secocard’s new connection message 

 

KPI IAM4: Time between invalid PIN entry and notification through the syslog mechanism 

The operator must attempt to login to the operating system using the smart card but enter an invalid PIN. As soon 
as the invalid PIN is entered, the operator must wait for the respective syslog message. 

 

Figure 5. Example of Secocard’s invalid PIN entry message 

 

KPI IAM5: Time between unreadable card entry and notification through the syslog mechanism 

The operator must attempt to insert a smart card that is unreadable. An easy way to do that is to flip the card so 
that it is inserted with the wrong side. As soon as the card is inserted, the operator must wait for the respective 
syslog message. An example is shown below. 
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Figure 6. Example of Secocard’s unreadable card entry message 

2.3.2 Integrity management 

2.3.2.1 Main goals 

◼ Ensure the beneficial time delay to perform message integrity functionality using the HSM compared to 
pure software implementations. 

◼ Ensure the beneficial time delay to perform message integrity functionality based on Authenticated 
Encryption using the HSM compared to pure software implementations. 

◼ Capture and report Message Integrity Attacks (e.g. Man in the Middle) including message alteration or 
message digest alteration at a high True positive rate using the HSM. 

2.3.2.2 Definition of KPIs 

KPI Definitions Performance Thresholds 

ID KPI Phrase Unit Weight Target Good Satisfactory Poor 

IM1 Proposed HW security time-of-
execution of HMAC protocol 
compared to SW implementation 

% 10 50 40 30 10 

IM2 Proposed HW security time-of-
execution of Authenticated 
Encryption protocol compared to SW 
implementation 

% 30 50 40 30 10 

IM3 Identification of Man in the Middle 
attack targeting the Message 
Authentication Code (HMAC) 

% 30 100 90 70 60 

IM4 Identification of attempted message 
alteration targeting the transmitted 
message 

% 30 100 90 70 60 

Table 2. Integrity management KPI definitions 

2.3.2.3 Definition of measurement processes 

KPI IM1: Proposed HW security time-of-execution of HMAC protocol compared to SW implementation 

Description: The HSM utilizes an embedded HW module performing the Secure Hash Algorithm (SHA-256), main 
source of time delay for the HMAC protocol. 
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Validation: Through a Bash script measure in average the processing time in nanosecond precision required for 
a specific HMAC command sent to the HSM for execution. Compare the timing result with the SW implementation 
of the same command. Furthermore, the time difference between hardware and software implementations was 
also measured individually per SHA256 hashing Core providing similar results. 

 

KPI IM2: Proposed HW security time-of-execution of Authenticated Encryption protocol compared to SW 
implementation 

Description: The HW module performing AES encryption and decryption accelerates the performance of the AES-
CCM Authenticated Encryption protocol. 

Validation: Through a Bash script measure in average the processing time in nanosecond precision required for 
a specific AES-CCM command sent to the HSM for execution. Compare the timing result with the SW 
implementation of the same command. Furthermore, the time difference between hardware and software 
implementations was also measured individually per AES encryption/decryption Core providing similar results 

 

KPI IM3: Identification of Man in the Middle attack targeting the Message Authentication Code (HMAC) 

Description: An adversary can mask his true identity (Spoofing) by appearing as a trusted entity among a Critical 
Infrastructure. The HSM can detect and block attacks of this type, requiring authentication in conjunction with the 
use of MACs. 

Validation: Each message received by an HSM module has its sender authenticated by using trusted keys 
between the different modules. This check instils trust in the sender's ID, because when invalid the packet is 
immediately abandoned. Qualitative and Deterministic success rate. 

 

KPI IM4: Identification of attempted message alteration targeting the transmitted message 

Description: An attempted Man-in-the-Middle attack between two securely connected nodes is possible by means 
of altering the transferred message, possibly containing a seemingly valid control command of a critical 
infrastructure's systems. 

Validation: The message is hashed when received and compared to the provided hash digest. If the comparison 
is invalid, the packet is immediately abandoned and a message integrity report is generated for the Anomaly 
detection Reasoner component (XLSIEM Agent). Qualitative and Deterministic success rate. 

2.3.3 Endpoint detection and response 

2.3.3.1 Intrusion detection 

2.3.3.1.1 Main goals 

◼ Ensure an acceptable lost packet rate. 

◼ Ensure appropriate performance of honeypot services. 

◼ Ensure an acceptable CPU usage rate in the processing of the network information. 
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2.3.3.1.2 Definition of KPIs  

KPI Definitions Performance Thresholds 

ID KPI Phrase Unit Weight Target Good Satisfactory Poor 

EDR-IND1 Lost packet rate per incident % 40 2 5 10 20 

EDR-IND2 CPU usage at constant network 
speed and packet size 

% 60 5 10 40 75 

Table 3. Intrusion detection KPI definitions 

2.3.3.1.3 Definition of measurement processes 

KPI EDR-IND1: Lost packet rate per incident 

The procedure consists in 1) stopping the NIDS to restart the traffic capture statistics; 2) starting the NIDS; 3) 
launching the attack and wait for the detection by the NIDS; 4) stopping the NIDS and 5) checking the NIDS 
statistics showing the total number of received packets versus the total number of processed packets.  

 

KPI EDR-IND2: CPU usage at constant network speed and packet size 

In these tests we will leverage the internal OS features allowing the measurement of the CPU usage. The purpose 
is to study what impact the CIPSEC IDS has in the CPU consumption of the machine that hosts it. 

2.3.3.2 Malware detection, blockage, analysis and removal 

The following section describes the KPIs associated with malware detection, prevention, analysis and disinfection 
techniques. For the detection techniques we have analysed several techniques including blacklisting, heuristics, 
rule-bases associations and machine learning. Machine learning techniques include several methods based on 
neural networks, perceptron, binary decision trees, etc. Some algorithms, even if known to have a good detection 
rate, were excluded due to the size of the model that will imply a large memory/disk footprint (ex: support vector 
machines). 

Furthermore – threat/malware identification can be defined by two aspects: 

◼ Prevention → meaning that a malware/threat has been identified and blocked before it was executed 
(usually associated with on-access scanning or pre-execution modules). 

◼ Detection → meaning that the malware is allowed to execute, and events related to its behaviour are 
recorded and malware / threats identification is achieved by correlating those events (or applying different 
algorithms – including several machine learning methods on top of these events). 

In our case, we have several emulators that simulate the second case - while blocking the threat to execute. 
From this point of view, malware / threat identification is to be considered as part of the prevention components 
(even if the malware was executed in a virtual environment). 

Another key aspect is PUA (potentially unwanted application). There are cases were a certain tool can be 
considered malicious or not depending on its usage. One such example can be a password extraction tool 
(mimikatz or nirsoft utilities) that if used by the same user to recover his/her own password can be consider as a 
legitimate tool, while if used by a 3rd party most likely its action is malicious. Miners are similar cases, depending 
on the wallet settings. In these cases, detection is preferred (even if it happens in the on-access / pre-execution 
stage) as the intent is not defined in that point. The solution in this case is to provide customizations for each 
end-point (a general rule in this case being that each user can decide if they want notification for PUA cases, 
prevention and/or blocking/disinfection). 
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Detection should also take into consideration new attack vectors such as file-less attacks or non-binary malware 
(malware based on JavaScript, PowerShell) or documents-based malware (office documents with macros that 
perform malicious actions). 

Disinfection/removal is represented by the sum of actions taken to undo the changes done by a threat/malware 
on the system. Usually this means the following action in order: 

◼ Terminate all processes / threads that run malicious code in memory. If this is not possible, restart the 
system and do the following action before the OS starts. 

◼ Stop all services associated with the attack (threat / malware). 

◼ Delete all files created as part of the attack (usually malware binaries / DLLs / etc.). 

◼ Restore files (if possible) that were modified as part of the attack (i.e.: host file). 

◼ Delete / Restore registry keys associated with the attack (where possible). 

There are of course some exceptions where some additional actions are needed: 

◼ In case of file infectors, all infected files should be search on the local storage unit and reverted to their 
original state 

◼ For ransomware, encrypted files should be decrypted (this is usually impossible without the decryption 
key – but there are known cases where that key can be extracted). 

There are also cases where reverting a system to its original state is impossible. The most known case is when 
we are dealing with a spyware / password stealer malware that sends private data outside the victim’s network. 
In this case that stolen data cannot be recovered anymore. 

The analysis process for malware/threat identification consists in the following actions: 

◼ Find a feed of files/threats that are not currently detected. Sources can be internal (search malware over 
the internet, external (paid) feeds (like Virus Total), or feedback from the product (e.g. whenever a 
malware is detected when it gets downloaded from an URL, that URL is send for analysis and it is 
possible that upon the second download another malware to be obtained). 

◼ Filter that feed with a clean-set – this will reduce the number of false positives. 

◼ The feed of files is then clustered → this is the point where machine learning technologies come in very 
handy. The objective in this case is to reduce the number of unique cases that are analysed in the next 
step, and also for prioritization. 

◼ The obtain list of samples is executed in sandboxes that produce detail logs with their action. If the logs 
contain enough information to determine the maliciousness of a file, then that file is sent to a separate 
system that can create detection (with the malware label). 

◼ For the rest of the files, static analysis is required, using several de-compilers / disassemblers are used 
to produce an output that is further manually analysed to determine if a file is malicious of not. If found to 
be malicious, that file is send to the same system from the previous step that deals with adding detection 
for these cases. 

2.3.3.2.1 Main goals 

◼ Detection and blocking at the following layers: on-access, pre-execution, emulation. This should provide 
an effective multi layered solution that will detect a malware before it is able to run and block it. For such 
method to be effective, command line scanners (as part of the file-less detection technology) should also 
be available. 

◼ Dynamic detection of malware associated with remediation actions. This comes as a supplementary layer 
(post-execution) where we can detect an attack based on dynamic behaviour / event correlation and 
revert its action. The result, while not similar to blocking a malware, can be associated with a protection 
method as the malware is removed from the system. 
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◼ Provide the ability to identify different type of malware (binaries / non-binaries) and also to filter our PUA 
cases. Remediation and blocking action should also be available and configurable for these cases 
(especially for PUA). 

◼ Integrate the technology with CIPSEC framework. This means to provide the logs in a readable format 
(e.g. XML format) that can be easily integrated with a SIEM like system. This will allow a central interface 
to visualise an attack, protection / detection layers, and to provide information on the remediation action 
if needed. 

2.3.3.2.2 Definition of KPIs 

KPI Definitions Performance Thresholds 

ID KPI Phrase Unit Weight Target Good Satisfactory Poor 

EDR-MLW1 Detection of Windows-based 
malicious binaries (fresh malware 
found in the last couple of 
months) 

% 50 98 95 85 75 

EDR-MLW2 Detection of non-binary malicious 
files (JavaScript, PowerShell, 
Java, etc.) 

% 30 97 95 85 75 

EDR-MLW3 Disinfection/Remediation of 
different kind of malware 

% 15 97 95 75 50 

EDR-MLW4 Detection of non-Windows 
specific malware (MAC/OSX, 
Linux) 

% 5 85 80 50 30 

Table 4. Malware detection, blockage, analysis and removal KPI definitions 

2.3.3.2.3 Definition of measurement processes 

KPI EDR-MLW1: Detection of Windows-based malicious binaries 

A) Gather several malware cases (more than 1000) from different sources. The samples should be fresh 
(found in the wild in the last couple of months and should be validated). For validation purposes we 
recommend using a sandbox to make sure that the sample has a malicious behaviour. 

B) Perform an on-demand scan over the selected sample set and measure the number of samples detected 
from the entire set. If the on-access is to be tested, then the samples should be copied from one location 
to another (the on-access driver should kick-in and delete the samples that are detected). 

C) For on-execute layer, samples should be renamed so that the OS can execute them. After this they 
should be executed one by one, reverting the system to its original state between executions. We 
recommend using a virtual environment for this (VMware, VirtualBox, etc.) with an automatization script 
that will revert the VM, run the sample, see if the sample actually run. The measure computed in this 
case is how many samples were run. Installers/self-extractors should be considered detected if the 
component extracted from their content cannot be executed / written to the disk. 

 

KPI EDR-MLW2: Detection of non-binary malicious files 

A) Collect the sample from different sources and apply the same steps as the ones from KPI 1. 
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B) For PowerShell (and in general for command line detection) on-demand scan is not possible. The solution 
in this case is to run the command line and see if the process is blocked. We recommend using a virtual 
environment and to revert between tests. 

C) For other cases (Macro based malware) – a better test is to simulate a real-life scenario. As these cases 
are often associated with email-based malware, the best scenario is to send an email that contains that 
malware and try to open the document from the email client (e.g. Outlook).  

 

KPI EDR-MLW3: Disinfection/Remediation of different kind of malware 

A) Collect various samples (50 – 100 samples) that are known to be detected. It is very important that all 
samples from the test case are already detected before measuring the disinfection capabilities. 

B) A virtual environment should be used. The testing system should be reverted before every case. 

C) For each case from the sample set perform the following steps: 

a. Revert the VM. 

b. Make a snapshot of the file system, registry, and processes. 

c. Disable REAL TIME virus protection. 

d. Run the sample. 

e. Enable REAL TIME virus protection. 

f. Run a full system scan. If system reboot is requested, perform it. 

g. Make another snapshot of the file system. 

h. Disinfection is considered to be successful if no relevant files (executables) are found on the 
system. Registry keys and processes can also be compared to see if other traces of the malware 
were removed. 

 

KPI EDR-MLW4: Detection of non-Windows specific malware 

For non-windows cases, the same methodology as the one from case 1 (Windows samples) should be use with 
the only difference that the collected samples should be binaries specific for the tested OS (Linux or MAC/OSX). 

2.3.3.3 Network and host activity monitoring 

Monitoring an internal network using a combination of packet data, flow data and infrastructure details can help 
operators gain historical, real-time and even predictive views into the availability and the performance of the 
network, as well as the application traffic running on it. In the context of CIPSEC, special focus on netflow capture, 
analysis and visualisation has been given and tested in the pilot environments. The following paragraphs provide 
the main goals of the assessment of these processes and the relevant KPIs. 

2.3.3.3.1 Main goals 

◼ Get historical and real-time views on network availability, performance and running traffic 

◼ Diagnose network degradations 

◼ Identify increased (near or above the nominal) host activity 
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2.3.3.3.2 Definition of KPIs  

KPI Definitions Performance Thresholds 

ID KPI Phrase Unit Weight Target Good Satisfactory Poor 

EDR-NHM1 Time to find IP of hosts having 
network activity in a given 
timeframe 

Seconds 35 10 20 30 40 

EDR-NHM2 Time to find hosts with max 
traffic on given timeframe 

Seconds  35 10 20 30 40 

EDR-NHM3 Easiness to perceive overall 
network status 

% 30 90 85 75 65 

Table 5. Network and host activity monitoring KPI definitions 

2.3.3.3.3 Definition of measurement processes 

KPI EDR-NHM1: Time to find IP of hosts having network activity in a given timeframe 

Being able to quickly get monitoring data of previous time periods is key to analysing and understanding the 
behaviour of network traffic. With this KPI, the time to identify hosts producing network traffic will be measured. 
Using the netflow visualisation, operators will define a specific time period and check which are the hosts having 
traffic during the designated time. The speed of completion of such a task must be the highest possible. 

 

KPI EDR-NHM2: Time to find hosts with max traffic on given timeframe 

Relevant to the first KPI, this one measures the applications that produce most of the traffic in a given timeframe. 
Therefore, the time required to locate the relevant hosts has to be minimal. Given a specific timeframe, operators 
will search for the hosts having the largest bidirectional traffic. The measurement will be repeated multiple times 
to extract a meaningful average of the required time. 

 

KPI EDR-NHM3: Easiness to perceive overall network status 

Situational awareness is key to network performance monitoring. Experienced operators can use the current 
status of the network to understand the performance of the network and possibly predict any extra-ordinary 
situation. To measure this KPI, operators will be asked to answer a few questions about the usability of the 
interface and the amount of knowledge they gain when using it. The KPI thresholds pertain to the percentage of 
answers with a score of 4 or 5. 

The questions asked are the following (answers 1-Not at all to 5-Very much):  

1. Is it easy to understand what the interface is about? 

2. Do you find the displayed information useful to understand the network status? 

3. Is it easy to use the provided filters and limit the displayed information? 

4. Is it easy to find all the hosts having network traffic at a selected time period? 

5. Is it easy to find the hosts having the maximum traffic at a selected period? 
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2.3.3.4 Anti-jamming 

The following section describes the KPIs related to the Anti-jamming and their contribution towards the global 
KPI of the CIPSEC framework. The seven KPIs WOS’ solution contributes to were identified and adapted to the 
actual circumstances of the detector. The goals are listed before the KPI are defined together with the 
measurement process defined to evaluate the results corresponding to these KPI. Finally, the results of the 
evaluation will be presented in section 2.4.2.1.2. 

2.3.3.4.1 Main goals 

◼ Detection at the physical layer: 

Through experimental validation, we concluded that the key point for jamming detection is the lowest layer, as it 
is where most jamming attacks are initiated. So, if we can detect attacks at the physical layer, then we can really 
innovate, as there are not products in the market working on jamming detection at the physical-layer level on 
wireless connections.  

◼ Attack location detection: 

One or more jamming detectors could be used to identify and classify a potential attack to the Wi-Fi network by 
interfering the regular communication in one or more of the already mentioned ways. The detection shoots an 
alarm that allows an administrator to approach the device looking for the potential source of jamming in order to 
detect cyber-attacks based on this technique. Our first approach is to detect the problem, and then try to detect 
the proximity of the source of jamming from the detection node. Theoretically, the detected signal strength could 
be used to roughly estimate the proximity of the jamming source, so we will research on trying to integrate this 
feature in our product so the staff in charge of monitoring the critical infrastructure could detect a jamming attack 
and could determine where the device(s) is/are placed.  

◼ Integration in the framework: 

The system possesses its own visualisation platform and the identified jammer information is communicated to 
a web interface that visually presents and reports the information as it is processed. Nevertheless, we must be 
able to integrate the tool with the unified dashboard and the XL-SIEM in order to provide value to the CIPSEC 
framework. 

2.3.3.4.2 Definition of KPIs  

KPI Definitions Performance Thresholds 

ID KPI Phrase Unit Weight Target Good Satisfactory Poor 

EDR-AJ1 Automatic identification of DoS 
attacks at the physical layer 

% 50 97 95 90 85 

EDR-AJ2 Percentage of mean time 
reduction on identifying jamming 
attacks 

% 30 97 95 90 85 

EDR-AJ3 Percentage of mean time 
reduction on blocking and 
isolating a jamming attack 

% 50 50 45 35 25 

EDR-AJ4 Percentage of energy saving for 
low-power devices during 
jamming attacks 

% 40 30 25 20 10 
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EDR-AJ5 Percentage of false positive 
reduction on jamming attack 
detection 

% 25 47 45 40 35 

Table 6. Anti-jamming KPI definitions 

2.3.3.4.3 Definition of measurement processes 

KPI EDR-AJ1: Automatic identification of DoS attacks at the physical layer 

Motivation and rational: DoSSensing detects 4 types of jammers with a success rate of 97% in extremely noisy, 
worst-case scenarios, and 100% in normal conditions. 

Measurement scenario: In a controlled environment, run all 4 jammers on 2.412GHz, 10 times each for 5 
seconds. They will most likely be detected at all times.  

 

KPI EDR-AJ2: Percentage of mean time reduction on identifying jamming attacks 

Motivation and rational: A user does not normally think of a jamming attack in case of network failure. DoSSensing 
detects intentional jamming attacks in 1 to 2 seconds. 

Measurement scenario: Interfere the cellular network (for example) and let a user figure out the cause of failure. 
They will probably wait for some time or even reboot their phones to see if they can get the signal back. This will 
take at least 1 or 2 minutes to figure out that the issue is not coming from their phones. Check that DoSSensing 
identifies the jamming attack in 2 seconds. 

 

KPI EDR-AJ3: Percentage of mean time reduction on blocking and isolating a jamming attack 

Motivation and rational: DoSSensing can help a person find the jammer source as the higher the JNR, the closer 
the DoSSensing sensor. 

Measurement scenario: Let a user find an active jammer in a big room without any help.  

Repeat the same experiment in the same room but with 4 jammer detectors (one on each corner). Provide the 
JNR of each of the jammer detectors to the person as a guidance method so they can approximately triangulate 
the signal. 

 

KPI EDR-AJ4: Percentage of energy saving for low-power devices during jamming attacks 

Motivation and rational: Devices like cell phones or tablets consume a lot of energy while retrying to reach the 
network. DoSSensing allows the user to turn their devices off or to airplane mode in order to save energy until 
the threat disappears. 

Measurement scenario: Let a jammer run for 10 minutes and measure the battery level difference of a 
smartphone. Let the jammer run for 10 minutes but once the jammer detector detects the threat, turn the device 
to airplane mode. Compare the battery level differences. 

 

KPI EDR-AJ5: Percentage of false positive reduction on jamming attack detection 

Motivation and rational: Estimating that someone without a tool could have a 50/50% chance of identifying a 
jamming attack when a network is failing, DoSSensing instead provides the capability of 3% false positive 
detection, giving a 47% difference 

Measurement scenario: Let someone guess 10 times when a network failure on a smartphone is due to a jamming 
attack or other failure. Run 10 jamming attacks with the jammer detector. It will most likely detect them all.  
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2.3.4 Data encryption 

2.3.4.1 Main goals 

◼ Evaluate the beneficial time-of-execution delay for Digital Signature operations (ECDSA) and Encryption 
operations using the HSM compared to purely software solutions. 

◼ Evaluate the Side Channel attack Resistance of the Hardware solutions (especially the ECDSA core) 
inside the HSM. 

2.3.4.2 Definition of KPIs 

KPI Definitions Performance Thresholds 

ID KPI Phrase Unit Weight Target Good Satisfactory Poor 

DE1 Proposed HW security time-of-
execution of Elliptic Curve Core 
accelerator compared to SW 
implementation 

% 40 50 40 30 10 

DE2 Proposed HW security time-of-
execution of AES Core compared 
to SW implementation 

% 30 50 40 30 10 

DE3 Proposed Side Channel Attack 
resistance of Elliptic Curve based 
security protocols 

% 30 80 70 50 20 

Table 7. Data encryption KPI definitions 

2.3.4.3 Definition of measurement processes 

KPI DE1: Proposed HW security time-of-execution of Elliptic Curve Core accelerator compared to SW 
implementation 

Description: An Elliptic Curve HW module is responsible for accelerating any process related to protocols 
depending on elliptic curve operations. 

Validation: Comparing with the fairly popular OpenECC Elliptic Curve SW library, the timing of both versions for 
a multitude of Elliptic Curve protocols (ECDSA, ECDH etc...) we observe a significant performance gain on 
processing speed. 

 

KPI DE2: Proposed HW security time-of-execution of AES Core compared to SW implementation 

Description: The most popular encryption standard (AES) is supported by the HSM through a HW component 
that realizes encryption and decryption commands 

Validation: In comparison to our SW implementation, the HW AES module offers significant processing time 
improvement to maybe the most frequently used operation by the HSM in order to provide security to a CI. 

 

KPI DE3: Proposed Side Channel Attack resistance of Elliptic Curve based security protocols 
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Description: The Scalar Multiplication process can be considered a possible attack point for Side Channel Attacks 

Validation: The TVLA statistical analysis executed for our Elliptic Curve Core shows the perceived resistance to 
Side Channel Attacks, as is more broadly analyzed in A. P. Fournaris, C. Dimopoulos, A. Moschos, O. G. 
Koufopavlou “Design and Leakage Assessment of Side Channel Attack Resistant Binary Edwards Elliptic Curve 
Digital Signature Algorithm Architectures”, accepted to appear in Microprocessors and Microsystems, Elsevier, 
2019, Volume 64, February 2019, Pages 7387. 

2.3.5 Data anonymization and privacy 

2.3.5.1 Main goals 

◼ Identify privacy-sensitive information from CIs that would be disclosed if sharing their cybersecurity data. 

◼ Provide an efficient tool to protect, in real time, these privacy-sensitive attributes before being published 
on a sharing platform. 

◼ Provide a privacy tool capable of dealing with typical loads of cybersecurity data (alert log) generation. 

◼ Provide recommendations for improving the definition of privacy policies and the mechanisms to protect 
privacy in cybersecurity data originated from CIs. 

2.3.5.2 Definition of KPIs 

KPI Definitions Performance Thresholds 

ID KPI Phrase Unit Weight Target Good Satisfactory Poor 

DAP1 Mean anonymization time of 
cybersecurity data units (security 
alerts) for the basic privacy policy. 

ms 20 4 5 6 10 

DAP2 Mean anonymization time of 
cybersecurity data units (security 
alerts) for the advanced privacy 
policy. 

ms 20 4 5 6 10 

DAP3 Percentage of security alerts not 
anonymized through the basic 
privacy policy due to a high rate of 
alert generation (1 alert/50 ms). 

% 15 0 0.1 0.5 2 

DAP4 Percentage of security alerts not 
anonymized through the advanced 
privacy policy due to a high rate of 
alert generation (1 alert/50 ms). 

% 15 0 0.2 0.5 2 

DAP5 Percentage of security alerts not 
anonymized through the basic 
privacy policy due to a high rate of 
alert generation (1 alert/20 ms). 

% 15 0 0.5 1 2 

DAP6 Percentage of security alerts not 
anonymized through the advanced 

% 15 0 0.5 1 2 
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privacy policy due to a high rate of 
alert generation (1 alert/20 ms). 

Table 8. Data anonymization and privacy definitions 

2.3.5.3 Definition of measurement processes 

KPI DAP1-2: Mean anonymization time 

Since privacy protection of cybersecurity data is performed in real time, we aim at measuring how efficiently the 
privacy tool processes each data item (alert log) when anonymizes it. To do so, security events at high rates will 
be generated in the CIPSEC framework. Particularly, each test builds on simulating 100 events (deriving in 
corresponding logs) at different rates, i.e., one event every 50 and 20 ms. We will perform this test for both basic 
and advanced privacy policies. 

More specifically, for obtaining KPI DAP1 carry out the following steps: 

◼ set the basic policy in the data privacy tool (dashboard), 

◼ start the anonymization tool, 

◼ generate events (for example, a hundred events, one event every 50 and 20 ms), 

◼ wait until the anonymization process ends, 

◼ open the anonymization time log located in the same directory as the tool, and 

◼ calculate the average anonymization time. 

For obtaining KPI DAP2 we will carry out the following steps: 

◼ set the advanced policy in the data privacy tool (dashboard), 

◼ start the anonymization tool, 

◼ generate events (for example, a hundred events, one event every 50 and 20 ms), 

◼ wait until the anonymization process ends, 

◼ open the anonymization time log located in the same directory as the tool, and 

◼ calculate the average anonymization time. 

 

KPI DAP3-6: Percentage of security alerts not anonymized 

Still in line with the performance of anonymization, we also measure the probability of the data privacy tool not 
being able to process alert logs when the XL-SIEM is generating logs at a high speed. This measure is not only 
affected by the effect of the anonymization time, but also by the efficiency of the communications between the 
Data Privacy Tool and the other CIPSEC components (specifically, the XL-SIEM and the MISP). Two different 
rates of generation of alerts are considered (one event every 50 and 20 ms) and two different anonymization 
policies (basic and advanced). The different combinations of these parameters are specified in KPI3, KPI4, KPI5 
and KPI6.  

Operating like in the measurement of KPI 1 and KPI 2, the time log file specified for KPI 1 and KPI 2 can be used 
to find the number of logs actually anonymized (#logs), while the number of events generated (#events) are 
specified when they are generated. Then, KPIs 3-6 can be easily calculated as: 

𝐾𝑃𝐼(3 − 6) = 𝑃𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒 𝑜𝑓 𝑎𝑙𝑒𝑟𝑡𝑠 𝑛𝑜𝑡 𝑎𝑛𝑜𝑛𝑦𝑚𝑖𝑧𝑒𝑑 =
#𝑒𝑣𝑒𝑛𝑡𝑠 − #𝑙𝑜𝑔𝑠

#𝑒𝑣𝑒𝑛𝑡𝑠
∗ 100 

It is worth pointing out that the XL-SIEM is not expected to generate alerts at any rate higher than 50 events/s 
(corresponding to the 20 ms considered for KPI 5 and KPI 6). 
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2.3.6 Anomaly detection 

2.3.6.1 Main goals 

◼ Ensure appropriate correlation times for the anomaly detection reasoning capabilities of CIPSEC. 

◼ Ensure that the stress frequency is the highest possible. The stress frequency is the highest frequency 
for which the detection time is kept under a certain threshold. 

◼ Ensure minimum deviation for the reaction time. 

2.3.6.2 Definition of KPIs  

KPI Definitions Performance Thresholds 

ID KPI Phrase Unit Weight Target Good Satisfactory Poor 

AD1 Correlation time ms 30 250 300 350 500 

AD2 Stress frequency ms 36 350 500 600 1000 

AD3 Reaction time deviation % 10 20 30 40 50 

AD4 Improvement rate of anomaly 
detection reliability 

% 14 50 40 35 5 

AD5 Accuracy of the detection of an 
incident 

% 10 50 40 35 5 

Table 9. Anomaly detection KPI definitions 

2.3.6.3 Definition of measurement processes 

KPI AD1: Correlation time 

Average correlation time for 90 events received at a given frequency generating 90 alerts 

To measure the correlation time, it is necessary to create a combination of attacks that will raise a high-level 
alarm after being correlated in the Anomaly Detector. To calculate the correlation time, the arrival time of the first 
event that results in an alert will be registered. The timestamp of the generated alert is also registered and used 
to calculate the time taken by the Anomaly Detector to generate an alert. The number of events required to 
generate an alert will be increased and sent at different frequencies, measuring the processing time in each case.  

 

KPI AD2: Stress frequency 

To measure the stress frequency, in first place the same attack is launched once and again against the monitored 
infrastructure and the correlation time is tracked during the process. The frequency of the attack is increased 
smoothly. While the reaction time stays under 500 ms the frequency will continue to be increased. When this 
reaction time goes over 500 ms we will record the current frequency of the attack. This will be the stress 
frequency. A second experiment can be done considering a set of different attack scripts which are executed in 
a random way by a main script that selects the attack to launch and increases the frequency progressively. 
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The output of the experiment is the stress frequency calculated for different types of attacks that are repeated 
once and again, and also for random combinations of attacks. 

 

KPI AD3: Reaction time deviation 

The reaction time deviation will be measured for different frequencies, sending 90 events received at a given 
frequency generating 90 alerts 

For a certain frequency, two experiments will be done: first the same attack will be executed once after the other, 
and the maximum and average reaction times will be recorded. Second, a script with random attacks will be 
executed and the same parameters will be calculated. 

To calculate the deviation, the formula to be applied is (maximum – average) / average * 100. 

The output of the experiment has two graphics: one is the evolution of the reaction time deviation as frequency 
grows when the same type of attack is repeated once and again. The other is the evolution of this deviation when 
the attacks are executed randomly. 

 

KPI AD4: Improvement rate of anomaly detection reliability 

For a given set of incidents 𝑆 = (𝑠1, 𝑠2, … 𝑠𝑗), being j the number of incidents, and 𝑇 =  (𝑡1, 𝑡2, … 𝑡𝑘) the set of 

available tools, being k the number of tools, this KPI measures the number of tools capable of detecting them. 
Let X be number of incidents not detected by one of the tools available and Y the number of incidents detected 
by one of the tools available, this KPI is obtained as: 

𝐼𝑚𝑝𝑟𝑜𝑣𝑒𝑚𝑒𝑛𝑡 𝑟𝑎𝑡𝑒 = 100 ∗  
∑ 𝑌𝑗

𝑘
1

∑ 𝑋𝑗
𝑘
1

 

The higher the obtained rate, the better is the detection reliability because there are fewer incidents not detected 
by any tool. However, low detection reliability means that there are many incidents not detected by many tools. 
Therefore, this score denotes the reliability of the CIPSEC Framework in terms of detection capability.  

 

KPI AD5: Accuracy rate of the detection of an incident 

This KPI is measured per incident and represents the number of tools that are able to detect a given incident for 
the total amount of tools available. This KPI is obtained as an accuracy rate (%), being 0% if an incident is not 
detected by any tool and 100% if an incident is detected by all tools. The higher the number obtained the better, 
because more tools will alert about a given incident and therefore it is considered that the detection is very 
accurate because more than one tool has detected it. For a given incident, being X the total number of tools and 
Y the number of tools capable of detecting the incident, the accuracy rate would be 100*Y/X. 

2.3.7 Forensics analysis 

Assessment of a Digital Forensics procedure can be a cumbersome task, as described in academic studies7. 
That being said, official or even generally accepted key performance indicators for digital forensics are not yet 
defined, but only theoretically proposed by authorities such as NIST8 and ENISA9. Therefore, in the next 
paragraphs we define KPIs relevant to the industrial environment that CIPSEC has been deployed to and that 
help evaluate the Forensics Service in the scope of the defined use cases. 

                                                      

7 http://www.securitymetrics.org/attachments/Metricon-5.5-Cohen-Metrics-in-Digital-Forensics.pdf 

8 https://www.nist.gov 

9 https://www.enisa.europa.eu 
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2.3.7.1 Main goals 

◼ Reduce the time to identify the root cause of a security incident. 

◼ Examine forensic data in a faster and more intuitive way than the current one. 

◼ Discover coherence between events and identify hidden relationships. 

2.3.7.2 Definition of KPIs  

KPI Definitions Performance Thresholds 

ID KPI Phrase Unit Weight Target Good Satisfactory Poor 

FA1 Mean time reduction to identify root 
cause of problems 

% 25 15 11 8 3 

FA2 UX intuitiveness when examining 
forensic data 

% 15 5 4.5 3.5 0 

FA3 Time to deploy forensic agents Hours 10 2 3.5 5 8 

FA4 Reproducibility of analysis results % 30 100 100 100 99 

Table 10. Forensics analysis KPI definitions 

2.3.7.3 Definition of measurement processes 

KPI FA1: Mean time reduction to identify root cause of problems 

To measure this KPI, test attack scenarios will be executed, and the root cause will have to be identified by the 
operators of the system. For example, a simulation of DoS attack could take place and the operator will have to 
use the FVT to detect the host receiving the attack. Found results should include the IP of the attacked host as 
well as the IP(IPs) of the attacker(s). To compare times, the same process will be run by the operator without 
using the FVT, e.g. by analysing netflows using the nfdump10 utility and nfsen11 web interface. It must be noted 
that although such kind of attack may be first detected by other tools of the CIPSEC framework, e.g. the IDS, in 
this KPI we focus on the details of the attack as described before, e.g. the IPs of the attackers. 

 

KPI FA2: UX intuitiveness when examining forensic data 

To measure this KPI, operators will be asked to answer a few questions about the usability of the interface and 
the amount of knowledge they gain when using it. The KPI thresholds pertain to the percentage of answers with 
a score of 4 or 5. 

The asked questions will follow a scale of 1 (Not at all) to 5 (Very much):  

1. Is it easy to understand what the interface is about? 

2. Do you find the displayed information useful to understand the current status of the monitored host? 

3. Is it easy to use the timeline component? 

                                                      

10 https://github.com/phaag/nfdump 

11 http://nfsen.sourceforge.net/ 
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4. Is it easy to see coherence between events and metrics using the timeline view of FVT? 

To simplify score calculation, the poor threshold is defined as 0. 

 

KPI FA3: Time to deploy forensic agents 

Following the AEGIS agents installation guide, operators can measure the time needed to successfully install the 
forensic agents and see data in the FVT. For the purposes of the current assessment we consider that the 
installation includes two agents, one to monitor CPU load on a Windows based machine and one to monitor 
netflow traffic inside the internal network of the CI. 

 

KPI FA4: Reproducibility of analysis results 

To ensure admissibility and trustworthiness of produced forensics analysis, results extracted using a particular 
set of actions must always be the same. To measure this, a couple of indicative scenarios (series of steps using 
the FVT) will be run multiple times and extracted results will be compared to find out if they match or if there is 
any inconsistency among them. 

2.3.8 Vulnerability assessment 

2.3.8.1 Main goals 

◼ Examine CIs adherence to security best practices and identify existed security vulnerabilities. 

◼ Provide a holistic view of the CIs networks security level. 

◼ Presenting the threats and risks to which the CIs network is exposed. 

◼ Provide recommendations for improving security controls related to securing CIs assets. 

2.3.8.2 Definition of KPIs  

KPI Definitions Performance Thresholds 

ID KPI Phrase Unit Weight Target Good Satisfactory Poor 

VA1 Percentage of CI assets tested within 
the past 24 months 

% 50 100 80 60 40 

VA2 Percentage of vulnerability reduction in 
the past 24 months 

% 40 80 60 40 20 

VA3 The length of time from when a 
critical/high risk vulnerability is identified 
until it is verified closed 

Days 40 30 45 60 90 

VA4 Increased percentage of new 
vulnerabilities identified during the time 
that the VA service was used compared 
to the period prior to using this service 

% 30 80 70 50 20 
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VA5 The level of satisfaction of the 
organization with the quality of the 
vulnerability report 

Number 40 7 6 4 0 

VA6 The level of satisfaction of the 
organization with the vulnerability 
mitigation actions suggested in the 
report 

Number 30 7 6 4 0 

VA7 The level of satisfaction of the 
organization with the presentation of 
findings in the CIPSEC dashboard 

Number 20 7 6 4 0 

Table 11. Vulnerability assessment KPI definitions 

2.3.8.3 Definition of measurement processes 

KPI VA1: Percentage of CI assets tested within the past 24 months 

The vulnerability assessment security activity is performed against a certain predefined scope, which determines 
which assets are assessed (such as servers, systems, medical devices, sensor devices, etc.). The best practice 
is to periodically assess the security stance of most, if not all of the critical assets, to discover security vulnerability 
that should be fixed. To measure this KPI, the organization will estimate the amount of critical infrastructure 
assets and measure how many of them were assessed during a vulnerability assessment. In pilot environments, 
the measurement will relate to assets and devices that are part of the pilot. 

 

KPI VA2: Percentage of vulnerability reduction in the past 24 months 

Vulnerability assessment activities come up with findings of security vulnerabilities that are recommended to be 
mitigated. The ultimate goal of the assessed organization is to mitigate as much findings as possible in the long 
term. In this KPI, we compare the amount of vulnerability in initial assessments against the amount of vulnerability 
that have been successfully mitigated. Also, more severe vulnerabilities will be calculated with a higher weight, 
as low findings will be considered with a weight value of 1, medium would be 2, high will be 3, and critical will be 
4. 

 

KPI VA3: The length of time from when a critical/high risk vulnerability is identified until it is verified 
closed 

Vulnerability assessments provide findings, with a risk level estimation. The assessed organization is expected 
swiftly resolve and close the found vulnerabilities. This KPI measures the mean time it took to close high and 
critical vulnerabilities, found during the assessment. 

 

KPI VA4: Increased percentage of new vulnerabilities identified during the time that the VA service was 
used compared to the period prior to using this service 

The main objective of security assessment is to identify new, unknown security vulnerabilities (i.e. threats and 
risks, as noted in subsection 2.3.8.1). However, security issues may be also identified regardless of specific 
vulnerability assessment activities. In this KPI, we compare between amount of vulnerabilities found during 
using the VA service and the amount found before the service was used. 

 

KPI VA5-7: The level of satisfaction of the organization with the service 
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In these three KPIs, various aspects of customer satisfaction will be measured (quality of findings, mitigation 
recommendations and dashboard presentation). As this KPIs is highly subjective, it can be measured using 
questionnaires, surveys and interviews. The KPI values can be selected on a scale between 0 and 7. 

2.3.9 Training 

2.3.9.1 Main goals 

There are two main goals for an efficient, complete, integrated training service: 

◼ Dissemination of the achievement of the CIPSEC project amongst security experts through the access 
to expert training courses. 

◼ Assessment (and increase) of the preparedness of the technicians that work on critical infrastructures. 

2.3.9.2 Definition of KPIs 

KPI Definitions Performance Thresholds 

ID KPI Phrase Unit Weight Target Good Satisfactory Poor 

TRA1 Number of training courses Number 10 3 3 2 1 

TRA2 Number of sectors involved Number 10 5 3 2 1 

TRA3 Number of technicians involved Number 10 50 45 35 25 

Table 12. Training KPI definitions 

2.3.9.3 Definition of measurement processes 

These KPI do not require of a specific measurement process. Moreover, this security feature is not specifically 
related to a specific pilot domain so its results will be presented here. 

Four training sessions were organised, one in Crete, the other three at each of the pilot partners’ premises. More 
information can be found in D5.4. These sessions were attended by more than 80 technicians from the three 
different sectors, without taking into account the people involved in the project. 

ID KPI Phrase Unit Weight Measured Target Score 

TRA1 Number of training courses Number 10 3 3 100 

TRA2 Number of sectors involved Number 10 5 5 50 

TRA3 Number of technicians involved Number 10 50 50 100 

Table 13. Training KPI results 
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2.3.10 Patching 

Security products rely on updates (either signature/model based updates or product updates). Product updates 
tend to be fewer (as it takes several weeks to add a new feature, to test it, prepare the proper QA test-cases, 
etc). This means that in most cases a product update will happen rarely (ex: once every month). However, in 
case of signature updates (or any updates that affect detection) the situation is different (for example in case of 
Bitdefender, we issue an update that affects detection every 3-4 hours).  

Usually, the normal update procedure for a product consists of the following steps: 

◼ Download the new packaged / product (this can be a full download – the entire package or just 

differences); 

◼ Remove that product completely from the memory (this means unloading all modules and drivers, 

stopping all services, terminating all processes that belong to that product); 

◼ Apply the update (if the full package/product is involved, then this step means replacing the old 

modules/executable with the new ones). If a differential update method is used, then this step consists 

of modifying the old sources and converting them to the new ones; 

◼ Once the new package is in place, the product is restarted (drivers are loaded, services are started, 

etc). 

Usually this entire procedure can take a while (several minutes to an hour if the update consists of a lot of 
patches). Also, in some cases, such as driver update, a restart may also be required. If it happens every month, 
this is not a big issue from the security point of view. However, if this should happen daily (or every 4 hours) then 
there is a good chance that during that period of time a malicious attack can occur, and the user is left completely 
unprotected. 

2.3.10.1 Main goals 

◼ Implement updating and patching mechanisms in various framework components. 

◼ Reduce the time the user is unprotected. 

◼ Make sure that techniques that reduce the time the user is unprotected apply to as many detection 
mechanisms as possible. 

2.3.10.2 Definition of KPIs 

KPI Definitions Performance Thresholds 

ID KPI Phrase Unit Weight Target Good Satisfactory Poor 

PAT1 Reduce the time the user is 
unprotected (BD GZ) 

% 20 1 3 5 8 

PAT2 Reduce the time the user is 
unprotected (ATOS XL-SIEM) 

% 20 1 3 5 8 

PAT3 Reduce the time the user is 
unprotected (FORTH Honeypots) 

% 20 1 3 5 8 

PAT4 Reduce the time the user is 
unprotected (AEGIS Forensics) 

% 20 1 3 5 8 
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PAT5 Number of detection modules 
updated on-the-fly  

Number 20 4 3 2 1 

Table 14. Patching KPI definitions 

2.3.10.3 Definition of measurement processes 

Let’s assume 20 working days in a month, with 8h / day the EP is used. This means that within the interval of one 
month the user requires protection for 20 x 8 = 160 hours = 160 x 60 = 9600 minutes. If we consider the number 
of minutes the product updates itself during a month is “X”, then the percentage of time when the user is 
unprotected will be X * 100 / 9600 = X / 96. 

ID KPI Phrase Unit Weight Measured Target Score 

PAT1 
Reduce the time the user is unprotected 
(BD GZ) 

% 20 0.20 
1 

100 

PAT2 
Reduce the time the user is unprotected 
(ATOS XL-SIEM) 

% 20 0.27 
1 

100 

PAT3 
Reduce the time the user is unprotected 
(FORTH Honeypots) 

% 20 0.27 
1 

100 

PAT4 
Reduce the time the user is unprotected 
(AEGIS Forensics) 

% 20 0 
1 

100 

PAT5 
Number of detection modules updated 
on-the-fly 

Number 20 9 
4 

100 

Table 15. Training KPI results 

 

KPI PAT1-PAT4: Reduce the time the user is unprotected 

Because of this, for Bitdefender GravityZone a system was developed to load detection-based components 
dynamically. The system works as follows: 

◼ The new detection modules (either signatures files or code) are downloaded. 

◼ For code in particular, we do not use Windows methods for module loading. Instead we have our own 
module, that allocates memory in the current process (via VirtualAlloc API function), loads the code that 
we want to execute into that memory, changes the properties of that memory to allow execution (via 
VirtualProtect API function) and then creates a pointer towards that memory that will be used whenever 
we need to validate something for that specific code. The main advantage here is that we can “unload” 
our module whenever we want. We can also have the different versions of the same module loaded in 
memory at the same time, without posing any kind of conflict for the process execution. 

◼ As such, we load the newly downloaded modules in the memory. If the update consists only of signature 
files, we load the old modules in memory again but instruct them to load the new signatures. 

◼ At this point, we have two scanner objects that run in memory (one is the old one – prior to the update, 
the other one is the new one). For both these objects we have separate pointers in memory (however at 
this point only the old pointer is actually used for scanning). 

◼ The next step consists of switching the pointers (pretty much using a critical section change the old 
pointer to the new one). Once this happens, the entire scanning procedure is switched to the update. 
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After this, we unload the old modules from the memory. Because of this mechanism, there is no downtime when 
this type of update is applied. This leaves only the product update as a moment when the user will be unprotected. 

As the product is updated in the worst case twice per month, and an update can be (worst case) around 10 
minutes, this means that the total amount of time (in minutes) from a month when the user is unprotected is 10 x 
2 = 20 minutes, that represent: 20/96 = 0.20% from the total time the user is using that computer. 

As for the rest of the packages included in the CIPSEC framework, the update process works as follows: 

◼ For ATOS – a deb package is downloaded locally, and then installed using dpkg (this utility will also 
restart the service once the update is installed). Usually this takes a couple of seconds (install + service 
restart). 

◼ For AEGIS – a JAR package is downloaded and replaced on a disk location specified by AEGIS. As the 
service is started on-demand, there is no down-time to be computed here – as there will always be a 
package at that location to be executed if needed (either the older one, or the most recent one). 

◼ For FORTH – the situation is similar to ATOS’s case – however, the update is done via SVN and then a 
service restart is triggered. Similar to ATOS’s case, the restart usually takes a couple of seconds. 

Within all the above-mentioned cases, the updates are checked every hour. This means that the only possible 
delay is for ATOS and FORTH (as previously illustrated – for AEGIS due to the on-demand usage of their security 
solution, there are no down-times available. Let’s assume that an update for the remaining two packages (ATOS 
and FORTH) needs (considering the worst-case scenario) 10 seconds (usually is far less that this). This means 
that in one hour – 10 seconds the user is unprotected ➔ for one day – 10 seconds x 8h from 3600 seconds/hour 
x 8h ➔ for one month = 10 x 8 x 20 (days) from 3600 x 8 x 20 (days) ➔ 0.27% of the time. 

 

KPI PAT5: Number of detection modules updated on-the-fly 

Using this mechanism, we ensure that at any moment of time, the user is protected (via our dynamic module 
loading and patching). Modules that are patched in this way: signature modules, machine learning modules, 
heuristics, emulator, file-infector detection routines, language scripting parsers, correlation modules (in total: 8 
modules). From the analysed solutions, AEGIS can be considered in a similar situation: due to the on-demand 
usage, there is no down-time possible (as stated before there will always be a JAR package available (either the 
older one, or the most recent one). In total, the measurement process counts 9 modules. 

2.3.11 Other 

2.3.11.1 Main goals 

◼ Integrate all the CIPSEC components into a single, coherent framework. 

◼ Integrate all user interfaces into a single unified dashboard. 

2.3.11.2 Definition of KPIs 

KPI Definitions Performance Thresholds 

ID KPI Phrase Unit Weight Target Good Satisfactory Poor 

OT1 Number of security products 
orchestrated in a unified framework 

Number 1 10 9 8 7 

Table 16. Other KPI definitions 
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2.3.11.3 Definition of measurement processes 

OT1 do not require of a specific measurement process. Moreover, this security feature is not specifically related 
to a specific pilot domain, so its results will be presented here. 

ID KPI Phrase Unit Weight Measured Score 

OT1 Number of security products orchestrated in a 
unified framework 

Number 
1 

10 100 

Table 17. Other KPI results 

The KPI has been clearly completed, as all the components have been successfully integrated into the 
framework. Among these components, those who have a user interface were integrated into the unified 
dashboard. The fact that an attack can be performed, and the unified dashboard displays the detection from the 
corresponding components demonstrates such completion. 

The following 10 products were counted while measuring this KPI: 

1. XL-SIEM (ATOS) 

2. Unified Dashboard (UPC) 

3. GravityZone (BD) 

4. Honeypots (FORTH) 

5. FVT (AEGIS) 

6. DoSSensing (WOS) 

7. Data Privacy Tool (UPC) 

8. Secocard (EMP) 

9. HSM (UoP) 

10. NIDS (ATOS) 

It should be noticed that the CIPSEC framework also consists of several services. Some of those services can 
even be considered integrated with the framework, in the sense that their outputs can be loaded into the 
dashboard (vulnerability assessment, contingency plans) or continuously presented in it (training, patching). 

2.4 Pilot Use Cases 

In this section, each pilot domain will describe the results of the KPI assessment and will subsequently present 
its experience with the CIPSEC framework. 

In section 2.4.x.1, the score for each measured KPI will be presented, as well as a supplementary concise 
description of the measurement process. 

In section 2.4.x.2, each pilot owner will describe whether the outcome met his expectations and requirements 
from the performance and usability of the CIPSEC framework, as expressed and documented in WP3. 

In section 2.4.x.3, each pilot owner will present a subjective user experience, including: 

◼ How the solution improved the security of the pilot’s assets and whether it did so effectively and efficiently. 

◼ Difficulties in the process of implementing / maintaining the solution. 

◼ Weaknesses of the solution and what can be done to solve them. 
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2.4.1 DB – Railway 

2.4.1.1 Results of measurement processes 

2.4.1.1.1 Identity and access management 

ID KPI Phrase Unit Weight Measured Target Score 

IAM1 Number of times that the 
device reports that it is 
operational in a ten-minute 
interval 

Number 10 14 12 100 

IAM2 Time between disconnection 
of the device from a host and 
actual reporting of that event 
via the syslog messaging 
mechanism 

Seconds 10 13 30 100 

IAM3 Time between connection of 
the device to a host and 
reporting of the event via the 
syslog messaging 
mechanism 

Seconds 10 13 30 100 

IAM4 Time between invalid PIN 
entry and notification through 
the syslog mechanism 

Seconds 40 33 30 97 

IAM5 Time between unreadable 
card entry and notification 
through the syslog 
mechanism 

Seconds 30 28 30 100 

Table 18. Identity and access management KPI results 

 

KPI IAM1: Number of times that the device reports that it is operational in a ten-minute interval 

It need to be emphasized that there is a three-hour time difference between the timestamp of the Secocard device 
and the timestamp of the syslog server. 

The behaviour of the Secocard device is mandated by the syslog protocol and therefore the time within the 
messages created by the device is Greenwich Mean Time. 

On the other hand, the test syslog server used in the experiment is located in a country observing EEST (Eastern 
European Summer Time). Therefore, this time difference has been taken into consideration in order to provide 
the results.  

 

Test: 

Process of measuring KPI IAM1 is quite simple. There is no need to any direct operator involves, except that the 
operator just needs to connect the “Secocard device” to the host. Everything else is automated. The device sends 
automatically a message, that it is operational, and connected to the Wi-Fi network every 50 seconds, and this 
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is time that we need to know (for score time). Therefore, within a 10-minute interval (600 seconds) it is expected 
that the device will send approximately twelve (12) strings. No further interaction with the operator is necessary.  

 

Figure 7. Test of reporting that Secocard is operational in a ten-minute interval 

Results: 

Numbers of message, sent from Secocard device in 10 minutes, was 14. That means that devices sent message 
that is operational, every cca. 43 second, instead expected 60 second in 10 minutes times. 

Conclusion: 

Secocard device, which was connected to a host, sent every cca.43 seconds a message. Test was performed in 
10-minute (600 sec.) period.  

 

KPI IAM2: Time between disconnection of the device from a host and actual reporting of that event via 
the syslog messaging mechanism 

Test: 

Process of measuring KPI IAM2 is simple and for this experiment we needed just one operator. For this 
experience, first, we had to check and ensure that the device is fully charged.  

After that step, we broke the connection between the host and the “Secocard” (USB cable is unplugged).. Then 
we need to wait for the syslog message to arrive reporting that the device has been disconnected from the host 
and write the results (in seconds).  
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Figure 8. Checking time between disconnecting and connecting Secocard device 

Results: 

It lasted 13 seconds that we get a syslog message. This is a time between disconnecting of the device from a 
host and actual reporting of that event via the syslog messaging mechanism. 

Conclusion: 

The server is already after 13 seconds detected that we lost connection with Secocard and reported that via sys-
log. Expected time was 50 seconds.  

 

KPI IAM3: Time between connection of the device to a host and reporting of the event via the syslog 
messaging mechanism 

Test: 

This experiment is similar like KPI IAM2. For this experiment we had to first connect and then disconnect 
Secocard device back to the host. As soon as the connection was successful, the operator had to wait for the 
respective syslog message.  
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Figure 9. Test of connecting of the device to a host and reporting of the event  

Results: 

The results were the similar to KPI IAM2. In 13 seconds we get a syslog message. This was the time between 
disconnecting and again connecting of the device from a host and actual reporting of that event via the syslog 
messaging mechanism. 

Conclusion: 

The server is already after 13 seconds detected that we lost and again establish connection with Secocard and 
reported that via sys-log. Expected time was 50 seconds.  

 

KPI IAM4: Time between invalid PIN entry and notification through the syslog mechanism 

Test: 

For purpose of this experiment we had to attempt to login to the operating system using the smart card but 
entering an invalid (wrong) PIN. As soon as the invalid PIN is entered, we had to wait for the respective syslog 
message. 
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Figure 10. Time between invalid PIN entry and notification 

Results: 

Time between invalid PIN entry and notification through the syslog mechanism was 33 seconds. 

Conclusion: 

Experiment show us that after 33 seconds we get notification about wrong (invalid) PIN entry on Secocard. In 
comparison with target time of- 50 second, we got a better result.  

 

KPI IAM5: Time between unreadable card entry and notification through the syslog mechanism 

Test: 

In this experiment, we hat to attempt to insert a smart card, that is unreadable in card reader. An easy way was 
that we insert the card from a wrong side. As soon as the card was inserted, we had to wait for a respective 
syslog message.  
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Figure 11. Time between unreadable card entry and notification 

Results: 

Time between unreadable card entry and notification through the syslog mechanism was 28 seconds. 

Conclusion: 

Expected time for KPI IAM5 was 50 second, what mean that we get a better result than expected.  

2.4.1.1.2 Integrity management 

ID KPI Phrase Unit Weight Measured Target Score 

IM1 Proposed HW security time-of-execution of 
HMAC protocol compared to SW 
implementation 

% 10 70 50 100 
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IM2 Proposed HW security time-of-execution of 
Authenticated Encryption protocol 
compared to SW implementation 

% 30 77 50 100 

IM3 Identification of Man in the Middle attack 
targeting the Message Authentication Code 
(HMAC) 

% 30 100 100 100 

IM4 Identification of attempted message 
alteration targeting the transmitted 
message 

% 30 100 100 100 

Table 19. Integrity management KPI results 

 

KPI IM1: Proposed HW security time-of-execution of HMAC protocol compared to SW implementation 

Test: 

 We have performed the next experiment, to measure KPI IM1. The test of availability was performed at DB 
premises and availability and integrity of the KISA module was examined. This is a component for replacing 
secure gateways, using UoP’s HSM (hardware module).  

The KISA module must be available always (all the time), since without it, it is impossible to send commands 
from the Operating Center to the ILS (interlocking system), what is crucial for train operating. Integrity is an 
essential security characteristic of the signalling system. 

The HSM (Hardware Security Module) utilizes an embedded HW module performing the Secure Hash Algorithm 
(SHA-256), main source of time delay for the HMAC protocol 

The measurement was performed through a “bash script” which measures in average the processing time in 
nanosecond precision required for a specific HMAC command sent to the HSM for execution.  

We compare the timing result with the SW implementation of the same command. Furthermore, the time 
difference between hardware and software implementation was also measured individually per SHA256 hashing 
Core providing similar results. 

Results: 

Results that we get were 70% and expected time is 50%. That means that execution was accelerated by 70%.  

Conclusion: 

Result of 70% is in “good” performance threshold. 

 

KPI IM2: Proposed HW security time-of-execution of Authenticated Encryption protocol compared to SW 
implementation 

Test: 

A test scenario was executed to measure KPI IM2. The HW module performing AES encryption and decryption 
accelerates the performance of the AES-CCM Authenticated Encryption protocol. 

Through a “bash script” we measure the average processing time in nanosecond precision required for a specific 
AES-CCM command sent to the HSM for execution.  

Then, we compare the timing result with the SW implementation of the same command.  

Furthermore, the time difference between hardware and software implementations was also measured 
individually per AES encryption/decryption Core providing similar results. 

Results: 
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Results of Measurements: 

128 bit AES 

SW:104.33 usec 

HW: 23.4 usec 

Conclusion: 

We get better performance (benefit) for a ~77%. 

 

KPI IM3: Identification of Man in the Middle attack targeting the Message Authentication Code (HMAC) 

Test: 

To measure KPI IM3, a test scenario (experiment) was executed. An adversary can mask his identity (Spoofing) 
by appearing as a trusted entity among a Critical Infrastructure. The HSM can detect and block attacks of this 
type, requiring authentication in conjunction with the use of MACs 

Each message received by an HSM module has its sender authenticated by using trusted keys between the 
different modules. This check instils trust in the sender's ID, because when invalid the packet is immediately 
abandoned.  

Results:  

Results that we get were 100%. 

Conclusion: 

Our result of 100% means that the HSM can detect and block every attack of any form, requiring authentication 
in conjunction with the use of MACs. 

 

KPI IM4: Identification of attempted message alteration targeting the transmitted message 

Test: 

KPI IM4 test is identification of attempted message alteration targeting the transmitted message. Test was 
performed and every time when we try to change message (alter) HSM detected that.  

Results: 

Every message alteration was successfully detected by the HSM (100%). 

Conclusion: 

We get a result of 100%, the expected target was 100%. 

 

2.4.1.1.3 Data encryption 

ID KPI Phrase Unit Weight Measured Target Score 

DE1 Proposed HW security time-of-execution of 
Elliptic Curve Core accelerator compared to 
SW implementation 

% 40 72 50 100 

DE2 Proposed HW security time-of-execution of 
AES Core compared to SW implementation 

% 30 70 50 100 
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DE3 Proposed Side Channel Attack resistance of 
Elliptic Curve based security protocols 

% 30 90 80 100 

Table 20. Data encryption KPI results 

 

KPI DE1: Proposed HW security time-of-execution of Elliptic Curve Core accelerator compared to SW 
implementation 

Test: 

Test scenario was executed to measure KPI DE1. An Elliptic Curve HW module is responsible for accelerating 
any process related to protocols depending on elliptic curve operations. 

Comparing with the popular OpenECC Elliptic Curve SW library, the timing of both versions for a multitude of 
Elliptic Curve protocols (ECDSA, ECDH etc..) we observe a significant performance gain on processing speed 

Results: 

Example Measurements: 

ECDSA (sectb233r1) 

SW (openECC): 

Sign: 24.9 msec 

Verify: 43.2 msec 

HW assisted HSM 

Sign:6.8 msec 

Verify: 11.3 msec 

Conclusion: 

In this experiment we get benefit for a cca ~72%. 

 

KPI DE2: Proposed HW security time-of-execution of AES Core compared to SW implementation 

Test: 

Proposed HW security time-of-execution of AES Core compared to SW implementation. 

Description: The most popular encryption standard (AES) is supported by the HSM through a HW component 
that realizes encryption and decryption commands. 

Validation: In comparison to SW implementation, the HW AES module offers significant processing time 
improvement to maybe the most frequently used operation by the HSM in order to provide security to a CI. 

Results: 

The result was 70% expected 50% which means that HW AES module offers significant processing time 
improvement in comparison to SW implementation.  

 

KPI DE3: Proposed Side Channel Attack resistance of Elliptic Curve based security protocols 

Test: 

Proposed Side Channel Attack resistance of Elliptic Curve based security protocols. 

Description: The Scalar Multiplication process can be considered a possible attack point for Side Channel 
Attacks. 
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Validation: The TVLA statistical analysis executed for our Elliptic Curve Core shows the perceived resistance to 
Side Channel Attacks, as is more broadly analyzed in A. P. Fournaris, C. Dimopoulos, A. Moschos, O. G. 
Koufopavlou “Design and Leakage Assessment of Side Channel Attack Resistant Binary Edwards Elliptic Curve 
Digital Signature Algorithm Architectures”, accepted to appear in Microprocessors and Microsystems, Elsevier, 
2019, Volume 64, February 2019, Pages 7387. 

Results:  

The result was 90% instead of 80%, what mean that we got a better result than expected. 

2.4.1.2 Assessment of requirements fulfilment 

A typical control system in the railway domain, which is thoroughly detailed in D3.4, consists of several 
subsystems: 

◼ Safety-related components like interlocking, points, switches and axle counters. 

◼ Assisting systems like train number systems and automated driveway systems. 

◼ Data management systems as the MDM, the documentation system. 

◼ Diagnosis systems. 

Currently these systems are grouped in security zones, which then are secured according to their criticality. The 
security analysis is based on ISO 62443 and the resulting measures are derived from ISO 62443-3-3 and are 
enhanced by more advanced measures defined by DB Netz. Communication between these zones is done via 
standard IP networks. Depending on the levels of the connected zones the communication paths are either 
secured by security gateways, which establish an encrypted communication path, or a firewall gateway, which 
filters the communication via whitelisting. 

Besides this, all components are logging their system states and transmit these logs to the MDM for analysis. 
The results of this analysis are then transferred to the DB Netz security Operations Center, where analysts can 
investigate on possible attacks and initiate countermeasures if needed. 

As described in D3.4, DB Netz is expects from CIPSEC framework to secure the following critical infrastructure 
components: 

◼ Interlocking system (Robustness, Availability, Response time, Reliability and Integrity) 

◼ Control room workstation (Usability, Effectiveness, Robustness, Auditing, Alerting, Non-repudiation 

◼ Object controller (Robustness, Availability, Reliability, Integrity) 

◼ Field devices (Integrity, Robustness, Real-time response) 

◼ Connections with other systems (Availability, Integrity) 

◼ DMS & MDS (Integrity, Auditing, Robustness) 

◼ KISA module (Integrity, Availability, Scalability, Real-time response) 

◼ ETCS (Integrity, Availability, Robustness, Reliability) 

Below is list of coverage of each required security featured per product: 

◼ XL-SIEM and sensors 

◼ Real-Time Detectors for Jamming Attacks 

◼ Hardware Security Module  

◼ K-Anonymization (not used)  

◼ Honeypot/Cloud security tool (not used) 

◼ Secocard  

◼ Gravity Zone 
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◼ Safe hardware and Safety process know-how and finally 

◼ Forensic Analysis Visualization Tools 

 

Each of those components has a right place and function in DB Netz environment. All components (except K-
Anonymization and Cloud security tools) are tested on-site in Darmstadt lab.  

It can be said that CIPSEC framework met our expectations and requirements from the performance and usability.  

2.4.1.3 Assessment of user experience 

As already said, tests of those components (CIPSEC framework) were performed two times on-site in Darmstadt 
where the framework is deployed. On-line test(s) were also performed. 

All tests were successful, and we can conclude that: 

◼ CIPSEC framework improves security and gives us a lot of usable tools for dealing with incident – from 
intrusion detection tools, jammer detectors, cryptography security hardware module, to honeypots, 
Secocards and Total defender/Gravity zone, with integration of those components into DB Information 
system, it can be said that the security of the system has been raised to a next level. 

◼ During test of CIPSEC framework DB Netz had a few requests, because critical infrastructure was 
involved. One of our requests was that patching services, updating and all other(s) services need to be 
off-line. Critical infrastructure should not have a direct link to internet. This was a challenge for the 
CIPSEC framework.  

◼ There are a lot of open questions and “weaknesses” of framework and DB will mention some of them. 
Problem is CotS and how to trust to those components. With process of digitalisation in railway domain, 
we get a lot of benefits, openness, but this openness can be dangerous. Implementation of “final 
products” in CI can be nightmare. Another challenge is forensic and complexity of railway domain. Open 
question is how to get all data from all components (platform dependent) and how can be ensured “chain 
of custody of digital evidence”. Complexity of railway domain and lot of products (CIPSEC) and specificity 
of each of them, in context of installation and maintenance can be another “problem” that needs to be 
solved. The complexity of deploying CIPSEC in highly distributed environments in general, and in the 
railway domain in particular, is further discussed in the TCO section (3.5). 

2.4.2 HCPB – Health 

2.4.2.1 Results of measurement processes 

2.4.2.1.1 Intrusion detection 

ID KPI Phrase Unit Weight Measured Target Score 

EDR-IND1 Lost packet rate 
per incident 

Attack: Port 
scanning 

% X 0 2 X 

Attack: DoS % 40 3.81 2 90 

EDR-IND2 CPU usage at 
constant 

Normal 
operation 1 

% X 0.45 5 X 



 

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework 55/135 
 

network speed 
and packet size 

Normal 
operation 2 

% X 0.44 5 X 

When DoS % 60 5.36 5 99 

Table 21. Intrusion detection KPI results 

 

Tests were done with a NIDS running on an Intel Core i5-6300U CPU @ 2,40GHz and 2GB RAM on Debian 
4.9.65-3.  

 

KPI EDR-IND1: Lost packet rate per incident 

Two attacks were carried out: port scanning and DoS. 

As this KPI is meant to mainly test the packet loss under pressure (“worst case”), we will use the DoS scenario 
for KPI score calculation. The DoS attack is a high network load attack but realistic. 

Attack 1: port scanning 

Not a very demanding attack in terms of network traffic and packets processing. Low packet loss is expected. 
Steps carried out: 

1. Port scanning triggered against target asset using nmap tool from Kali Linux 

 

Figure 12. Nmap command to trigger the port scanning experiment 

2. Check the detection of the port scanning detected by the NIDS 

 

Figure 13. Port scanning detection logs from the NIDS 

3. Attack lasted 15 seconds. Once detected the attack the NIDS was stopped, and the packet loss was 

obtained using Suricata logs, obtaining a packet loss of 0%, which is an expected behavior given the 

low load associated to port scanning attacks. 
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Figure 14. Packet lost for the port scanning experiment 

 

Attack 2: DoS 

A more demanding attack was carried out in order to stress the NIDS and check the packet loss rate. In this 
scenario several DoS attacks were triggered towards different assets, including the NIDS machine by itself. The 
following steps were followed: 

1. DoS against several assets. Triggered with hping3 included in Kali Linux, and using different TCP flags 
(RST, SYN) and also using UDP. 

 

Figure 15. hping3 command for attacks triggered for the DoS experiment 

2. Attack successfully detected by NIDS 

 

Figure 16. Detection of DoS attacks by NIDS 

3. Attack persisted for 5 minutes. After 5 minutes the attack was stopped, and the packet loss was obtained 
using Suricata logs, obtaining a packet loss of 3,81%. 
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Figure 17. Packets lost for the DoS experiment 

 

KPI EDR-IND2: CPU usage at constant network speed and packet size 

This test was performed in three different stages to show different results. Same as the previous KPI, the “worst 
case” scenario will be considered for KPI score calculation, as the main purpose of the KPI is to test performance 
under pressure. Hence, the “When DoS” scenario will be used, which is a highly resource demanding attack but 
realistic. 

The agent running at the hospital clinic was initially used to measure CPU consumption in 5 minutes of operation 
capturing and detecting normal traffic from a real production environment. The following screenshot shows some 
of the events captured by the NIDS during the tests: 

 

Figure 18. Detection logs for the NIDS running at the Hospital pilot 

Two rounds of tests were done. The CPU usage was measured with the sar tool, included in the sysstat suite in 
Debian. The results from the first test are: 
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Figure 19. CPU usage during at NIDS during 5 mins (test 1) 

The screenshot shows the usage of the CPU for several aspects, such as user, system. It also shows the % idle. 
We will use the %idle to aggregate the CPU load, resulting for this experiment a 0,45% of average load. 

During the second repetition the results were as follow: 

  

Figure 20. CPU usage during at NIDS during 5 mins (test 2) 

This resulted in an average CPU load of 0,44% 

Given the low CPU usage during normal operation the experiment was repeated forcing a DoS attack against 
one asset, allowing the NIDS to capture, process and detect the DoS attack. This allowed checking the CPU load 
during a high demand operation such as a DoS attack. The results obtained were: 

 

Figure 21. CPU usage during detection of DoS attack (test 3) 

In this case, the experiments show a slightly higher CPU load, with an average CPU load of 5,36%. 
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2.4.2.1.2 Anti-jamming 

ID KPI Phrase Unit Weight Measured Target Score 

EDR-AJ1 
Automatic identification of DoS attacks at 
the physical layer 

% 50 100 97 100 

EDR-AJ2 Percentage of mean time reduction on 
identifying jamming attacks 

% 30 97 97 100 

EDR-AJ3 Percentage of mean time reduction on 
blocking and isolating a jamming attack 

% 50 70 50 100 

EDR-AJ4 Percentage of energy saving for low-
power devices during jamming attacks 

% 40 79 30 100 

EDR-AJ5 Percentage of false positive reduction on 
jamming attack detection 

% 25 70 47 100 

Table 22. Anti-jamming KPI results 

 

KPI EDR-AJ1: Automatic identification of DoS attacks at the physical layer 

Test 

We used a jammer detector and all 4 jammers in a relatively noisy environment to see the potential of the device 
in a real-world scenario. We started and stopped each jammer for about 10 seconds, 3 meters away from the 
detector. 

Results 

The following figure shows detection of each of the 4 jammers by DoSSensing. 
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Figure 7. Visualization of the attacks on the DoSSensing dashboard for KPI AJ1 validation 

 

We can see that all jammers were detected successfully. We can also observe that during the experience the 
detector detected other 2 emissions of a Pulsed jammer. This could have been due to either a false positive or 
another device (similar to a pulsed jammer) which could have been transmitting during the test. 

Conclusions 

As we can see, all the attacks performed were detected, providing a 100% success rate for positive detection in 
this case. On the other hand, we have also seen 2 false positives. The complete experience lasts for 15 minutes. 
During these 900 seconds, the sensor detected twice an unknown threat (which could be a false positive) during 
around 5 seconds each. This means that during those 10 seconds out of 900, the jammer detector was wrong. 
This is a 1.11 % of detection failure, meaning that the device was right 98.89 % of the time. 

 

KPI EDR-AJ2: Percentage of mean time reduction on identifying jamming attacks 

Test 

For this experience, we asked 2 different people to run the experiment. We started a jammer and handed the 
person a new mobile phone, told him that the SIM card had been installed the day before and everything went 
perfect, but now the connection was lost and not recovering. We asked them if they knew what could be 
happening. 

 

Figure 8. Capture of the phone screen for validation of KPI AJ2 

 

Results 

Person 1 
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Name: Josep Orga 

Profession: Hardware Engineer 

Response: firstly, he restarted the mobile data (around 30 seconds). Secondly, he tried restarting the 
mobile phone (1 minute), then he tried having a look at the configuration and, about 2 minutes later, he 
suggested that we should install a coverage test app. 

Person 2 

Name: Jose Carlos Pacho 

Profession: Embedded Software Engineer 

Response: firstly, he took out the SIM card and put it back (1 minute). Secondly, he restarted the phone 
(1 minute), then he started moving and after 1 more minute, realized that far away, he could get the 
connection back. 

Jammer detector 

We start the jammer at 2019-02-22 14:32:13. We can see the logs that the jammer detector took only 6 seconds 
to detect and log it. 

This experiment was repeated 5 times and detection took between 5 and 6 seconds: 

1 5.26 sec 

2 5.51 sec 

3 6.23 sec 

4 5.69 sec 

5 6.11 sec 

Table 23. Jamming detector measurements 

 

The average time to detect and log the attack was 5.76 seconds. 

Conclusions 

We can clearly see that each one of the people involved, although aware of what a jammer is and that we own 
such a device, needed more than 3 minutes to realize that the problem was related to a connection issue with 
the network and not a smartphone issue. The jammer detector needs only up to 6 seconds to detect and log 
the attack, which would trigger an alert message to the XL-SIEM. 

 

KPI EDR-AJ3: Percentage of mean time reduction on blocking and isolating a jamming attack 

For this experiment we present 2 different cases that show how the KPI is accomplished. Each case has 2 
phases. The first phase is to search for the jammer inside a room without any help. The second phase is to 
search for the jammer but with the help of the information provided by 4 jammer detectors distributed inside that 
room on the corners. The following figure illustrates the scene. Light blue boxes represent the jammer detectors 
and their IDs. 
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Figure 9. Plan of the 4 Anti-jammers for validation of KPI AJ3 

 

Two people helped to perform the tests by looking for the jammer with and without the help of the jammer 
detectors. For each case, they inverted the roles. 

 

Case 1 

The following figure shows the room with the jammer detectors installed and a red dot representing the location 
of the jammer. 
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Figure 10. Location of the jammer for validation of KPI AJ3 

 
The jammer was actually under a table next to a box, which made it more difficult to see. Next, we present the 
output of the jammer detectors with the JNR, which represents the power of the detected jammer. 

 

Figure 11. Anti-jammer historical data for validation of KPI AJ3 

We can see an average JNR provided by each jammer detector, regarding the Pulsed jammer that is being 
detected. The values suggest that it should be closer to JD 10001, for example. 

 

Case 2 

Next we show the second case diagram, where, again, the red dot represents the jammer in the room. 
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Figure 12. Location of the jammer in case 2 for validation of KPI AJ3 

 
In this case, we put the jammer inside a carton box on the table, which made it much more difficult to find. 
Here is the output of the jammer detectors. Again, a higher JNR suggests that the jammer is being detected 
with higher power. 

 

 

Figure 13. Anti-jammer historical data for case 2 of the validation of KPI AJ3 

 

This chart suggests that the jammer is closer to JD 10001 and 10002 than to 10003 and 10004, for example. 

 

Results 

Person 1 

Name: Jose Carlos Pacho 
Profession: Embedded Software Engineer 

Case 1 
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For the first case, José Carlos searched for the jammer without the jammer detector’s help. It took 
him 18:52 minutes to find it under the table. 

 

Case 2 

In this case, José Carlos searched for the jammer with the jammer detector’s help. It took him 12:16 
minutes to find it inside the box. 

 

Person 2 

Name: Antonio Martinez del Hoyo 
Profession: Software Engineer 

Case 1 

For Antonio, finding the jammer under the table with the jammer detector’s help took only 5:42 
minutes. 

Case 2 

In this case, trying to find the jammer without the jammer detector’s help took was not possible. After 
30 minutes, he actually gave up. 

 

Conclusions 

From these two experiments, we can extract the following conclusions. Case 1 shows a reduction of more than 
70% of the time for a person to find the hidden jammer. On the other hand, case 2 shows that it could be practically 
impossible for someone to find such a device without any help in a reasonable amount of time. 

 

KPI EDR-AJ4: Percentage of energy saving for low-power devices during jamming attacks 

Test 

We left a new phone (with only the factory apps installed) at 100% battery-level for several hours and checked 
the battery level. We did the same experiment but with the active jammer next to the phone. 

Results 

Without jamming, it took more than 6 hours (380 minutes) for the phone battery to go down to 99%.  
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Figure 14. Screen captures of the mobile phone used during validation of KPI AJ4 

 

Whilst performing a jamming attack, we monitored the device. The battery went down in approximately 80 
minutes to 99%. After 2.5 hours, the battery level was already down to 95%. 
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Figure 15. Screen captures of the mobile phone used while jamming during validation of KPI AJ4 

 

Conclusions 

We can see that, clearly, there is a big difference in the time it takes for the phone to go from 100% to 99%. While 
jamming, it takes 79% less time for the battery of the phone to lose the first 1% battery level. Having jamming 
detection would allow a user to put its phone to airplane mode and save that battery power. 

 

KPI EDR-AJ5: Percentage of false positive reduction on jamming attack detection 

Test 

We used a SIM card which was inactive so that the smartphone would not connect to the network during the first 
3 tries and then we switched to the SIM card that was enabled but turned on the jammer so that the connection 
was lost for another 4 tries. Finally, we switched to the inactive SIM card again for the last 3 tries. We asked 10 
times (5 times to 2 different people) if the non-connectivity was due to a jamming attack or other issue. They had 
10 seconds each time to guess. 
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Figure 16. Screen captures of the mobile phone used during validation of KPI AJ5, showing that the 
user has no indication of the origin of the connectivity issue 

(a) Jammer running (b) Inactive SIM card 

Results 

Person 1 

Name: Josep Orga 

Profession: Hardware Engineer 

Response: he looked at the phone but could not find anything to help him. He guessed correctly 2 times 
out of 5. 

 

Person 2 

Name: Jose Carlos Pacho 

Profession: Embedded Software Engineer 

Response: he looked at the phone but could not find anything to help him. He guessed correctly only 1 
time out of 5. 

 

Jammer detector 

We performed 10 attacks and in less than 8 seconds, the jammer detector detected the attacks each time without 
failure. 
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Figure 17. Visualization dashboard of the 10 attacks during validation of KPI AJ5 

Conclusions 

We can see that, clearly, the jammer detector always finds the attacks in contrast with the people guessing 
without much information about the cause of the failure. It took less than 8 seconds between attacks to detect 
and inform of the situation (we are also considering the time between turning off the jammer, waiting for a second 
and turning it on again). The effectiveness of the jammer detector showed to be 100%, while people only 
guessed correctly 30% of the times. 

2.4.2.1.3 Forensics analysis 

ID KPI Phrase Unit Weight Measured Target Score 

FA1 Mean time reduction to identify root cause 
of problems 

% 30 14.8 15 98 

FA2 UX intuitiveness when examining forensic 
data 

% 20 3.75 5 75 

FA3 Time to deploy forensic agents Hours 15 0.29 2 100 

FA4 Reproducibility of analysis results % 35 100 100 100 

Table 24. Forensics analysis KPI results 

 

KPI FA1: Mean time reduction to identify root cause of problems 

The reduction of Mean Time to Identify (often reported as MTTI) the root of a problem depends on the CI and the 
calculated times for issues captured within the particular CI so we provide estimated results based on a common 
attack scenario. We compared the time needed to identify the cause of an attack using standard tools with the 
time needed with FVT. The scenario used was to identify where a DDoS attack came from. The standard method 
was to use traffic analysis tools and interfaces to track down the IP where the DDoS attack originated from. The 
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used tools are the ones referred to ENISA’s “Network Forensics Toolset”12, i.e. nfdump and nfsen (GUI for nfdump 
recordings). We measured the average time taken to follow the proposed steps (limit time, apply destination 
filters, identify IPs with most of the traffic) to identify the IP of the attacker. This was 36sec. We repeated the 
process using FVT and managed to identify the attacker IP in average 31sec, thus resulting in a reduction of 
14.8% which is very close to the target 15%. 

 

KPI FA2: UX intuitiveness when examining forensic data 

For this measurement, we had 2 operators answer 4 questions about usability of the tool and how easy is to 
perform various actions with it on a scale from 1 (Not at all) to 5 (Very much). The average results can be seen 
below: 

i. Is it easy to understand what the interface is about? 

Average: 4 

ii. Do you find the displayed information useful to understand the current status of the monitored 
host? 

Average: 4 

iii. Is it easy to use the timeline component? 

Average: 3.5 

iv. Is it easy to see coherence between events and metrics using the timeline view of FVT? 

Average: 3.5 

 

Total Average: 3.75 which translates to 75% satisfaction on the tool’s easiness and usefulness. 

 

KPI FA3: Time to deploy forensic agents 

The time to install the CPU load monitoring agent in 3 windows machines and total average is summarised on 
the table below: 

Time (hours) Win 1 Time (hours) Win 2 Time (hours) Win 3 

0.47 0.30 0.28 

Total Average 0.35 

Total Average (once 
completed the training) 

0.29 

Table 25. Forensic agents deployment time measurement 

 

The first set up took longer time because it was required to read the installation guide, so the proper average 
time considered for the KPI measurements has been calculated based on the more realistic second and third 
iteration w/o reading it. 

 

KPI FA4: Reproducibility of analysis results 

                                                      

12 https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/documents/network-forensics-toolset 

https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/documents/network-forensics-toolset
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We executed netflow analysis using the same timeframe and IP filtering for multiple times and verified that FVT 
produced the changeless results. We also used the timeline component to specify time periods and verify that 
the output of the CIPI visualisation widgets always remains unalterable. In both cases and for all the repeated 
executions the results remained the same. 

2.4.2.2 Assessment of requirements fulfilment 

At the beginning of CIPSEC, the Hospital had great expectations in providing mechanisms to increase the level 
of security on all devices of OT nature connected to computer networks.  

Among them, the ones directly linked to clinical care practice (equipment medical) were more critical since 
elements of the IT categories (servers and PCs) already were reasonably covered by means of other commercial 
software protection tools that we felt comfortable with. 

Considering that our pilot was composed initially of a majority part of industrial equipment and a smaller one 
integrated by a scarce representation of medical equipment of intensive use in hospitals (infusion pumps, pump 
communication racks, vital signs monitors, monitoring centres), the components of the solution developed by 
CIPSEC that have been applied to our pilot and that we believe do not fully cover the possible threats are: 

◼ The BD antivirus: Applicable only to devices that work with standard operating systems. 

◼ The part of the AEGIS solution based on client software (CPU load register and disk activity): Also 
applicable exclusively to equipment commanded by computers running standard operating systems 

◼ The FORTH solution based on Honeypots: Covers well the IT environment (PCs and standard servers) 
and part of the OT environment (simulation of an industrial system based on a SCADA) although it leaves 
out of reach the rest of medical and industrial OT equipment as well present in the pilot 

In the same way, the services and tools offered in the CIPSEC project that have most satisfied our initial 
expectations are: 

◼ The analysis of vulnerabilities carried out by COMSEC: With which we have been able to complement 
the knowledge of the general and specific vulnerabilities that apply to our equipment. These analyses 
could also be performed satisfactorily on the two main medical equipment available (infusion pumps and 
hemodynamic monitor), opening the door to possible future research on other categories of clinical 
product that were not incorporated at the time within the scope of this concrete project. 

◼ The SIEM implemented by ATOS: Able to provide very useful information based on the analysis of 
network traffic and logging in real time despite the fact that a prior filtering is required to obtain relevant 
information. 

◼ The WS jamming detection system: Able to provide an incremental value on the tools already known to 
our IT Department, facilitating the detection of radio interference that may impair the operation of the 
systems available to the HCB based on radiofrequency communication such as the remote temperature 
monitoring system for refrigerators and freezers, the RTLS location system for assets, patients and 
professionals based on UHF RFID or the corporate Wi-Fi network itself. 

Assuming all the pros and cons, it can be said that CIPSEC framework, although not in a full way due to inherent 
limitations referred the communications with the medical devices, covered in a very satisfactory way the main 
expectations generated by what is referred to performance and usability. 

We also highlight as very positive the fact that this project has provided a solid foundation of knowledge and has 
contributed in a very remarkable way in increasing the awareness in cybersecurity material. 

Among the groups that have benefited most from the acquired learning can be highlighted: 

◼ IT field support technicians. 

◼ IT responsible for the development of new projects. 

◼ IT specialists in charge of defining the technical specifications of the hardware and software of the newly 
acquired computer equipment. 
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◼ Industrial engineers responsible for the definition and selection of industrial equipment that must be 
incorporated in each installation project. 

◼ Technicians of the general maintenance department of industrial facilities. 

◼ Technicians and Biomedical Engineers responsible for the maintenance of electromedical equipment. 

◼ Specialists in charge of the edition of the technical specifications of the medical and industrial equipment 
that must be acquired by the hospital through public purchase procedures. 

In this sense, CIPSEC has helped to instigate the creation of an ambitious cybersecurity project within the overall 
strategic plan of the Corporation. 

2.4.2.3 Assessment of user experience 

The CIPSEC framework provides a dashboard where the management of the different tools that make up the 
solution is concentrated, in this sense having a single access to all the tools facilitates the operation, avoiding 
having to access individually using different user interfaces to each of the individual components. This is a novel 
and attractive concept that we have not seen before in market solutions. 

At a visual level, the dashboard has an attractive interface in its design and at the same time an intuitive menu 
where it is easy to locate the utilities it includes. 

Also highlight the option to choose which of all the solutions and services present in CIPSEC to be deployed in 
each client. CIPSEC includes multiple security products with different purposes so it is very normal that not all 
products fit all customers, without a doubt the possibility of choosing the components that we consider most 
appropriate and the freedom to modify them either by expanding or deleting some of them are of great value and 
provide flexibility. 

The SIEM module stands out as it allows to integrate the events of the other tools and correlate them looking for 
possible security incidents that do not generate alerts by themselves. The SIEM is capable of detecting possible 
incidents from the relationship of different events that come from different sources and have occurred in a specific 
time interval. This module offers a very useful overview. 

It should be mentioned that the report on the vulnerabilities detected in our equipment made by COMSEC is very 
useful because it has allowed us to complement the knowledge, not sufficiently exhaustive, about the risks that 
apply to us. This analysis has been made about the proposed medical equipment. 

◼ The current implementation requires access by some operator and review of the different tools in a 
sequential manual, as evolution we suggest the ability to create alerts based on events and that these 
can be sent by email. 

◼ The fact that the vision of the customer's network equipment is based on its IP address makes it lose 
important information about the equipment, it requires access to an external inventory where it can be 
consulted to which specific equipment a specific IP belongs. It would be very useful to be able to identify 
the equipment directly in the CIPSEC dashboard. 

◼ Although the tool has multiple sources of alerts that warn of possible problems, none of them (with the 
exception of antivirus) is capable of mitigating them. It would be very interesting for example to have the 
ability to block a detected attack once the technician's approval was available. 
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2.4.3 CSI - Environmental 

2.4.3.1 Results of measurement processes 

2.4.3.1.1 Malware detection, blockage, analysis and removal 

For testing the way detection works within the CIPSEC project we have used the free database of hashes found 
on virus share (https://virusshare.com/hashes.4n6). From this web location we have selected: 

◼ 1003 hashes for binary test 

◼ 1011 hashes for the script-based test 

◼ 60 hashes for the disinfection test 

◼ 63 hashes for the non-Windows specific malware 

 

 

ID KPI Phrase Unit Weight Measured Target Score 

EDR-
MLW1 

Detection of Windows-based 
malicious binaries (fresh 
malware found in the last 
couple of months) 

% 50 98.8 98 100 

EDR-
MLW2 

Detection of non-binary 
malicious files (JavaScript, 
PowerShell, Java, etc.) 

% 30 97.6 97 100 

EDR-
MLW3 

Disinfection/Remediation of 
different kind of malware 

% 15 98.3 97 100 

EDR-
MLW4 

Detection of non-Windows 
specific malware (MAC/OSX, 
Linux) 

% 5 90.5 85 100 

Table 26. Malware detection, blockage, analysis and removal KPI results 

 

The testing was done on a machine where BD agent was installed as follows: 

◼ The files that correspond to the selected hashes were copied locally 

◼ We make sure that the BD agent had the latest signature (in our test this was: 2.15.1.240224) 

◼ We scan each collection of files using our on-demand scan (right click and scan over the folder where 
the selected malicious files were stored) 

◼ To compute the result, we have used our local log files (XML format) that can be located in the following 
folder: C:\Program Files\Bitdefender\Endpoint Security\Logs 

◼ A couple of observations related to the current test: 

◼ Some of the files tested are likely to be archives. In this context an archive is a self-extract container that 
can contain, amongst clean files, some malicious components. We consider being an archive kits (null-
soft, inno, self-extract cabinet files, etc) and also standard self-extract archives (zip, rar, 7-zip, etc). For 
this test we have considered an archive to be malicious if it contains at least one malicious component. 
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Furthermore, as our unpack features will kick in while analysing an archive, it is likely that the total number 
of analysed files to be bigger than the actual files that we select, as every file extracted from the archive 
is also counted. However, to compute the results we have counted each file once (based on its hash 
from our XML logs), and in case of archives we considered an archive malicious if at least one file 
extracted from that archive was infected. 

◼ Some files from the selected sample set might be PUA (Potentially Unwanted Application). If we detected 
them, we have counted them as detection in the final score. However, the interpretation for such file 
might be different from client to client. We have a special setting that allows us to disable the detection 
for such class of files (in our test it was enabled).  

 

KPI EDR-MLW1: Detection of Windows-based malicious binaries 

For binary test – we have detected 991 files out of 1003 total samples (meaning 98,8 % detection rate). 

KPI EDR-MLW2: Detection of non-binary malicious files 

For non-binary test – we have detected 987 files out of 1011 total samples (meaning 97,6 % detection rate). 

KPI EDR-MLW3: Disinfection/Remediation of different kind of malware  

For disinfection/ remediation test – we have disinfected 59 out of 60 total samples (meaning 98,3% disinfection 
rate). 

KPI EDR-MLW4: Detection of non-Windows specific malware 

For non-binary test – we have detected 57 files out of 63 total samples (meaning 90,5 % detection rate). 

2.4.3.1.2 Network and host activity monitoring 

ID KPI Phrase Unit Weight Measured Target Score 

EDR-NHM1 Time to find IP of hosts having 
network activity in a given timeframe 

Seconds 35 11.81 10 94 

EDR-NHM2 Time to find hosts with max traffic on 
given timeframe 

Seconds 35 8.53 10 100 

EDR-NHM3 Easiness to perceive overall network 
status 

% 30 89.28 90 97 

Table 27. Network and host activity monitoring KPI results 

 

KPI EDR-NHM1: Time to find IP of hosts having network activity in a given timeframe 

We asked 2 operators to use the Visualisation tool and find out which hosts where active at a specific time. 
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Figure 22. Monitoring host activity 

 

The test was repeated 5 times with each of the operators. They used the tool to find the active hosts for 5 different 
time spans (left vertical slider in Figure 22. Monitoring host activity). The following table lists the measured times: 

 

Time (Sec) Operator 1  Time (Sec) Operator 2 

11.1 10.4 

10.5 9.8 

14.2 12.9 

13.2 14.1 

11.2 10.7 

Total Average 11.81 

Table 28. Execution times for KPI EDR-NHM1 measurement 

 

KPI EDR-NHM2: Time to find hosts with max traffic on given timeframe 

We asked 2 operators to use the Visualisation tool and find out which hosts had the biggest traffic at a specific 
timeframe. 
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Figure 23. Finding hosts with biggest activity 

 

The test was repeated 5 times with each of the operators. They used the tool to find the most active hosts for 5 
different time spans. The hosts with highest activity where the ones with the bigger chords in the relevant diagram. 
The following table lists the measured times: 

 

Time (Sec) Operator 1  Time (Sec) Operator 2 

5.6 7.9 

7.1 9.1 

6.3 8.4 

9.2 10.7 

11.1 9.9 

Total Average 8.53 

Table 29. Execution times for KPI EDR-NHM2 measurement 

 

KPI EDR-NHM3: Easiness to perceive overall network status 

For this measurement, we had 3 operators answer 5 questions about usability of the tool and how easy is to 
perform various actions with it on a scale from 1 (Not at all) to 5 (Very much). The average results can be seen 
below: 

1. Is it easy to understand what the interface is about? 

Average: 5 

2. Do you find the displayed information useful to understand the network status? 

Average: 3.33 

3. Is it easy to use the provided filters and limit the displayed information? 
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Average: 4.33 

4. Is it easy to find all the hosts having network traffic at a selected time period? 

Average: 4.66 

5. Is it easy to find the hosts having the maximum traffic at a selected period? 

Average: 5 

Total Average: 4.464 which translates to 89.28% satisfaction on the tool’s easiness and usefulness. 

2.4.3.1.3 Data anonymization and privacy 

ID KPI Phrase Unit Weight Measured Target Score 

DAP1 Mean anonymization time of 
cybersecurity data units (security alerts) 
for the basic privacy policy 

ms 20 1.4 4 100 

DAP2 Mean anonymization time of 
cybersecurity data units (security alerts) 
for the advanced privacy policy 

ms 20 1.5 4 100 

DAP3 Percentage of security alerts not 
anonymized through the basic privacy 
policy due to a high rate of alert 
generation (1 alert/50 ms) 

% 15 0 0 100 

DAP4 Percentage of security alerts not 
anonymized through the advanced 
privacy policy due to a high rate of alert 
generation (1 alert/50 ms) 

% 15 0 0 100 

DAP5 Percentage of security alerts not 
anonymized through the basic privacy 
policy due to a high rate of alert 
generation (1 alert/20 ms) 

% 15 0 0 100 

DAP6 Percentage of security alerts not 
anonymized through the advanced 
privacy policy due to a high rate of alert 
generation (1 alert/20 ms) 

% 15 0 0 100 

Table 30. Data anonymization and privacy KPI results 

 

KPI DAP1: Mean anonymization time of cybersecurity data units (security alerts) for the basic privacy 
policy 

Since critical infrastructures might receive a lot of cybersecurity attacks, we are concerned about whether the 
data privacy tool will be able to anonymize all the alerts resulting from an intensive attack. First, we measure the 
mean time the tool takes to anonymize cybersecurity data units (alert logs). To measure such capability, we first 
generate 100 security events at different rates and measure the anonymization time for each resulting log. 
Furthermore, we compute the mean anonymization time. 

For KPI 8, while setting the basic anonymization policy, the mean anonymization time is 1.4 ms, which is pretty 
fast considering the high alert generation rates. 
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KPI DAP2: Mean anonymization time of cybersecurity data units (security alerts) for the advanced privacy 
policy 

In the same line of KPI 8, we measured the mean anonymization time, but now using the advanced privacy policy. 
The application of more complex anonymization mechanisms derives in a mean anonymization time of 1.5 ms. 
This very short time enables the data privacy tool to manage high loads of security alert generation as evidenced 
in the next KPIs. 

 

KPI DAP3 – DAP 6: Percentage of security alerts not anonymized 

In order to corroborate the aforementioned capability of the data privacy tool to manage alert generation from the 
XL-SIEM, we counted the amount of security alerts not anonymized in presence of high alert generation rates. 
From the test, all the alert logs were successfully anonymized (0% of alerts not anonymized) when generating 
security events at rates as high as 1 alert/50 ms and 1 alert/20 ms, or when employing either the basic or the 
advanced privacy policy. 

2.4.3.1.4 Anomaly detection 

ID KPI Phrase Unit Weight Measured Target Score 

AD1 Correlation time 

 

90 events every 
250 ms 

ms X 2270 250 X 

90 events every 
500 ms 

ms X 476 250 X 

90 events every 
750 ms 

ms X 243 250 X 

90 events every 
1000 ms 

ms 30 206 250 100 

90 events every 
1500 ms 

ms X 215 250 X 

90 events every 
2000 ms 

ms X 209 250 X 

AD2 Stress frequency ms 36 268 350 100 

AD3 Reaction time deviation 90 events every 
250 ms 

% X 83 50 X 

90 events every 
500 ms 

% X 433 50 X 

90 events every 
750 ms 

% X 122 50 X 

90 events every 
1000 ms 

% 10 32 50 100 
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90 events every 
1500 ms 

% X 3913 50 X 

90 events every 
2000 ms 

% X 2914 50 X 

AD4 Improvement rate of 
anomaly detection 
reliability 

DoS % 2 33 50 62 

Port Scanning % 2 50 50 100 

SQLi % 2 50 50 100 

Bruteforce % 2 67 50 100 

Man in the Middle % 2 50 50 100 

Malware % 2 17 50 27 

Jamming % 2 17 50 27 

AD5 Accuracy of the detection of an incident % 10 53 50 100 

Table 31. Anomaly detection KPI results 

 

KPI AD1: Correlation time 

Six rounds of tests have been done, triggering alerts for events received at different frequencies. The test 
environment comprises the generation of one alert per event, sending a total of 100 events per test. 

The “90 events every 1000 ms” scenario was chosen for KPI score calculation, as it acts as the more balanced 
one and provide a pace of events that could be, at some point, reproduced in real environments. 

The results obtained are as follows: 

Sending 90 events at 2000ms per event results in an average correlation time of 209ms. Figure 24 represents 
the complete set of correlation times for this test. The blue line represents the individual measured correlation 
time of every test while the orange line represents the average correlation time.  

                                                      

13 After removing outsider samples. Otherwise it is 77% 

14 After removing outsider samples. Otherwise it is 75% 
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Figure 24. Average correlation time of the anomaly detection reasoner (time between events: 2000ms) 

Increasing the frequency of events to 90 events sent every 1500ms slightly increase the correlation time to 
215ms, which still keeps the measurement under the target. The complete test appears in Figure 25. 

                   

Figure 25. Average correlation time of the anomaly detection reasoner (time between events: 1500ms) 

Increasing the frequency to 1000ms with the same test conditions resulted in an average correlation time of 
206ms (Figure 26). This is, with this pace of events, the average correlation time remains still under the target 
values. 

       

Figure 26. Average correlation time of the anomaly detection reasoner (time between events: 1000ms) 

Sending the batch of events with a separation of 750ms results in an average correlation time of 243ms. In this 
case, the average correlation time is slightly higher than in the case before. Although the average time is still 
under the target value, it can be seen from Figure 27 that the correlation time is higher in the first events of the 
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batch, being roughly established after sending the event number 16. This effect will be clearly visible in the next 
iterations. 

 

Figure 27. Average correlation time of the anomaly detection reasoner (time between events: 750ms) 

The effect of higher correlation time mentioned above is more explicit when the frequency of events increases, 
and they are sent every 500ms. Figure 28 represents the correlation time for 90 events sent every 500ms.  

Although the average correlation time remains in an acceptable 476ms, significant high correlation time for the 
first 19 events can be seen, starting with correlation times of 2,5 seconds and decreasing till it is established in 
around 200ms. The explanation of this has to do with the computational resources of the machine that is hosting 
the Anomaly Detection Reasoner and the speed to open new threats to process the incoming events. The 
Anomaly Detection Reasoner is running on a dedicated server with an Intel(R) Xeon(R) CPU E5-2650 v2 
@2.60GHz with 4 CPUs and 16GB of RAM. Looking at the previous tests, when the events are received with a 
separation of, for instance, 1000ms, the CPU is capable of processing it (and generate the corresponding alert) 
without the need to initiate new workers (this is, new process threads). However, when the pace of higher a new 
event is received when the previous thread is not finished processing the previous event, having to instantiate a 
new worker and new threats. As long as the pace of events is increased, the delay is also increased due to the 
time required to instantiate new threads. Once all possible threads are established the total time to process them 
becomes stable as no further time is required to instantiate new threads and all of them are already devoted to 
process the events received.  

 

           

Figure 28. Average correlation time of the anomaly detection reasoner (time between events: 500ms) 

The effect of the high delay due to opening new threads is even more noticeable in the experiment that sends 
events every 250ms. In this case the frequency of events is considerable higher and the correlation time of the 
Anomaly Detection Reasoner does not become stable during the experiment. Figure 29 shows how the average 
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correlation time constantly decreases till almost the end of the experiment when it gets to acceptable correlation 
times. However, the average correlation time of the full experiment remains in 2270ms, which is higher than the 
expected target, therefore decreasing a lot the performance. The next KPI (stress frequency) will further explore 
about maximum event frequency that keeps acceptable correlation times.  

 

 

Figure 29. Average correlation time of the anomaly detection reasoner (time between events: 250ms) 

KPI AD2: Stress frequency 

The results of this experiment are shown in Figure 30. In this experiment a set of 100 events are sent at different 
paces. The average correlation time is calculated for every frequency and is annotated. The frequency was 
changed several times and the experiment was repeated looking for an average correlation time of 500ms. Figure 
30 shows that for the experiment done the frequency of events that maintain an average correlation time of 
500ms is in 268ms. This is, sending events separated in time with less than 268ms will result in average 
correlation time higher than 500ms. The explanation to this has to do with the same effect shown in the Correlation 
Time KPI for high frequencies: instantiating new threads to process events takes lots of time compared to 
correlation times, which cause the average correlation time to be high when many events are received in a very 
short time window. The stress frequency allows knowing the behaviour of the Anomaly Detection Reasoner for 
the available hardware. It is expected that a more powerful hardware (specially in terms of CPU) would result in 
higher stress frequencies.  

 

Figure 30. Stress frequency experiment 
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KPI AD3: Reaction time deviation 

For this KPI the experiments carried out for the Correlation Time were reused, measuring the deviation with 
respect to the average correlation time. Two values are obtained for the deviation: the upper deviation, 
considering the deviation between the maximum correlation time and the average, and the bottom deviation, 
which considers the deviation between the minimum correlation time and the average. The maximum value will 
be the deviation time for this KPI. 

For KPI score calculation, we use the “90 events every 1000 ms” scenario again, as it is balanced and provides 
a pace of events that could be, at some point, reproduced in real environments. 

For the experiment that sends 100 events at a frequency of 250ms between events it was obtained a maximum 
correlation time of 4077ms and a minimum correlation time of 378ms (see Figure 29). This result in a 80% for 
the upper deviation and a 83% for the bottom deviation, having a max deviation of 83% for this experiment: this 
is a very high deviation with respect to the objective. 

For a frequency of 500ms, the experiment shows a maximum correlation time of 2541ms and a minimum 
correlation time of 169ms (Figure 28). This results in an upper deviation of 433% with respect to the average 
correlation time, and a bottom deviation time of 64%. Again, these values are considerable higher than the 
objective. 

For the experiment that sends events at 750ms per event the maximum deviation is 122% and the minimum is 
28 (Figure 27). This is still a high value. Looking at Figure 27 we can see that the maximum correlation time 
occurs at the beginning of the text, which result in the upper deviation time of 122% (this is, very high). The 
explanation to this value and to the high values obtained for the experiments with 500ms and 250ms is the same 
as the given for the peak of correlation times at the beginning of the experiments: the need to instantiate new 
threads makes it necessary to devote very high times with respect to the time taken to correlate an event once 
the thread is already instantiated, resulting in a big difference in the correlation times. 

This effect is considerable minor in the experiment where the events were sent every 1000ms (Figure 26). In this 
case, the maximum correlation time is 273ms and the minimum correlation time is just 152ms, resulting in and 
upper and bottom deviation of 32% and 27% respectively, which are close to the expected values. This means 
that, once the system is stable in terms of computational resources and arrival frequency of events, the correlation 
times are less fluctuant than in the previous cases.  

For the experiment corresponding to events sent every 1500ms the maximum correlation time is 381ms and the 
minimum correlation time is 166ms. This result in upper and bottom deviation values of 77% and 23%. Although 
the upper deviation seems to be very high for the low frequency of the events, we have to take into consideration 
the time of the individual samples. Looking at Figure 25 there is an outsider event that occurs in event number 
28, for which the correlation time is considerable higher than the rest of the events. If we get rid of such outsider 
(Figure 31) it results in a max correlation time of 300ms, which results in an upper deviation of 39%, which is a 
rate much more acceptable than the 77% obtained before. 

 

Figure 31. Max correlation time corrected for 1500ms 

For the frequency of 2000ms the deviation calculations are done using a maximum correlation time of 366 and a 
min correlation time of 113ms, resulting in upper and bottom deviation rates of 75% and 45%. Same as for the 
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1500ms, we can see in Figure 24 that there are several isolated outsiders that appears in samples 15, 34, 55 
and 70 for the upper case and in sample 9 for the bottom case. If we remove those outsiders from the experiments 
results in a maximum correlation time of 270ms and a minimum correlation time of 150ms, resulting in an upper 
deviation rate of 29% and a bottom deviation time of 28% (Figure 32).  

 

Figure 32. Max and Min correlation time corrected for 2000ms 

 

KPI AD4: Improvement rate of anomaly detection reliability 

For obtaining this KPI seven of the most representative incidents have been selected. Notice that rather than 
being a comprehensive set of incidents, this is simply a sample used to represent this KPI for a given incident. 
To this end, the list of incidents selected are: 

◼ Denial of service 

◼ Port scanning 

◼ SQL injection 

◼ Bruteforce attacks (e.g., against a SAMBA server) 

◼ Man in the Middle (e.g., to perform data tampering and compromise message integrity) 

◼ Malware 

◼ Jamming 

The following tools have been used for the calculation of the KPI: 

◼ Honeypots, provided by FORTH in CIPSEC 

◼ NIDS, provided by ATOS in CIPSEC 

◼ Secocard, provided by EMPELOR in CIPSEC 

◼ HSM, provided by University of Patras in CIPSEC 

◼ Gravityzone, provided by Bitdefender 

◼ DoSSensing, provided by Worldsensing 

◼ Cloud IDS, provided by FORTH 

 

Table 32 represents a mapping between the incidents considered in the calculation of this KPI and the tools used 
in CIPSEC. 
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Incident → 
DoS Port Scanning SQLi Bruteforce MiTM Malware Jamming 

Sensor ↓ 

Honeypot   X X X       

NIDS X X X X X     

Secocard       X       

HSM         X     

Gravityzone           X   

DoSSensing             X 

Cloud IDS X X X X X     

Table 32. Mapping between incidents and tools 

This KPI is obtained by counting the number of incidents not detected by the tools available. Using Table 32 we 
can see that, for example, for incident DoS there are 5 tools not detecting it and 2 that can detect it. For Port 
Scanning there are 3 tools detecting it and 4 not detecting it. Aggregating all this data to the 7 characteristic 
incidents considered in this calculation we can obtain the accuracy rate of the CIPSEC framework as: 

𝐼𝑚𝑝𝑟𝑜𝑣𝑒𝑚𝑒𝑛𝑡 𝑟𝑎𝑡𝑒 = 100 ∗
2 + 3 + 3 + 4 + 3 + 1 + 1

5 + 4 + 4 + 3 + 4 + 6 + 6
=

17

32
= 53%  

In terms of KPI score calculation, each of the seven attacks were given an equal weight, and a KPI score was 
calculated for each of the attacks, making it essentially an average. 

 

KPI AD5: Accuracy of the detection of an incident 

Using the same set of incidents considered in the calculation of the KPI AD4 and considering the definition of the 
KPI, being the detection reliability rate defined as 100*Y/X, being X=7 as the total amount of tools and Y the 
number of tools capable of detecting a given incident. The result is represented in Table 33. For example, for the 
incident DoS, two tools can detect it: NIDS and Cloud IDS, obtaining a score of 100*2/7=33% 

 

Incident → 
DoS Port Scanning SQLi Brutefoce MiM Malware Jamming 

Number of tools 
detecting the 
anomaly 

2 3 3 4 3 1 1 

KPI: Improvement 
rate of anomaly 
detection reliability 

33% 50% 50% 67% 50% 17% 17% 

Table 33. Criteria for calculating the accuracy rate 

2.4.3.1.5 Vulnerability assessment 

ID KPI Phrase Unit Weight Measured Target Score 

VA1 Percentage of CI assets tested within 
the past 24 months 

% 50 100 100 100 

VA2 Percentage of vulnerability reduction in 
the past 24 months 

% 40 65 80 75 
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VA3 The length of time from when a 
critical/high risk vulnerability is 
identified until it is verified closed 

Days 40 45 30 75 

VA4 Increased percentage of new 
vulnerabilities identified during the time 
that the VA service was used 
compared to the period prior to using 
this service 

% 30 65 80 75 

VA5 The level of satisfaction of the 
organization with the quality of the 
vulnerability report 

Number 40 6 7 86 

VA6 The level of satisfaction of the 
organization with the vulnerability 
mitigation actions suggested in the 
report 

Number 30 6.5 7 93 

VA7 The level of satisfaction of the 
organization with the presentation of 
findings in the CIPSEC dashboard 

Number 20 6 7 86 

Table 34. Vulnerability assessment KPI results 

 

As already described above, the Critical Infrastructure can be considered as a single element of analysis as it is 
made up of a single COP that is highly integrated and interconnected with the elements / stations present in the 
Piedmont area, which includes 76 stations.  

The VA performed on the infrastructure gave indications of the detected vulnerabilities to which the infrastructure 
was subjected. Once the vulnerabilities have been identified, the ones considered more critical and then the less 
critical ones have been resolved. 

It must be taken into account that the remaining 20% of the detected criticalities have not been resolved due to 
the infrastructural and applicative obsolescence. 

The COMSEC report revealed the number of vulnerabilities and classified according to their importance, including 
those considered at high risk. The phases of: analysis and prioritization of vulnerabilities have been set; activation 
of support groups, check points with possible recycling of previous phases; at the end we proceeded with the 
verification of the feasibility of the closure and the definition of the status as resolved (positive case) or not 
resolvable (negative case) and the detailed description of the residual criticalities found. 

The knowledge of problems related to information security on the infrastructure was partial because they were 
detected only some of the vulnerabilities such as the obsolescence of the Operating System, the non-adoption 
of antivirus systems and weak passwords. An effective VA service made it possible to identify other vulnerabilities 
otherwise difficult to find. 

In order to assess the degree of satisfaction and knowledge of the organization, questionnaires were submitted 
and interviews were carried out with the subjects mainly concerned. Through the exposure of the processes 
implemented and the actions taken, the organizations involved are aware of the issues previously ignored. The 
awareness on issues related to information security has consequently increased. 

2.4.3.2 Assessment of requirements fulfilment 

The AQRN system is composed of the following components: 
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◼ The data collection system, distributed on the territory of the Piedmont Region, consisting of stations for 
detecting environmental data identified as Peripheral 

◼ A central data collection node that operates the Peripherals query and operates as a collector of the 
surveys carried out on the pertinent territory, the Piedmont Region. 

◼ A system of registration and subsequent validation of data quality and online publication 

◼ Diagnosis systems 

Currently these systems are grouped in security zones, which are therefore protected according to their criticality. 
The security analysis is based on ISO 27001 integrated by specific measures relating to the individual domains 
concerned. 

Communication between these zones takes place via standard IP networks. Depending on the levels of the 
connected zones, the communication paths are protected by firewalls and Web Application Firewalls, which filter 
the communication and the access rules based on specific security policies. 

The results of this analysis are then transferred to the SOC where analysts can investigate possible attacks and 
initiate countermeasures if necessary. 

Arpa and CSI Piemonte expect the CIPSEC framework to protect the critical infrastructure based on the following 
aspects: 

◼ Control of Peripheral stations (usability, effectiveness, robustness, control, warning) 

◼ Control on the work area of the Aria room (usability, effectiveness, robustness, control, warning) 

◼ Verification and control on the COP (robustness, availability, reliability, integrity) 

◼ Connections with other systems (availability, integrity) 

The following is the list of coverage of each security required in evidence by product: 

◼ XL-SIEM and sensors 

◼ Honeypot / Cloud security tool 

◼ Gravity Zone 

◼ Visual forensics analysis tools 

Each of these components has the right place and works in the cloud environment created specifically for the 
simulation of the virtualized and cloud architecture CIPSEC framework. 

The tested components were installed in the CSI Piemonte Virtual Data Center. 

The CIPSEC structure has proved to be sufficiently flexible for the architecture adopted and for new-generation 
computing environments. 

2.4.3.3 Assessment of user experience 

The tests on the CIPSEC framework were performed at six different times, always using the virtualized VDC 
infrastructure of the remote CSI Piemonte and a final test during the general meeting in Turin. 

Several test sessions were required as in some cases it was necessary to calibrate the parameters and 
configurations. 

In conclusion we can note that: 

◼ The CIPSEC framework improves security and provides us with many tools that can be used to manage 
incidents - from honeypot intrusion detection tools, forensic analysis and Total defender / Gravity zone. 
Through the use of these tools we have been able to make the AQRN infrastructure evolve with latest 
generation tools in the field of information security and raising the levels of information security set at 
levels higher than those previously implemented by the adoption of CIPSEC. 
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◼ We recommend the adoption of automatic deployment tools to facilitate the diffusion of the CIPSEC 
framework both on physical and virtualized infrastructures of the latest generation such as containers. 

2.5 Final security features scores 

In the following table, final scores for each security feature are presented. The scores are based on specific KPIs 
scores and weights, according to formulas presented in the methodology section (2.1). Fractions were rounded 
to the nearest integer. 

ID Security Feature Score 

IAM Identity and Access Management 99 

IM Integrity Management 100 

EDR Endpoint detection and response 98 

EDR IND Intrusion Detection 96 

EDR MLW Malware Detection, Blockage, Analysis and Removal 100 

EDR NHM Network and Host Activity Monitoring 97 

EDR AJ Anti-jamming 100 

DE Data Encryption 100 

DAP Data Anonymization and Privacy 100 

AD Anomaly Detection 96 

FA Forensics Analysis 94 

VA Vulnerability Assessment 85 

TRA Training Service 83 

PAT Patching Service 100 

OT Other 100 

Table 35. Final scores for CIPSEC security features 
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3 Total Cost of Ownership 

3.1 Methodology 

The object of this chapter is to develop the rationale behind the need for CIPSEC to protect critical infrastructures. 
Besides the obvious benefit of preventing a wide plethora of attacks and its disastrous consequence, it is also 
important to analyse the economic benefit of adopting the framework. Any economic analysis should consider 
two sides, the costs of following a certain strategy and the benefits obtained out of it, and this analysis should be 
done within a certain reference timeframe. 

Regarding the cost, it is necessary to identify the different cost chapters to consider in the analysis. CIPSEC 
needs the involvement of certain client´s internal staff during the process of installing and set up, therefore this 
is translated into certain personnel costs. Also, a number of hardware resources need to be put in place to support 
the solution (processing power, memory, hardware, or equipment like cables, switches, routers or similar to name 
a few examples of diverse laboratory equipment). In addition, the software part has a certain intellectual property 
leading to request the periodic payment of a license to use it. The client is invoiced for the installation and the 
setup and might pay extra fees for the customization and integration of specific modules following the client 
requests.  

Once deployed, it is needed to provide periodical training sessions so that the platform is exploited wisely and 
efficiently. The daily operation of the framework request personnel costs related to the internal staff. There are 
also costs related to maintain the hardware that the solution needs and costs for further equipment acquisition. 
The software also requires some maintenance and there will be costs related to IT support and troubleshooting. 
Licensing also requires periodic payments beyond the initial one. Periodically major upgrades will come both for 
the baseline installation and setup, and for the customization and integration, following new requirements posed 
by the client. The client will also require at certain points specific consulting services which are invoiced 
separately. Finally, it should be considered in the analysis the costs derived from downtimes, outages and failures 
and also the lower performance happening when scaling up is needed until it is actually accomplished. 

There are also indirect or intangible costs like the consumption of electric energy for instance. This is usually 
estimated as an overhead of the direct costs. Costs will be higher or lower depending on the complexity of the 
deployment or the number of people to be involved. This is usually correlated to the size of the organization. 

In this task we will adopt a pragmatic approach following a cost structure meaningful enough that permits to 
identify the most important expense chapters. The approach is flexible enough to cover the cases of both the 
cloud (hybrid) and on-premise deployment. The cost structure is the following: 

 

CHAPTER SUB-CHAPTER AMOUNT 

Investment costs Personnel costs  

Laboratory equipment  

Licenses and permits  

Pre-consulting costs  

Installation and setup  

Customization and integration  

Future costs Training  

Personnel costs  
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Further equipment acquisition  

Equipment maintenance  

Software maintenance  

IT Support and troubleshooting  

Periodic licenses and permits  

Major upgrades installation and 
setup 

 

Major upgrades customization and 
integration 

 

Consulting service  

Downtime, outage and failure costs  

Diminished performance15  

Indirect costs  

Table 36. Cost structure for the total ownership cost analysis 

 

The benefit of having CIPSEC is directly related to the importance of the assets the company wants to protect. 
The higher the economic value an asset has, the higher the loss would be if a cyber-attack succeeds and the 
asset is heavily affected. It is necessary some methodology to determine the value of the assets. We will leverage 
a methodology used in the WISER project which is an adaptation of ISO31000 and ISO31010 practices in cyber 
risk assessment16. This methodology relies on the identification of the one-by-one list of the assets to protect and 
the estimation of the potential impact a successful attack may have on them. This impact is considered from the 
perspective of three information properties17: 

• Confidentiality: the information is not made available or disclosed to unauthorized individuals, entities or 
processes.  

• Integrity: this property ensures maintaining and assuring the accuracy and completeness of data over its 
entire lifecycle. 

• Availability: The information must be available when required. 

In the following steps, the methodology comprises are explained. For better understanding, an example will be 
developed in parallel: 

The first step refers to the need to understand the client organization. It is about collecting information concerning 
the company business processes and the applications providing services. In the context of CIPSEC a thorough 
work in this respect was done in WP3, so this part will benefit from the results coming from this WP. In this step 
we are searching for the following information: 

                                                      

15 This could apply in the case when it is needed to scale up resources and there is a reaction time in which the system does not perform 
with the adequate quality standards. 

16 This methodology is presented in WISER D6.3 “FSP1 – Cyber secure assessment processes of financial institutions, preliminary version”.  

17 In some other deliverables of CIPSEC these features also appeared and were referred to in such contexts as “security features” 
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• The company annual revenue information, i.e. the earnings before interests, taxes and amortization. This 
is, the EBITDA. If the company does not consider EBITDA because of, for example, being a public 
company, we will consider the exploitation revenues instead. 

• A clear list of the digital assets (machines and applications) to be protected. This is already in place 
thanks to the work done in WP3. In particular, this is detailed in deliverables D3.1, D3.2 and D3.3. 

As an example, we will consider an SME with a EBITDA of 1100000 € and 4 assets to protect: 3 host machines 
(named Host 1, Host 2 and Host 3) and a corporate application (named application 1) 

In the second step, we consider the scenario of a successful cyberattack and we want to associate economic 
losses to it. To do it, we need to assign a percentage of the EBITDA to four different impact severity levels: 
Catastrophic, High, Medium and Low. 

To assign these percentages, we need to know what Catastrophic, High, Medium and Low mean in five different 
contexts. This is illustrated in the following table18: 

 

IMPACT  Risk Catastrophic 
level 

High level Medium level Low level 

Financial loss The realisation 
of an 
unexpected 
financial loss 

Global loss that 
could seriously 
undermine the 
company 
economic 
stability 

BUs (Branches 
or region) that 
could seriously 
undermine the 
BU´s economic 
stability 

BU (Branch) 
loss that could 
partially 
undermine the 
BU´s economic 
stability 

BU (branch) 
loss that could 
partially impact 
the BU´s 
economic 
earnings 

Operative 
consequences 
and client´s 
damage 

Indirect 
damages to the 
company 
clients 

Damage to all 
clients of the 
company: stop 
to all their 
product lines / 
services 

Damage to all 
clients of the 
company: stop 
to one of their 
product lines / 
services 

Damage to 
some clients of 
the company: 
stop to all their 
product lines / 
services 

Damage to 
some clients of 
the company: 
stop to one of 
their product 
lines / services 

Reputation 
damage 

Damage to the 
company´s 
reputation that 
could ultimately 
have direct or 
indirect impact 
on the 
shareholder 
value of the 
business 
earnings from 
other services 

Adverse and 
sustained 
international 
media coverage 
and/or reduced 
confidence of 
the public at 
large and/or 
demonstrable 
damage to 
image/credibility 

Adverse 
comments in 
international 
media 
accompanied 
by stakeholder 
action and/or 
reduced 
confidence in a 
range of 
products or 
services. 

Adverse 
comments in 
national media 
and/or reduced 
confidence in a 
specific product 
or service. 

Adverse 
comments in 
local media 
and/or reduced 
confidence 
confined to a 
limited number 
of customers. 

Regulatory / 
legal non-
compliance 

Failure to 
comply with 
legal, regulatory 
(e.g. General 
Data Protection 
Regulation) 

Expected to 
provoke 
extremely 
damages in 
more than a 

Expected to 
provoke 
extremely 
damages only 
in one country 

Expected to 
result in 
litigation in 
several 
countries 
and/or with 
some of the 

Expected to 
result in 
litigation only in 
one country 
and/or with few 
clients 

                                                      

18 Extracted from WISER Deliverable D6.3 
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country to 
several clients 

and / or several 
clients 

clients in more 
than a country. 

Claims cost Legal and direct 
cost of 
costumers’ 
compensation 
in case of 
breach of 
contractual 
commitments 
(e.g. Service 
Level 
Agreements). 

Expected to 
compensate all 
clients of the 
Company. 

Expected to 
compensate all 
clients of the 
Company. 

Expected to 
result in 
litigation in 
several 
countries 
and/or with 
some of the 
clients in more 
than one 
country. 

Expected to 
result in 
litigation only in 
one country 
and/or with few 
clients. 

Table 37. Business impact reference table 

 

In the example, we will consider that the client decides to assign percentages of 100%, 70%, 40% and 10% of 
the EBITDA to the losses related to attacks with catastrophic, high, medium and low impacts respectively. 

In the third step, for each asset in the list the client decides if the impact of a successful attack would be 
catastrophic, high, medium or low for the three properties: confidentiality, integrity and availability. 

In the example, we will consider that the client decides as expressed in the following table: 

  

EBITDA: 1100000 € 

Host / 
Application 
(target) 

C I A C I A 

Host 1 High Medium High 70% 40% 70% 

Host 2 Catastrophic High  Medium 100% 70% 40% 

Host 3 Catastrophic High High 100% 70% 70% 

Application 1 High High  Medium 70& 70% 40% 

Table 38. Assignment of losses derived from cyberattacks per target and per information property (C, I, 
A) 

 

In the first [C, I. A] column tuple, the clients decides the level of impact an incident would have. In the second 
tuple, we see the corresponding percentages the client chose in the second step.  

In the fourth step, for each asset, the risk damage would be the percentage of the EBITDA corresponding to the 
information property (Confidentiality, Integrity or Availability) with the most severe impact. 

The table below shows this for the example: 

EBITDA: 1100000 € 
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Host / 
Application 
(target) 

C I A C I A Risk damage 

Host 1 High Medium High 70% 40% 70% 770000 € 

Host 2 Catastrophic High  Medium 100% 70% 40% 1100000 € 

Host 3 Catastrophic High High 100% 70% 70% 1100000 € 

Application 1 High High  Medium 70& 70% 40% 770000 € 

Table 39. Assignment of risk damage per asset related to cyber attacks 

 

Avoiding a loss can be actually considered as a benefit. To evaluate if the investment on CIPSEC is worthwhile 
it is necessary first to choose a certain analysis timeframe. A period of five years would be adequate as it is the 
typical period chosen to express amortizations of goods. Then, it should be estimated the costs incurred for 
having CIPSEC in such timeframe. Then these costs should be compared to different scenarios of successful 
cyberattacks and the associated losses in terms of EBITDA percentage. It is important to mention that not all 
incidents affect the three properties (C, I, A), for each incident only the actually impacted properties should be 
considered. If the losses encountered are much higher than the costs, we can think that the investment will be 
worthwhile if the organization is ever attacked. This is, the very first attack would justify the investment. If the 
losses are comparable to the costs or are lower, it means that the investment is worthwhile only in an aggressive 
landscape in which the organization is attacked several times. It is really difficult to predict how many times the 
organization will be attacked within the timeframe. Several reports can be consulted including statistics of past 
years and trend analysis; this could help make the decision. 

3.2 DB – Railway 

3.2.1 Business impact analysis 

Following the methodology explained in section 3.1, the business impact analysis is carried out. In this analysis, 
we consider the assets included in the pilot and the table below is based on that presented in deliverable D3.1. 
We consider that the DB pilot provides good representativeness of the whole DB IT/OT infrastructure. This means 
that the casuistic covered in this table includes the whole rail infrastructure under DB responsibility. 

Being rigorous, it is not valid to consider that all the exploitation revenues come from the exploitation of the IT/OT 
infrastructure. This means that we need to estimate what percentage of the exploitation revenue is linked to the 
exploitation of the devices represented in the pilot. In the case of DB, we have considered an estimation of the 
70% of the EBITDA. The EBITDA figures used in this analysis have been obtained after inquiring DB themselves 
in the context of this task. This is summarized in the table below in which for each device a risk damage is 
assigned. “C”, “I” and “A” are the known tuple “confidentiality, integrity, availability”. 

 

EBITDA (70%): 3238200000 € 

Host / Application (target) C I A C I A Risk 
damage (€) 

Interlocking system Low Medium High 10 40 60 1942920000 
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Control room workstations Low Medium High 10 40 60 1942920000 

Object controller Low Medium High 10 40 60 1942920000 

Field devices Low Catastrophic Catastrophic 10 75 75 2428650000 

Connection with other systems Low Medium Medium 10 40 40 1295280000 

Documentation system High High High 60 60 60 1942920000 

Maintenance and diagnose module Medium High High 40 60 60 1942920000 

KISA Module Medium High High 40 60 60 1942920000 

ETCS Low Medium Medium 10 40 40 1295280000 

Table 40. Business impact analysis for DB 

3.2.2 Cost analysis of running CIPSEC 

The table below summarizes the results of the cost analysis done for DB. Beside each chapter there is a number 
that refers to the rationale behind its calculation, which is explained in the text below. It has to be taken into 
account that the amounts reflected are estimations. These estimations are calculated combining information 
obtained from the partners themselves (like the daily tariffs for different professional profiles or the needed time 
to do activities such as installations, setups, integrations, etc) and desk research (for example to obtain equipment 
prices). In some cases, some assumptions have been made. The applied timeframe for this analysis is 5 years. 
This also applies for the cost analysis made for HCPB (section 3.3.2) and CSI (section 3.4.2). 

CHAPTER SUB-CHAPTER AMOUNT 

Investment costs Personnel costs (1) 4400 € 

Laboratory equipment (5) 3906500 € 

Licenses and permits (7) 100000 € 

Pre-consulting costs (17) 13125 € 

Installation and setup (3) 580025 € 

Customization and integration (6) 538525 € 

Future costs Training (16) 111875 € 

Personnel costs (2) 39000 € 

Further equipment acquisition (8) 390650 € 

Equipment maintenance (10) 914400 € 

Software maintenance (11)  1082750 € 
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IT Support and troubleshooting 
(12) 

0 € 

Periodic licenses and permits (13) 100000 € 

Major upgrades installation and 
setup, customization and 
integration (9) 

2692625 € 

Consulting service (4) 46500 € 

Downtime, outage and failure 
costs (14) 

124000 € 

Diminished performance (15) 248000 € 

Indirect costs (18) 2735093 € 

TOTAL 12329825 € 

Table 41. CIPSEC cost analysis for DB 

(1) Gross salary (including social insurance and other fees) of two DB engineers participating in the 
installation and setup process for two weeks. 

(2) Gross salary corresponding to the 10% of the time of one DB IT engineer during the 5-year-timeframe. 
This time is devoted to the operation of the CIPSEC Framework 

(3) These are the costs associated to the effort put by each component owner to the installation and setup 
process (mostly based on deliverable D4.1): 

a. EMP: Installation of Secocard takes 1,5 hours per host. In this example we are assuming 3000 
hosts, so this would be a tariff for 4500 hours.  

b. AEGIS: Identification of CIPIs (1 day), VM Setup (1 day), Configuration of AEGIS VM agents (1 
day per 25 agents, let´s consider 3000 agents -> 120 days), connection with AVT and testing 
(0,5 days per 25 agents, let´s consider 3000 agents -> 60 days). 182 days in total. AEGIS tariff 
for one IT engineer for this period. 

c. ATOS: Tariff for two IT engineers corresponding to two weeks of work each. This will provide 
support to the installation in the most critical points in the infrastructure. 

d. WOS: Tariff for an engineer working on the installation of 200 anti-jammers for the whole 
infrastructure. Installing one takes half a day, thus it would be the salary of 20 weeks. 

e. BD: Tariff for two IT engineers corresponding to two weeks of work each. This will provide 
support to the installation in the most critical points in the infrastructure. 

f. FORTH: Tariff for two IT engineers corresponding to two weeks of work each. This will provide 
support to the installation in the most critical points in the infrastructure. 

g. UPC: Dashboard deployment. Tariff for a full day of work of an IT engineer 

h. UOP: The installation follows a do-it-yourself approach, so not intervention from UOP personnel 
is foreseen. It can be requested on demand if needed. 

(4) This subchapter corresponds to the provision of consulting services: 

a. ATOS: Revision and update of the contingency plan halfway the timeframe. 3-day-work of a 
security consultant. 

b. COMSEC: Tariff corresponding to the work of a cybersecurity expert during a week per year 
during 5-year-timeframe to perform the vulnerability assessment. 
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c. AEGIS: Tariff for a security consultant analysing network traffic and host parameters during a 
week on half-yearly basis during the 5-year-timeframe. 

(5) This subchapter addresses the need for laboratory equipment 

a. DB: New machines acquired to host ATOS XL-SIEM agent, AEGIS agent, the BD Gravity Zone 
Server and FORTH honeypot, as described in deliverable D3.5. 

b. ATOS: Price for a server with these features: Intel Xeon E3-1270 v6 4-core 3.8GHz 8MB 8GT/s; 
64 GB (4x 16 GB) ECC DDR4 2666 RAM 2 Rank ATP (Premium); 4 x 1 TB SATA III Toshiba 
3.5" 7.2k (512n). 

c. WOS: Estimated price for the provision of 200 anti-jammers. 

d. EMP: Estimated price for the provision of 3000 Secocards. 

e. UOP: Estimated price for the provision of 3000 HSMs. 

f. FORTH: This tool can share resources to be stored in the abovementioned machine acquired by 
DB. 

g. BD: This tool can share resources to be stored in the abovementioned machine acquired by DB. 

h. AEGIS: This tool can share resources to be stored in the abovementioned machine acquired by 
DB. 

i. UPC: The dashboard is integrated in the abovementioned machine associated to ATOS. 

(6) This subchapter covers the costs associated to customization and integration. It considers: 

a. ATOS: Tariff for an IT engineer corresponding to a week of work. It includes remote support to 
integration. 

b. WOS: Tariff for an IT engineer integrating 200 anti-jammers. 20 full-day. 

c. UPC: It covers the dashboard integration. It is the tariff for a full day of work of an IT engineer, 

d. UOP: It is done by the client; “do-it-yourself” approach. 

e. FORTH: Tariff for an IT engineer corresponding to a week of work. 

f. BD: Tariff for an IT engineer corresponding to a week of work. 

g. AEGIS: Tariff for an IT engineer corresponding to 300 days of work integrating the 3000 agents. 

h. COMSEC: Tariff for one day of work of a security consultant to optimize the output of the 
vulnerability assessment service. 

i. EMP: We will assume the same amount of work for integration activities that we assigned to the 
installation and setup 

(7) Estimated price, basing mainly on size and complexity of the infrastructure. 

(8) We have estimated approximately the 10% of the initial investment on further equipment acquisition 
during the 5-year-timeframe. 

(9) With respect to major upgrades installation and setup, customization and integration, for simplicity, we 
consider annual upgrades within the 5-year-timeframe and the associated yearly costs the same as the 
initial integration and customization. 

(10)  Equipment maintenance: 

a. ATOS: Enterprise package, including hardware replacement the same day, hotline 24/7, onsite 
service same day. 

b. DB: For simplicity, we will consider the same price given for ATOS 

c. WOS: We will simplify considering the reference price we have for ATOS applied to each major 
station and, as the number of anti-jammers is the same in the rest of stations, we will consider 
the same amount. 
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d. UOP: For simplicity we will consider the cost of replacing units not working anymore. We will 
consider a 25% of replacement for the 5-year-timeframe. 

e. EMP: For simplicity we will consider the cost of replacing units not working anymore. We will 
consider a 25% of replacement for the 5-year-timeframe. 

(11)  Regarding the software maintenance, we consider the 20% of the time invested in developing CIPSEC. 
To calculate such time, we take as reference the effort assigned to WP2 in CIPSEC. This would be the 
annual time. It has to be multiplied by 5 to consider the whole 5-year-timeframe. 

(12)  The IT support and troubleshooting are included in the maintenance costs. 

(13)  It is the same price of the initial license, which is renewed once during the timeframe. 

(14)  Regarding the downtime, outage and failure costs, we consider that the availability, even if the desired 
one is 100%, will actually be 99%. This is, it will be unavailable 1% of the time. 

(15)  We use the same approach as in (14) but using a 2% of time of diminished performance. 

(16)  Five full days for each of the five main DB venues in Germany (Berlin, Munich, Hamburg, Frankfurt and 
Cologne), giving twenty-five days of dedication of security specialists from the different providers at their 
daily tariff. These days are distributed within the 5-year-timeframe. 

(17)  Tariff corresponding to two days of work of ATOS, WOS and UPC, UOP and EMP to analyse the client 
infrastructure and identifying requirements. 

(18)  The indirect costs are the 25% of the sum of all costs included in the chapter “future costs”. 

3.2.3 What-if analysis for benefit estimation 

As presented in the methodology, we consider a benefit the money saved when an attack is blocked due to the 
correct performance of CIPSEC. This money could have been lost without CIPSEC running in the infrastructure. 
We say “could” and not “would” because it is clear that DB had already some security applications running in the 
infrastructure and, in some cases, it would have been enough with having in place such configuration to stop a 
specific attack. In consequence, for such loss to take place it is needed that 1) CIPSEC is not running, 2) the 
present systems are not capable of stopping the attack and 3) the attacker is skilful enough to get hold of the 
targeted assets. In this what-if analysis and in particular in section 3.2.4 we consider the benefit linked to avoiding 
a major incident scenario and also that linked to a minor one. We hypothesize that a major incident would affect 
devices of the same type deployed in a very ample part of the DB infrastructure and, in our approach, this would 
imply the 100% of the risk damage calculated in Table 40 in section 3.2.1. On the other side we will consider a 
minor incident the one that affects a certain type of device in a very focused part of the infrastructure and is not 
propagated in the rest of the infrastructure. For this type of incident, considering the size of the DB network, and 
insisting on the fact that is focused, we will consider the 0,01% of the risk damage calculated in Table 40 in 
section 3.2.1. 

This is summarized in section 3.2.4. The conclusion of this analysis is the following: 

• From the purely economic perspective, the investment on CIPSEC is only profitable if a major incident 
takes place within the 5-year-timeframe or minor incidents often happen. 

• Considering the fact that part of the infrastructure is located outside premises and potential target not 
only for vandalism but also for cyber crime, the occurrence of incidents (small very likely, but maybe 
several) should not be discarded at all. Then any help to strengthen the protection of the outer part of 
the infrastructure will be welcome. Regarding the inner part, it is known that the IT department makes a 
thorough effort for isolating the network and the connection to Internet is reduced to the very necessary 
minimum. The probability of incidents in the inner part would be minor in consequence. 

• A strong argument in favour of such investment is the fact that the weakest part of the security chain are 
the employees, many times lacking appropriate knowledge on basic cybersecurity. Such employees are 
actually inside the network and unintentional mistakes from their side may enable a wide range of threats 
that would be transformed into attacks to valuable assets in the network. Thus, even if a good network 
isolation is implemented attacks could start from the inner part, that needs to be protected as well. 
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• Finally, a very relevant argument in favour of the investment is that DB is a very particular kind of 
institution, it is a reference company in the railway sector that eases the lives of millions of people taking 
them from one place to another in Germany and neighbouring countries, becoming responsible of those 
millions lives though. Cyberattacks against rail infrastructures may provoke malfunction that could 
eventually lead to disastrous scenarios in very extreme cases with losses of human lives. This could 
undermine the trustworthiness of DB and seriously damage their brand image, with strong impact not 
only for DB employees but also for the German and in general the European society. This is a strong 
reason to support an investment like CIPSEC. As presented in the section 2 of this document, CIPSEC 
brings the combination of heterogeneous products that had not worked together in the past, discovering 
how they can make a leap forward in the detection of attacks, paving the way to quicker and effective 
reactions. 

3.2.4 Cost-benefit summary 

The table below presents the summary of the pure cost-benefit analysis. It shows that in the hypothetic scenario 
of a major incident, if CIPSEC can prevent it from happening, a sole avoided attack would justify per se the 
investment. On the other side, for single minor scenarios the balance is negative. 

 

 CIPSEC COST BENEFIT 
(Major incident 
scenario) 

BENEFIT 
(Minor 
incident 
scenario) 

BALANCE 
(Major incident 
scenario) 

BALANCE 
(Minor 
incident 
scenario) 

Interlocking 
system (ESTW, 
ESTW-ZE) 

12329825 € 1942920000 € 194292 € Positive Negative 

Control room 
workstations 

12329825 € 1942920000 € 194292 € Positive Negative 

Object controller 12329825 € 1942920000 € 194292 € Positive Negative 

Field devices 12329825 € 2428650000 € 242865 € Positive Negative 

Connection with 
other systems 

12329825 € 1295280000 € 129528 € Positive Negative 

Documentation 
system 

12329825 € 1942920000 € 194292 € Positive Negative 

Maintenance 
and diagnose 
system 

12329825 € 1942920000 € 194292 € Positive Negative 

KISA Module 12329825 € 1942920000 € 194292 € Positive Negative 

ETCS 12329825 € 1295280000 € 129528 € Positive Negative 

Table 42. Cost-benefit analysis for DB 
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3.3 HCPB – Health 

 

3.3.1 Business impact analysis 

Following the methodology explained in section 3.1, the business impact analysis is carried out. In this analysis, 
we consider the assets included in the pilot and the table below is based on that presented in deliverable D3.2. 
The HCPB pilot is designed to provide the highest and more accurate representativeness of the IT and OT 
devices that can be found in not only this hospital, but also in any other with similar profile. This means that the 
casuistic covered in this table includes the whole hospital infrastructure.  

Conceptually, all the exploitation revenues correspond directly to the provision of healthcare services, paid on 
the basis of pre-established rates by the administration. Said quotas do not discriminate in any case what 
percentage of contribution corresponds to human resources, consumptions of medicines, supplies (medical 
gases, water, electrical power, communications,…), single-use or reusable instruments, prosthesis, 
amortizations of the equipment used in the visit / diagnosis / treatment, percentage of maintenance services for 
equipment and facilities... 
 
Besides, every differentiated typology of clinical service we provide (hundreds of them) requires some particular 
'mixture' of equipments which are not always constant. Equally of pathology, the equipment to be used may 
depend on the complexity of the case, the physical location in which it is performed, the experience and 
preferences of the clinical professionals assigned to it, the existence or not of stocks, the associated 
pluripathology that the patient drags, ... 

Assuming all these conditioning factors and being rigorous, it is not valid to consider that all the exploitation 
revenues come from the exploitation of the IT/OT infrastructure. This means that we need to estimate what 
percentage of the exploitation revenue is linked to the exploitation of the devices represented in the pilot. In the 
case of a hospital, we think that we should follow a really conservative approach and, considering the specific 
size of the HCPB we will consider a 5%. This is summarized in the table below in which for each device a risk 
damage is assigned: 

Exploitation revenues19 (5%): 24386000 € 

Host / Application (target) C I A C I A Risk 
damage 

Monitor vital signs Medium High Catastrophic 25 50 75 18289500 € 

Ventilator machine Low High Catastrophic 5 50 75 18289500 € 

Infusion pumps Low High Catastrophic 5 50 75 18289500 € 

Central monitoring High High High 50 50 50 12193000 € 

Automation control system in ICU (lighting 
blinds) 

Low Medium Medium 5 25 25 6096500 € 

IP Speaker Low Low Medium 5 5 25 6096500 € 

I/O Module Low Low Medium 5 5 25 6096500 € 

                                                      

19 Obtained from https://transparencia.clinic.cat/sites/transparencia.clinic.cat/files/hcb_iaccaa_2017_firma_ey_2.pdf 

https://transparencia.clinic.cat/sites/transparencia.clinic.cat/files/hcb_iaccaa_2017_firma_ey_2.pdf
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Patient camera Medium High High 25 50 50 12193000 € 

Ipad user interface Medium High  Catastrophic 25 50 75 18289500 € 

PC on stick and TV Low Low Medium 5 5 25 6096500 € 

RF Antennas Medium High High 25 50 50 12193000 € 

Biometric access High  High  Catastrophic 50 50 75 18289500 € 

Surveillance camera Low Medium Medium 5 25 25 6096500 € 

Electronic temperature reader alarms Low Medium High 5 25 50 12193000 € 

SCADA (air conditioning system) Low High High 5 50 50 12193000 € 

Voice Over IP Low Low Low 5 5 5 1219300 € 

WiFi Network Medium High High 25 50 50 12193000 € 

Videostreaming codec Low Low Medium 5 5 25 6096500 € 

Videoconference system Low Low Medium 5 5 25 6096500 € 

Standard personal computer Medium High Catastrophic 25 50 75 18289500 € 

Hemodynamic monitor Medium High Catastrophic 25 50 75 18289500 € 

Infusion pump dockstation Low Low High 5 5 50 12193000 € 

Biometric server High High Catastrophic 50 50 75 18289500 € 

RF Reader Server Medium High High 50 75 75 18289500 € 

Table 43. Business impact analysis for HCPB 

3.3.2 Cost analysis of running CIPSEC 

The table below summarizes the results of the cost analysis done for the HCPB. Beside each chapter there is a 
number that refers to the rationale behind its calculation, which is explained in the text below. It has to be taken 
into account that the amounts reflected are rough estimations. The time for which these estimations are applied 
is 5 years. 

CHAPTER SUB-CHAPTER AMOUNT 

Investment costs Personnel costs (1) 1800 € 

Laboratory equipment (5) 23600 € 

Licenses and permits (7) 30000 € 

Pre-consulting costs (17) 2550 € 
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Installation and setup (3) 5450 € 

Customization and integration (6) 5625 € 

Future costs Training (16) 15625 € 

Personnel costs (2) 23000 € 

Further equipment acquisition (8) 2500 € 

Equipment maintenance (10) 3600 € 

Software maintenance (11)  882750 € 

IT Support and troubleshooting 
(12) 

0 € 

Periodic licenses and permits (13) 30000 € 

Major upgrades installation and 
setup, customization and 
integration (9) 

28125 € 

Consulting service (4) 46500 € 

Downtime, outage and failure costs 
(14) 

13800 € 

Diminished performance (15)20 25600 € 

Indirect costs (18) 267875 € 

TOTAL 1408400 € 

Table 44. CIPSEC costs analysis for the HCPB 

(1) Gross salary (including social insurance and other fees) of two HCPB engineers participating in the 
installation and setup process during a week. 

(2) Gross salary corresponding to 10% of the time of one HCPB IT engineer during the 5-year-timeframe. 
This time is devoted to the operation of the CIPSEC Framework. 

(3) These are the costs associated to the effort put by each component owner to the installation and setup 
process21: 

a. AEGIS: Identification of CIPIs (1 day), VM setup (1 day), configuration of AEGIS VM agents (1 
day per 25 agents, considering 20 agents, this gives 1 day), connection with AVT and testing 
(0,5 days per 25 agents, considering 20 agents this gives .5 days). 3.5 days in total. The tariff 
applicable by AEGIS to an IT engineer profile is considered. 

b. WOS: Tariff for an engineer working on the installation of 10 anti-jammers for the whole Hospital. 
Installing one takes half a day, thus it would be the tariff for a whole week. 

                                                      

20 This could apply in the case when it is needed to scale up resources and there is a reaction time in which the system does not perform 
with the adequate quality standards. 

21 The information about the effort needed to carry out activities is mostly based on the data provided in deliverable D4.1. 
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c. ATOS: Tariff for an engineer corresponding to half a day of work. It includes the remote support 
to installation. 

d. BD: Tariff for an IT engineer corresponding to a full day of work.  

e. FORTH: Gross salary for an IT engineer corresponding to a full day of work. 

f. UPC: Dashboard deployment. Tariff for a full day of work of an IT engineer. 

(4) This subchapter corresponds to the provision of consulting services: 

a. COMSEC: Tariff corresponding to the work of a cybersecurity consultant during a week per year 
during a 5-year-timeframe to perform a vulnerability assessment of the protected infrastructure. 

b. ATOS: Revision and update of the contingency plan, done halfway the timeframe. Tariff for 3-
day-work of a cybersecurity consultant. 

c. AEGIS: Tariff for a security consultant analyzing network traffic and host parameters during a 
week on half-yearly basis during the 5-year-timeframe. 

(5) This subchapter addresses the need for laboratory equipment: 

a. HCPB: Virtualization server acquired to host several CIPSEC solutions running inside 
premises22. 

b. ATOS: Price for a server described as follows: Intel Xeon E3-1270 v6 4-core 3.8GHz 8MB 8GT/s; 
64 GB (4x 16 GB) ECC DDR4 2666 RAM 2 Rank ATP (Premium); 4 x 1 TB SATA III Toshiba 
3.5" 7.2k (512n)23 

c. WOS: Provision of 10 anti-jammers. 

d. FORTH: Price for a server described as follows: Intel Xeon E3-1270 v6 4-core 3.8GHz 8MB 
8GT/s; 16 GB (2x 8 GB) ECC DDR4 2666 RAM 1 Rank ATP (Premium); 2 x 2 TB SATA III 
Western Digital Ultrastar (HGST) 3.5" 7.2k (512n)2021 

e. AEGIS: This tool can share resources with the machine dedicated to FORTH honeypots. It stores 
the visualization tool20. 

f. BD: Price for a machine similar to the one hosting the honeypots and the visualization tool20. 

g. UPC: the dashboard is integrated into the machine that includes the components from FORTH 
and AEGIS. 

(6) This subchapter covers the costs associated to customization and integration. It considers:  

a. ATOS: Tariff for an IT engineer corresponding to three full days of work. It includes remote 
support to integration. 

b. WOS: It is the tariff for an IT engineer integrating the 10 anti-jammers. 1 full-day. 

c. UPC: It covers the dashboard integration. It is the tariff for a full day of work of an IT engineer 

d. FORTH: It is the tariff for an IT engineer corresponding to a full day of work. 

e. BD: It is the tariff for an IT engineer corresponding to a full day of work.  

f. AEGIS: It is the tariff for an IT engineer corresponding to two days of work integrating the agents. 

g. COMSEC: It is the tariff for one day of work of a security consultant to optimize the output of the 
vulnerability assessment service. 

(7) Estimated price, basing mainly on size and complexity of the infrastructure. 

                                                      

22 Characteristics of the machine as per deliverable D3.6. 

23 https://www.thomas-krenn.com/en/products/rack-server/4u-server/intel-single-cpu/intel-single-cpu-ri1402h.html 
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(8) We have estimated approximately the 10% of the initial investment on further equipment acquisition 
during the 5-year-timeframe. 

(9) With respect to major upgrades installation and setup, customization and integration, for simplicity, we 
consider annual upgrades within the 5-year-timeframe and the associated yearly costs the same as the 
initial integration and customization. 

(10)  Equipment maintenance: for the equipment considered for the machines related to ATOS, FORTH and 
BD in the chapter (5), we consider an Enterprise package, including hardware replacement the same 
day, hotline 24/7, onsite service same day21. 

(11)  Regarding the software maintenance, we consider the 20% of the time invested in developing CIPSEC. 
To calculate such time, we take as reference the effort assigned to WP2 in CIPSEC. This would be the 
annual time. It has to be multiplied by 5 to consider the whole 5-year-timeframe. 

(12) The IT support and troubleshooting are included in the maintenance costs. 

(13)  It is the same price of the initial license, which is renewed once during the timeframe. 

(14)  Regarding the downtime, outage and failure costs, we consider that the availability, even if the desired 
one is 100%, will actually be 99%. This is, it will be unavailable 1% of the time. 

(15)  We use the same approach as in (14) but using a 2% of time of diminished performance. 

(16)  As for the training, we consider the tariff for five full days of security specialists from the different 
providers. These days are distributed within the 5-year-timeframe. 

(17)  Tariff corresponding to two days of work of ATOS, WOS and UPC to analyze the client infrastructure 
and identify requirements. 

(18)  The indirect costs are the 25% of the sum of all costs included in the chapter “future costs”. 

3.3.3 What-if analysis for benefit estimation 

As presented in the methodology, we consider a benefit the money saved when an attack is blocked due to the 
correct performance of CIPSEC. This money could have been lost without CIPSEC running in the infrastructure. 
We say “could” and not “would” because it is clear that the HCPB had already some security applications running 
in the infrastructure and, in some cases, it would have been enough with having in place such configuration to 
stop a specific attack. In consequence, for such loss to take place it is needed that 1) CIPSEC is not running, 2) 
the present systems are not capable of stopping the attack and 3) the attacker is skilful enough to get hold of the 
targeted assets. In this what-if analysis and in particular in section 3.3.4 we consider the benefit linked to avoiding 
a major incident scenario and also that linked to a minor one. We hypothesize that a major incident would affect 
devices of the same type deployed in a very ample part of the HCPB infrastructure, and, in our approach, this 
would imply the 100% of the risk damage calculated in Table 44 in section 3.3.1. On the other side, we will 
consider a minor incident the one that affects a certain type of device in a very focused part of the infrastructure 
and is not propagated in the rest of the infrastructure. For this incident, we will consider the 1% of the risk damage 
calculated in Table 44 in section 3.3.13.3.1. 

This is summarized in section 3.3.4. The conclusion of this analysis is the following: 

• From the purely economic perspective, the investment on CIPSEC is only profitable if a major incident 
takes place within the 5-year-timeframe or minor incidents often happen. 

o The table below shows a list of cyber attacks that have taken place against hospital settings. 
This list has been elaborated in the context of the contingency plan activity developed at the 
HCPB. It is available in the report delivered along with deliverable D2.7. 

 

Date Objective Name & type Origin  Comments 
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1989 Health sector 
across more than 
90 countries 

Ransomware 
(AIDS trojan) 

Joseph Popp, PhD First 
documented 
ransomware 
attack. 

10/2015 – 
01/2016 

Verity Health 
System in 
Redwood City, 
California (USA) 

Data breach 
(hacking of the 
official website) 

Unknown hacker 10164 
individuals 
affected 

23/12/2015 Hyde Park, N.Y.-
based CoPilot 
Provider Support 
Services (USA) 

 

Data Breach / 
Phishing / 
Encrypted EHR 

Unknown hacker 220000 
individuals 
affected 

02/2016 Atlanta-based 
Peachtree 
Neurological 
Clinic (USA)  

 

Ransomware Unknown hacker 176295 
individuals 
affected 

02/2016 – 
07/2016 

Singh and Arora 
Oncology 
Hematology 
(USA)  

 

Data breach Unknown hacker 22000 
individuals 
affected 

05/02/2016 Presbyterian 
Medical Center 
in Los Angeles, 
California (USA)  

 

Ransomware, 
“Locky” 

E-mail with a 
malicious Word-
doc attached 

Ransom paid: 
$16664 

18/03/2016 Otawa Hospital 
(USA) 

Ransomware: 
four computers 
infected 

Unknown hacker 9800 computers 
affected. 

18/03/2016 Methodist 
Hospital in 
Henderson, 
Kentucky (USA) 

Ransomware Hacker 5 days of 
internal 
emergency 
state 

31/03/2016 Alvarado 
Hospital / King's 
Daughters' 
,California / 
Indiana (USA) 

Ransomware 
“Locky” 

Hacker Classified 
information 

04/04/2016  Methodist 
Hospital in 
Henderson, 
Kentucky (USA)  

Ransomware  Hacker  Demanded a 
45-bitcoin-
ransom  
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23/05/2016  Kansas Heart 
Hospital in 
Wichita (USA)  

Ransomware  Hacker  Attackers came 
from another 
continent  

06/2016 Reston, Virginia-
based 
Professional 
Dermatology 
Care (USA)  

Ransomware  External entity 
accessed 
protected 
information  

13237 
individuals 
affected  

26-27/07/2016  Marin Healthcare 
District & New 
Jersey Spine 
Center (USA)  

Ransomware 
“Cryptowall”  

Stolen passwords  5000 and 28000 
individuals 
affected 
respectively.  

01/08/2016  Two of University 
of Southern 
California 
hospitals (USA)  

Ransomware  Hacker  The attack was 
rapidly isolated 
and controlled.  

02/08/2016  Oxford, 
Mississippi-
based Urgent 
Care Clinic of 
Oxford (USA)  

Ransomware // 
Data breach  

Russian hackers  Very slow 
operation of 
servers. 

28/11/2016  Milwaukee-
based 
Metropolitan 
Urology Group 
(USA)  

Ransomware  Hacker  17634 
individuals 
affected.  

02/12/2016  Washington 
University School 
of Medicine 
(USA)  

Phishing attack  An employee 
replied to a 
phishing email.  

80270 
individuals 
affected.  

22/12/2016  Brand New Day, 
a Medicare-
approved health 
plan (USA)  

Data breach  Mistake by 
external entity  

14005 
individuals 
affected.  

29/12/2016  Denton Heart 
Group, Colorado 
(USA)  

Physical robbery  Stolen external 
memory  

The drive 
contained data 
for a 7-year-
timeframe 

04/01/2017  Bowling Green, 
Kentucky-based 
Med Center 
Health (USA)  

Data breach  Betrayal from an 
employee  

697800 
individuals 
affected.  

11/01/2017  Muncie, Indiana-
based Cancer 

Ransomware // 
Data breach  

Hacker  Ransom of 
$43000  
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Services - Little 
Red Door (USA)  

22/01/2017  Texas-based 
Urology Clinic, 
Austin (USA)  

Ransomware  Hacker  200000 
individuals 
affected 

01/02/2017 Plastic Surgery 
Associates of 
South Dakota 
(USA)  

Ransomware  Hackers  10200 
individuals 
affected  

25/02/2017  Providence-
based Lifespan, 
Rhode Island's 
(USA)  

Physical robbery  Stolen laptop  20000 
individuals 
affected.  

27/02/2017 New Jersey 
Diamond 
Institute for 
Fertility and 
Menopause 
(USA)  

Data breach  Hacker  14633 
individuals 
affected  

03/2017  McLaren Medical 
Group's in 
Lansing (USA)  

Data breach  Hacker  106008 
individuals 
affected  

17/03/2017 Pennsylvania-
based Harrisburg 
Gastroenterology 
(USA)  

Data breach  Hacker  93323 
individuals 
affected.  

04/2017  San Antonio-
based ABCD 
Children’s 
Pediatrics (USA)  

Ransomware 
“Dharma”  

Hacker  55447 
individuals 
affected.  

04/2017  HealthNow 
Networks a Boca 
Raton, Florida 
(USA)  

Data breach  Hacker  918000 
individuals 
affected.  

12/04/2017 Anthem 
BlueCross 
BlueShield, 
Indiana (USA)  

Internal theft  Betrayal from an 
employee  

18000 
individuals 
affected.  

13-17/04/2017  St. Mark's 
Surgery Center 
in Fort Meyers, 
Florida  

Ransomware  Hacker  33877 
individuals 
affected.  

18/04/2017  Wyoming, MI-
based medical 
supply company 

Ransomware  Hacker  500000 
individuals 
affected.  
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Airway Oxygen 
Inc. (USA)  

20-21/04/2017  AU Medical 
Center and 
Augusta 
University, 
Georgia (USA)  

Phishing attack / 
Data breach  

Two employees 
open an email 
including a virus  

Less than 1% of 
affected 
patients  

21/04/2017  Cleveland 
Medical 
Associates 
(USA)  

Ransomware  Hacker  22000 
individuals 
affected  

01-05/2017  Oaks, 
Pennsylvania-
based Axia 
Women's Health 
(USA)  

Ransomware / 
Data breach  

Hacker  300000 
individuals 
affected.  

03/05/2017  Bronx-Lebanon 
Hospital Center 
in New York City 
(USA)  

Data breach  Mistake by 
external entity  

Tens of 
thousands.  

12/05/2017  National Health 
Service (NHS) 
(United 
Kingdom)  

Ransomware 
“WanaCrypt0r2.0” 
or “WannaCry”  

Unknown related 
to WeCry  

Millions 
affected. The 
incident echoed 
all over the 
world.  

15/05/2017  University of 
California Davis 
Health (USA)  

Phishing attack  An employee 
responded a 
phishing email  

15000 
individuals 
affected.  

05-06/2017  Kaleida Health, 
Buffalo (USA)  

Phishing attack  An employee 
responded a 
phishing email 

2533 affected 
individuals  

26/05/2017  Molina 
Healthcare, Long 
Beach, California 
(USA)  

Human security 
mistake  

Mistake by the IT 
employee  

4800000 
affected 
individuals  

06/2017  Bupa’s global 
health insurance, 
London (United 
Kingdom)  

Data breach / 
internal robbery  

Employee betrayal  108000 affected 
individuals  

14/06/2017  Los Angeles-
based Pacific 
Alliance Medical 
Center (USA)  

Ransomware  Hacker  266123 
individuals 
affected  
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17/06/2017  Delaware-based 
Medical 
Oncology 
Hematology 
Consultants 
(USA)  

Ransomware  Hackers  19203 
individuals 
affected  

20/06/2017  California-based 
Dougherty Laser 
Vision (USA)  

Data breach  Hacker known as 
TheDarkOverlord  

9 individuals 
affected 

27/06/2017  Heritage Valley 
Health System, 
Sewickley, 
Pennsylvania 
(USA)  

Malware virus 
“Wiper”  

Virus known as 
Petya / NotPetya  

Worldwide virus  

26/07/2017  Fayetteville-
based Oral & 
Facial Surgery 
Center (USA)  

Ransomware  Hacker  128000 
individuals 
affected 

22/08/2017  Classified 
information  

Ransomware 
“Defray”  

E-mail including a 
malicious word-
doc  

Malicious email  

03/08/2017  Henry Ford 
Health System, 
Detroit (USA)  

Data breach  Passwords stolen 
to an employee  

18470 
individuals 
affected.  

11/01/2018  Hancock 
Regional 
Hospital in 
Greenfield, 
Indiana (USA)  

Ransomware / 
Data breach  

Hacker  Damaged 
patient data.  

Table 45. Publicly documented attacks perpetrated against hospitals 

 

• In the case of the HCPB, there is evidence of the existence of several attempts of malicious attacks that 
are being detected on a regular basis. In the last three years the security measures have only been 
partially overcome by some case of Pishing and Ramsomware what caused the encryption of a group of 
user PC accounts. In any case, these positive intrusions have never reached any medical device since, 
to date, they are operating in isolated protected networks with no external exposure. 

• Considering the fact that the IT department of any hospital is very cautious when it comes to security and 
they devote thorough work to ensure security, including a tough logic isolation of the most delicate parts 
from the Internet, we could think that major incidents are really unlikely to happen and the investment on 
CIPSEC is not worthwhile. 

• Nevertheless, a strong argument in favour of such investment is the fact that the weakest part of the 
security chain are the employees, many times lacking of appropriate knowledge on basic cybersecurity. 
Such employees are actually inside the network and unintentional mistakes from their side may enable 
a wide range of threats that would be transformed into attacks to valuable assets in the network. Thus, 
even if a good network isolation is implemented attacks could start from the inner part, that needs to be 
protected as well. 
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• Also, a very relevant argument in favour of the investment is that the hospital is a very particular kind of 
institution, responsible for lives of tens of thousands of people each year. Considering how dangerous 
attacks against hospitals might be, and thinking about consequences that could lead in extreme 
scenarios to losses of humans lives, the investment should be considered. As presented in the section 
2 of this document, CIPSEC brings the combination of heterogeneous products that had not worked 
together in the past, discovering how they can make a leap forward in the detection of attacks, paving 
the way to quicker and effective reactions.  

3.3.4 Cost-benefit summary 

The table below presents the summary of the pure cost-benefit analysis. It shows that in the hypothetic scenario 
of a major incident, if CIPSEC can prevent it from happening, a sole avoided attack would justify per se the 
investment. On the other side, for single minor scenarios the balance is negative. 

 

 CIPSEC COST BENEFIT 
(Major incident 
scenario) 

BENEFIT 
(Minor 
incident 
scenario) 

BALANCE 
(Major incident 
scenario) 

BALANCE 
(Minor 
incident 
scenario) 

Monitor vital 
signs 

1408400 € 18289500 € 182895 € Positive Negative 

Ventilator 
machine 

1408400 € 18289500 € 182895 € Positive Negative 

Infusion pumps 1408400 € 18289500 € 182895 € Positive Negative 

Central 
monitoring 

1408400 € 12193000 € 121930 € Positive Negative 

Automation 
control system in 
ICU (lighting 
blinds) 

1408400 € 6096500 € 60965 € Positive Negative 

IP Speaker 1408400 € 6096500 € 60965 € Positive Negative 

I/O Module 1408400 € 6096500 € 60965 € Positive Negative 

Patient camera 1408400 € 12193000 € 121930 € Positive Negative 

Ipad user 
interface 

1408400 € 18289500 € 182895 € Positive Negative 

PC on stick and 
TV 

1408400 € 6096500 € 60965 € Positive Negative 

RF Antennas 1408400 € 12193000 € 121930 € Positive Negative 

Biometric 
access 

1408400 € 18289500 € 182895 € Positive Negative 
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Surveillance 
camera 

1408400 € 6096500 € 60965 € Positive Negative 

Electronic 
temperature 
reader alarms 

1408400 € 12193000 € 121930 € Positive Negative 

SCADA (air 
conditioning 
system) 

1408400 € 12193000 € 121930 € Positive Negative 

Voice Over IP 1408400 € 1219300 € 12193 € Negative Negative 

WiFi Network 1408400 € 12193000 € 121930 € Positive Negative 

Video streaming 
codec 

1408400 € 6096500 € 60965 € Positive Negative 

Videoconference 
system 

1408400 € 6096500 € 60965 € Positive Negative 

Standard 
personal 
computer 

1408400 € 18289500 € 182895 € Positive Negative 

Hemodynamic 
monitor 

1408400 € 18289500 € 182895 € Positive Negative 

Infusion pump 
dockstation 

1408400 € 12193000 € 121930 € Positive Negative 

Biometric server 1408400 € 18289500 € 182895 € Positive Negative 

RF Reader 
Server 

1408400 € 18289500 € 182895 € Positive Negative 

Table 46. Cost-benefit analysis for the HCPB 

3.4 CSI - Environmental 

3.4.1 Business impact analysis 

Following the methodology explained in section 3.1, the business impact analysis is carried out. In this analysis, 
we consider the assets included in the pilot and the table below is based on that presented in deliverable D3.3. 
The CSI pilot provides very high representativeness of the infrastructure to be protected. This means that the 
casuistic covered in this table includes the whole infrastructure. 

We have considered that the exploitation revenues are highly dependent on the exploitation of the infrastructure. 
CSI has estimated such percentage as 61%. This is summarized in the table below in which for each device a 
risk damage is assigned. 
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Exploitation revenues (61%): 55373716 € 

Host / Application (target) C I A C I A Risk 
damage 

Air measurement equipment Low High High 5 60 60 33224230 € 

PC Stations Low High High 5 60 60 33224230 € 

OC Data Server (Data acquisition) Low High High 5 60 60 33224230 € 

OC Database Medium High High 40 60 60 33224230 € 

ARPA Enterprise Architecture Medium High High 40 60 60 33224230 € 

     Table 47. Business impact analysis for CSI 

3.4.2 Cost analysis of running CIPSEC 

The table below summarizes the results of the cost analysis done for the HCPB. Beside each chapter there is a 
number that refers to the rationale behind its calculation, which is explained in the text below. It has to be taken 
into account that the amounts reflected are rough estimations. The time for which these estimations are applied 
is 5 years. 

CHAPTER SUB-CHAPTER AMOUNT 

Investment costs Personnel costs (1) 3500 € 

Laboratory equipment (5) 10408 € 

Licenses and permits (7) 30000 € 

Pre-consulting costs (17) 2150 € 

Installation and setup (3) 4225 € 

Customization and integration (6) 6575 € 

Future costs Training (16) 15625 € 

Personnel costs (2) 31000 € 

Further equipment acquisition (8) 1050 € 

Equipment maintenance (10) 11410 € 

Software maintenance (11)  756750 € 

IT Support and troubleshooting 
(12) 

0 € 

Periodic licenses and permits (13) 30000 € 
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Major upgrades installation and 
setup, customization and 
integration (9) 

33875 € 

Consulting service (4) 46500 € 

Downtime, outage and failure 
costs (14) 

12500 € 

Diminished performance (15)24 25000 € 

Indirect costs (18) 240927 € 

TOTAL 1261495 € 

Table 48. CIPSEC cost analysis for CSI 

(1) Gross salary (including social insurance and other fees) of two CSI IT engineers participating in the 
installation and setup process for one week. 

(2) Gross salary corresponding to 10% of the time of one CSI IT engineer during the 5-year-timeframe. This 
time is devoted to the operation of the CIPSEC Framework 

(3) These are the costs associated to the effort put by each component owner to the installation and setup 
process20: 

a. AEGIS: Identification of CIPIs (1 day), VM setup (1 day), Configuration of AEGIS VM Agents (1 
day per 25 agents, considering 50 agents, this gives 2 days), connection with AVT and testing 
(0,5 days per 25 agents, considering 50 agents this gives 1 day). 5 days in total. AEGIS tariff for 
one IT engineer for this period. 

b. ATOS: Tariff for an IT engineer corresponding to a full day of work. Remote support to 
installation. 

c. UPC: dashboard deployment. A full day of work of an IT engineer. 

d. FORTH: It is the tariff for an IT engineer corresponding to two full days of work. 

e. BD: Tariff for an IT engineer corresponding to a full day of work. 

(4) This subchapter corresponds to the provision of consulting services: 

a. COMSEC: Tariff corresponding to the work of a cybersecurity expert during a week per year 
during 5-year-timeframe to perform the vulnerability assessment. 

b. ATOS: Revision and update of the contingency plan halfway the timeframe. 3-day-work of a 
security consultant. 

c. AEGIS: Tariff for a security consultant analyzing network traffic and host parameters during a 
week on half-yearly basis during the 5-year-timeframe 

(5) This subchapter addresses the need for laboratory equipment 

a. ATOS: Price for a server with these features: Intel Xeon E3-1270 v6 4-core 3.8GHz 8MB 8GT/s; 
64 GB (4x 16 GB) ECC DDR4 2666 RAM 2 Rank ATP (Premium); 4 x 1 TB SATA III Toshiba 
3.5" 7.2k (512n)25 

                                                      

24 This could apply in the case when it is needed to scale up resources and there is a reaction time in which the system does not perform 
with the adequate quality standards. 

25 https://www.thomas-krenn.com/en/products/rack-server/4u-server/intel-single-cpu/intel-single-cpu-ri1402h.html 
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b. CSI: Price for a server to be used as virtual datacenter to host different CIPSEC components: 
ATOS NIDS sensors and Cyberagent, FORTH honeypot, BD Gravity Zone and AEGIS Forensics 
Visualization tool. 

c. UPC: The dashboard is stored along with ATOS XL-SIEM Server 

(6) This subchapter covers the costs associated to customization and integration. It considers: 

a. ATOS: Tariff for an IT engineer corresponding to five full days of work. It includes remote support 
to integration. 

b. UPC: It covers the dashboard integration. It is the tariff for a full day of work of an IT engineer. 

c. FORTH: It is the tariff for an IT engineer corresponding to two days of work. 

d. BD: It is the tariff for an IT engineer corresponding to a full day of work. 

e. AEGIS: It is the tariff for an IT engineer corresponding to two days of work integrating the agents. 

f. COMSEC: It is the tariff for one day of work of a security consultant to optimize the output of the 
vulnerability assessment service. 

(7) Estimated price, basing mainly on size and complexity of the infrastructure. 

(8) We have estimated approximately the 10% of the initial investment on further equipment acquisition 
during the 5-year-timeframe. 

(9) With respect to major upgrades installation and setup, customization and integration, for simplicity, we 
consider annual upgrades within the 5-year-timeframe and the associated yearly costs the same as the 
initial integration and customization. 

(10)  This is the subchapter addressing the equipment maintenance: 

a. ATOS: Enterprise package, including hardware replacement the same day, hotline 24/7, onsite 
service same day26. 

b. CSI: Yearly fee for support and maintenance plus budget provision for hardware resources. 

(11)  Regarding the software maintenance, we consider the 20% of the time invested in developing CIPSEC. 
To calculate such time, we take as reference the effort assigned to WP2 in CIPSEC. This would be the 
annual time. It has to be multiplied by 5 to consider the whole 5-year-timeframe. 

(12)  The IT support and troubleshooting are included in the maintenance costs. 

(13)  It is the same price of the initial license, which is renewed once during the timeframe. 

(14)  Regarding the downtime, outage and failure costs, we consider that the availability, even if the desired 
one is 100%, will be actually 99%. This is, it will be unavailable the 1% of the time.  

(15)  We use the same approach as in (14) but using a 2% of time of diminished performance. 

(16)  As for the training, we consider the tariff for five full days of security and data science specialists from 
the different providers. These days are distributed within the 5-year-timeframe. 

(17)  Tariff corresponding to two days of work of ATOS, FORTH and UPC to analyze the client infrastructure 
and identify requirements. 

(18)  The indirect costs are the 25% of the sum of all costs included in the chapter “future costs”. 

3.4.3 What-if analysis for benefit estimation 

As presented in the methodology, we consider a benefit the money saved when an attack is blocked due to the 
correct performance of CIPSEC. This money could have been lost without CIPSEC running in the infrastructure. 

                                                      

26 https://www.thomas-krenn.com/en/products/rack-server/4u-server/intel-single-cpu/intel-single-cpu-ri1402h.html 
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We say “could” and not “would” because it is clear that CSI had already some security applications running in the 
infrastructure and, in some cases, it would have been enough with having in place such configuration to stop a 
specific attack. In consequence, for such loss to take place it is needed that 1) CIPSEC is not running, 2) the 
present systems are not capable of stopping the attack and 3) the attacker is skilful enough to get hold of the 
targeted assets. In this what-if analysis and in particular in section 3.4.4 we consider the benefit linked to avoiding 
a major incident scenario and also that linked to a minor one. We hypothesize that a major incident would affect 
a very ample part of the infrastructure and, in our approach, this would imply the 100% of the risk damage 
calculated in Table 47 in section 3.4.1. On the other side, we will consider a minor incident the one that affects a 
very specific and local part of the infrastructure and is not propagated to the rest of the infrastructure. For this 
incident, we will consider the 1% of the risk damage calculated in Table 47 in section 3.4.1. 

This is summarized in section 3.4.4. The conclusion of this analysis is the following: 

• From the purely economic perspective, the investment on CIPSEC is only profitable if a major incident 
takes place within the 5-year-timeframe or minor incidents often happen. 

• CSI systems are not specially isolated from the Internet and most employees do not know necessarily 
the basics about cybersecurity, both aspects are weaknesses that can be exploited by cybercriminals to 
gain access to the infrastructure and provoke incidents. If several incidents are accumulated over the 
time, the investment can shift away from unnecessary to necessary due to the accumulation of losses. 
Given the context CSI operates with on daily basis, this is not unlikely. 

• On the other side, unlike DB and HCPB the criticality of CSI infrastructure is not so dramatic, nevertheless 
the captured data is very relevant to the definition of environmental policy. Without not-tampered datasets 
these policies would be mistakenly defined and the effects would be really damaging to the population, 
probably they would not be in the short term but definitely they would be in the medium and long term. 
This means that investing on CIPSEC can be considered a good policy for CSI, with two goals: 
strengthening the cyber resilience of the infrastructure on one hand and avoiding devastating effects in 
the medium / long term derived from mistaken environmental policies due to tampered or unavailable 
datasets. 

3.4.4 Cost-benefit summary 

The table below presents the summary of the pure cost-benefit analysis. It shows that in the hypothetic scenario 
of a major incident, if CIPSEC can prevent it from happening, a sole avoided attack would justify per se the 
investment. On the other side, for single minor scenarios the balance is negative. 

 

 CIPSEC 
COST 

BENEFIT (Major 
incident scenario) 

BENEFIT 
(Minor 
incident 
scenario) 

BALANCE 
(Major 
incident 
scenario) 

BALANCE 
(Minor 
incident 
scenario) 

Air 
measurement 
equipment 

1261495 € 33224230 € 332242 € Positive Negative 

PC Stations 1261495 € 33224230 € 332242 € Positive Negative 

OC Data Server 1261495 € 33224230 € 332242 € Positive Negative 

OC Database 1261495 € 33224230 € 332242 € Positive Negative 

ARPA 
Enterprise 
Infrastructure 

1261495 € 33224230 € 332242 € Positive Negative 



 

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework 115/135 
 

Table 49. Cost-benefit analysis for CSI 

3.5 Cross-vertical comparison of results 

The TCO carried out for the three pilots offers similar conclusions with respect to the convenience of going for a 
solution like CIPSEC. In general terms, the investment pays off if a single major incident happens or there is an 
accumulation over the time of several minor incidents. In the case of the HCPB, the network is well isolated but 
there are hundreds of employees interacting with the IT/OT network elements on daily basis, and unfortunately 
part of them lack cybersecurity knowledge and may act as unintended collaborator agents to spread malicious 
attacks against the infrastructure. These problems also appear in the case of DB with an added extra problem: 
some of the delicate elements to be protected are located outdoors and are easier to reach. In the case of CSI, 
the network does not have such a high level of isolation and, again, being a public institution with hundreds of 
employees only a minor part of them have the basic cybersecurity knowledge. 

The table below is a summary of the costs incurred for the ownership of CIPSEC for 5 years, breaking down such 
costs into the initial investment and the continuous spending that needs to take place during those 5 years: 

 DB HCPB CSI 

INVESTMENT COSTS 5142575 € (42%) 69025 € (5%) 56858 € (5%) 

OPERATION COSTS 7187250 € (58%) 1339375 € (95%) 1204637 € (95%) 

COST PER YEAR 1437450 € 267875 € 240927 € 

TOTAL 12329825 € 1408400 € 1261495 € 

Table 50. Summary of ownership costs per pilot 

In the case of CSI and HCPB the initial cost is quite reduced, considering their exploitation revenues figures. In 
fact, only the 5% of the total spending for the 5-year-timeframe is done at the beginning. Also, the yearly cost of 
operating the framework is perfectly affordable. In the case of the HCPB, the infrastructure to protect is located 
in a very small area, what clearly reduces the price. As for CSI, the network is distributed but the main 
deployments are made in the core part. DB is a totally different case. Both the initial investment and the operation 
costs are quite higher due mainly to two factors: DB needs an ambitious investment in hardware components 
(Secocards, HSMs and, in minor number, jammer detectors) that is not present in the other two pilots, and the 
infrastructure to protect covers a whole country. In the case of DB, it is needed to make approximately the 38% 
of the investment at the beginning of the 5-year-timeframe. 

The table below serves to analyse the affordability of CIPSEC. We compare the yearly expense against the 
annual exploitation revenues of each pilot that are linked to the exploitation of the IT/OT networks. In this analysis 
we include the initial investment in the costs of the first year and we consider that the exploitation revenues have 
a similar magnitude order each year. 

USE-CASE ANNUAL 
EXPLOITATION 
REVENUE 

EXPENSES 
Y1 (% of the 
exploitation 
revenue) 

EXPENSES 
Y2 (% of the 
exploitation 
revenue) 

EXPENSES 
Y3 (% of the 
exploitation 
revenue) 

EXPENSES 
Y4 (% of the 
exploitation 
revenue) 

EXPENSES 
Y5 (% of the 
exploitation 
revenue) 

DB 3238200000 € 6580025 € 
(0,20%) 

1437450 € 
(0,05%) 

1437450 € 
(0,05%) 

1437450 € 
(0,05%) 

1437450 € 
(0,05%) 

HCPB 24386000 € 336900 € 
(1,38%) 

267875 € 
(1,10%) 

267875 € 
(1,10%) 

267875 € 
(1,10%) 

267875 € 
(1,10%) 
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CSI 55373716 € 297785 € 
(0,55%) 

240927 € 
(0,43%) 

240927 € 
(0,43%) 

240927 € 
(0,43%) 

240927 € 
(0,43%) 

Table 51. Affordability analysis with yearly figures 

This analysis indicates that the yearly expenses are very minor in comparison to the annual revenues obtained 
out of the exploitation of the IT/OT network. This means that the budgetary aspect would not pose a major issue 
to adopt the CIPSEC Framework. 
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4 Conclusions 

This deliverable is the product of T4.4, the final task of work package 4. Its aim was to assess the CIPSEC 
framework in a quantitative manner and to deduce if it reaches its expectations and justifies its costs. 

To assess the framework’s performance, its security features were presented and each of them was measured 
against various performance KPIs. As we can conclude from section 2.5, most of the security features were fully 
achieved, i.e. their KPIs have met the target value. The average score for all the 11 categories was 95.9 out of 
100. However, this figure doesn’t necessarily represent a relevant value, as it is merely a non-weighted average. 

Out of features that haven’t been fully achieved (or extremely close to it) according to their KPI results, we can 
take the following takeaways: 

◼ Vulnerability Assessment (final score of 85) – From KPIs VA2, VA3 and VA4, we can see that the success 
rate of the service also depends on the environment on which the service is executed on and the 
organization responsible for it. For example, KPI VA3 hasn’t met its target value, as it took a considerable 
amount of time to mitigate found vulnerabilities. However, this behaviour is understandable in a pilot 
environment and not likely to repeat in production. 

◼ Training Service (final score of 83) – Hasn’t met its target value because of KPI TRA2. The number of 
business sectors involved in training was projected to be 5 in the Grant Agreements’ preliminary KPIs. 
However, eventually 3 sectors were involved (transportation, health and environment). 

◼ Forensics Analysis (final score of 94) – KPI FA2 results shows overall satisfaction of the FVT tool’s UX 
intuitiveness, however some capabilities can be improved, namely the timeline component (with two 
questions getting 3.5 grade out of 5). 

Beside the quantitative measurement of KPIs, this deliverable also contains the evaluation of specific pilot use 
case owners (sections 2.4.x.2). CSI Piemonte (environment) and Deutsche Bahn (railway) have concluded that 
CIPSEC framework has met their expectations and requirements from the performance and usability aspects, as 
defined in the beginning of the project (in terms of robustness, reliability, integrity, etc.). HCPB (health) also 
concluded that CIPSEC framework covered in a very satisfactory way the main expectations generated by what 
is referred to performance and usability. However, HCPB suggested that some components of the solution were 
considered less relevant for specifically protecting medical devices, as they mainly cover standard operating 
systems and traditional IT environments (antivirus, forensics clients, honeypots). HCPB also highlighted the 
notion that the project has greatly contributed to their knowledge and awareness in cyber-security. 

Out of sections 2.4.x.3, which contain subjective user experiences by pilot owners, we can mainly conclude that 
CIPSEC frameworks improves security posture and provides a lot of usable tools. CSI and DB have mentioned 
the complexity of initial installation and recommended the adoption of automatic deployment tools. HCPB has 
highlighted the consolidated dashboard, as a novel and attractive concept that wasn’t seen before in market 
solutions. 

The second aspect of the assessment is performed by evaluating the expected potential savings of the deployed 
solution (TCO). For all three domains that were evaluated, it was found that if CIPSEC prevents a sole major 
incident from happening, its investment is justified. The investments may also pay off if there is an accumulation 
over time of several minor incidents. 

Out of the three domains, DB proved as an unusual case. The required cost was found to be quite high, due to 
the need of an ambitious investment in hardware components and the fact that the infrastructure is dispersed 
over a whole country. This leads to a conclusion that before deploying hardware tools at large scale, a dedicated 
threat analysis should be performed to justify the specific business risks that are mitigated from the specific tools. 

As per the affordability of deploying CIPSEC, the analysis performed indicates that the yearly expenses are very 
minor in comparison to the annual revenues obtained out of the exploitation of the IT/OT network. This means 
that the budgetary aspect would not pose a major issue to adopt the CIPSEC Framework. Thus, we can conclude 
the TCO analysis with the notion that like almost every cyber security solution, CIPSEC framework can be 
compared to an insurance. If an organization is indeed able to afford it, as noted above, then deploying it is 
financially justified to minimize risk. 
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5 Appendix: Report on on-site testing sessions at HCPB and CSI 

This appendix provides information about the onsite testing sessions performed at HCPB and CSI premises, 
supplementing the information offered in deliverable D4.3. The reason why these sessions were not performed 
before the delivery date of this document were organizational: it was decided to do the testing in collocation with 
the General Assemblies held at HCPB and CSI premises in early 2019. The same approach was followed with 
DB in October 2017, holding an onsite session at their premises taking advantage of the General Assembly held 
in Frankfurt by that time. It was conveniently reported in D4.3. 

The testing session at HCPB was held on 22/01/2019 in Barcelona, while the one at CSI was held on 13/03/2019 
in Turin.  

The reporting about these two sessions comes in the following. 

5.1 On-site session at HCPB 

 

1 Test Procedure identifier 

SIT.HCPB 

2 Purpose 

The objective of the test is to validate that the framework behaves as expected in a defined set of test 
scenarios. 

3 Special requirements 

Proper connectivity and access to the infrastructure. 

4 Steps 

The specific tools that need to be locally deployed, have been installed and configured according to the 
guidance of each tool developer. 

Local tools are: 

Tool 1: ATOS XL-SIEM Agent 

Tool 2: FORTH Honeypot 

Tool 3: WOS Anti-jamming Detector 

Tool 4: AEGIS Forensics Tool 

Tool 5: BD GravityZone Server & Endpoint Solutions 

Remote tools: 

Tool 1: CIPSEC Dashboard 

Tool 2: ATOS XL-SIEM Analysis 

Tool 3: WOS Anti Jamming Server 

Local test network, a test purpose specific network environment has been set up to ensure there is no 
interference with running environment systems. 

The network structure is composed by the following systems: 
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Site Device System IP 

2 1 Automation Control System in ICU (lighting, blinds) 172.19.59.30 

2 2 IP Speaker 172.19.59.31 

2 3 I/O Module (1) – Input 172.19.59.32 

2 3 I/O Module (2) – Output 172.19.59.33 

2 4 Patient camera (PTZ camera) 172.19.59.34 

2 5 Ipad User Interface 172.19.59.37 

2 6 PC on stick and TV 172.19.59.36 

3 1 RF Antennas 192.168.231.250 

3 2 Biometric access 192.168.231.100 

3 3 
Surveillance camera (no PTZ camera) 

192.168.231.243 

3 4 Electronic temperature recorder alarms (868-902 MHz) 192.168.231.247 

3 5 SCADA (air-conditioning system)  

3 6 Voice over IP 192.168.231.249 

3 7 Wifi Network  

3 8 Video-Streaming codec 192.168.231.246 

3 9 Videoconferencing System 192.168.231.252 

3 10 Standard personal computer (1) 192.168.231.242 

3 11 Hemodynamic monitor 192.168.231.245 

3 12 Infusion pump 192.168.231.248 

  Biometric Server (works with device #2) 192.168.230.13 

  RF Reader Server (works with the device #1) 192.168.230.12 

 

Secure remote access to local systems, a specific SSH service has been set up to facilitate remote access 
to the local test network and systems. 

Public IPs were assigned with 4 ports (one for each provider) accessible from the Internet. Applying PAT 
(Port Address Translation) links each of the public IP ports to a private IP and port provided by the provider. 
The following table shows the details 

Provider Public IP Public Port Private IP Private Port Description 

Atos 84.88.x.x 1022 192.168.230.11 22 XL SIEM 

Forth 84.88.x.x 2022 192.168.230.15 64295 Forth Honeypot 

Aegis 84.88.x.x 3022 192.168.230.14 22 Aegis Forensics 

Comsec 84.88.x.x 4022 192.168.230.12 22 Kali Linux Machine 

Additionally, firewall rules were configured to establish that for each access only the public IP that each 
provider has provided us is allowed. In this way, we avoid attempts to connect from unknown sources. 

Once the environment and the remote access is fully operational, the tool solution providers were able to 
perform the specific test procedures as specified in the Test Plan & Design. 
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5.1.1 Test log 

This session was held on 22/01/2019 in Barcelona, with the participation of the following partners: HCPB, ATOS, WOS, FORTH, COMSEC, BD, AEGIS, UPC 

 

Test Log identifier SIT.HCPB.1 
  

Date of test 22/01/2019 
  

Scope & Description of the 
test 

Onsite session at HCPB Premises 
  

Reference to Test Procedure SIT.HCPB 
  

        

Date Time Execution 
description 

Procedure results Environmenta
l information 

Anomalou
s events 

Incident 
Report 
Identifier
s 

Test Plan & Design ID Test Case ID 

22/01/2019 – 
13:25 

Samba attack to 
discover 
vulnerability 
services. A 
honeypot is in 
place to receive 
these attacks. 

COMSEC launches an attack against the SMB port    HCPB.TPDS.005 HCPB.TPDS.005.TCS.001 

22/01/2019 – 
13:26 

Detection by 
FORTH honeypot 

The honeypot shows some information in its dashboard about the attack that 
has taken place 

   

22/01/2019 – 
13:28 

The honeypot 
sends the 
information to 
the XL-SIEM 

The XL-SIEM detects the event of the SAMBA attack    

22/01/2019 – 
13:29 

Detection and 
warning by XL-
SIEM 

The XL-SIEM raises an event and an alarm about the attack 
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22/01/2019 – 
14:51 

DoS against 
medical devices 
(infusion pump, 
the user 
interface 
becomes 
unavailable): 
COMSEC 
executes the 
attack 

The attack renders the interface unavailable 
   

HCPB.TPDS.002 HCPB.TPDS.002.TCS.001 

22/01/2019 – 
14:52 

Detection of the 
attack by the 
NIDS 

The attack is detected 
   

HCPB.TPDS.002 HCPB.TPDS.002.TCS.001 

22/01/2019 – 
14:53 

Processing of the 
data by NIDS and 
sending them to 
the XL-SIEM 

Data sent to XL-SIEM 
   

HCPB.TPDS.002 HCPB.TPDS.002.TCS.001 

22/01/2019 – 
14:54 

The XL-SIEM 
intelligence 
detects the 
attack 

Event and alarm are issued 
   

HCPB.TPDS.002 HCPB.TPDS.002.TCS.001 
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22/01/2019 – 
17:40 

A USB stick 
containing 
malware to be 
inserted 

Insertion done 
   

HCPB.TPDS.005 HCPB.TPDS.005.TCS.004 

22/01/2019 – 
17:40 

Detection by BD 
Endpoint 

The file is quarantined 
   

HCPB.TPDS.005 HCPB.TPDS.005.TCS.004 

22/01/2019 – 
17:41 

Detection and 
warning by XL-
SIEM 

XL-SIEM raises event and alarm 
   

HCPB.TPDS.005 HCPB.TPDS.005.TCS.004 
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22/01/2019 – 
17:50 

Start the 
anonymization 
tool process 

Anonymization tool enabled 
     

22/01/2019 – 
17:51 

Wait for a 
sample of alarms 
to be generated 

After 5 minutes some alarms have gone through the anonymization process 
     

22/01/2019 – 
17:52 

Stop the 
anonymization 
tool 

Anonymization tool is not active 
     

22/01/2019 – 
17:55 

Checking 
anonymized 
information on 
MISP database 

The MISP space to which CIPSEC dumps the information is checked and the 
information is anonymized. Different anonymization techniques as envisioned 
in the tool have been applied 
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5.1.2 Test incident report 

 

Test Incident 
Report identifier 

SIT.HCPB.1.INC 

Date of test 22/01/2019 

Scope & 
Description of 
the test 

Onsite session at HCPB premises 

Reference to 
Test Procedure 

SIT.HCPB 

  
                     

   

Test 
Incident 
identifier 

Date 
Time 

Summary Inputs Expected 
results 

Actual 
results 

Anomalies Procedure 
step 

Attempts 
to repeat 

Testers Observers Impact -
Severity 

Impact 
Priority 

 
No incidents to report 

        

5.1.3 Test report 

 

1 Test Report identifier 

SIT.HCPB.1.REP 

2 Summary 

The onsite test session allowed to test on-premise some variations of the tests that had already worked 
during the online sessions as well as to do some new test not originally scheduled yet bringing new insights 
about the good capabilities of the CIPSEC Framework 

The onsite test took place at a HCPB premises using their test infrastructure. All the partners used the local 
network, with some security configuration performed by HCPB personnel. 

As the test was performed locally, no screencast video was recorded. 

These tests were carried out in several slots distributed during a plenary meeting day at at the HCPB 
premises 

3 Variances 

The DoS attack was performed against the web server of a medical device (HCPB.TPDS.002) unlike during 
the online tests, when it was performed against an IP camera, as representative of group of IP devices 
existing in the HCPB pilot. 

We introduced a variance of the portscan experiment (HCPB.TPDS.005.TCS.001) but this time using the 
FORTH honeypot instead of BD Security tool. 

We tried on-premise the experiment of the USB infection (HCPB.TPDS.TCS.004) 

Finally we experimented with the anomaly detection tool, which had not been included in the online tests. 

4 Comprehensive assessment 

The results were satisfactory 
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5 Summary of results 

Test case 
specification 
Identifier 

Title Scope of the 
test case 

Responsibl
e 

Test 
case 
order 

Verification 
means 

Test 
Pass/Fa
il 

Incident
s 

Actions to be done (to resolve 
incident, to prepare next 
session) 

HCPB.TPDS.005.TCS.0
01 

Standard 
Personal 
Computer 

Detection of 
attacks 
against the 
SMB port, 
this time 
using a 
honeypot 

FORTH 2 The XL-SIEM 
receives the 
detection 
information sent 
by the honeypot 

Pass None  

HCPB.TPDS.002.TCS.0
01 

IP 
Communicati
on Devices 

DoS against 
medical 
device and 
eventual 
detection by 
the XL-SIEM 

ATOS 1 Correct detection 
by XL-SIEM 

Pass None  

HCPB.TPDS.002.TCS.0
04 

Standard 
Personal 
Computer 

Detection of 
malware 
introduced 
by USB stick 

BD 3 Infection 
blocked, file 
quarantined and 
alert raised by 
the XL-SIEM 

Pass None  

 Anonymizatio
n process 

Anonymizatio
n of 
information 
sent by the 
XL-SIEM and 
sharing on 
MISP 
database 

UPC 4 The information 
is correctly 
anonymized and 
shown on MISP 
database 

Pass None  

 

6 Evaluation 

Test case 
specification 
Identifier 

Title Responsible Verification means Test 
Pass/F
ail 

Failure Risk 

HCPB.TPDS.0
05.TCS.001 

Standard 
Personal 
Computer 

FORTH The XL-SIEM receives the detection information 
sent by the honeypot 

Pass  

HCPB.TPDS.0
02.TCS.001 

IP 
Communi
cation 
Devices 

ATOS Correct detection by XL-SIEM Pass  

HCPB.TPDS.0
02.TCS.004 

Standard 
Personal 
Computer 

BD Infection blocked, file quarantined, and alert 
raised by the XL-SIEM 

Pass  

 Anonymiz
ation 
process 

UPC The information is correctly anonymized and 
shown on MISP database 

Pass  

 

7 Summary of activities 

The resources used for this test were: 

AEGIS: 1 person 

ATOS: 1 person 

BD: 2 persons 

HCPB: 2 persons 
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COMSEC: 1 person 

FORTH: 1 person 

UPC: 1 person 

WOS: 1 person 

The test was performed in a room at HCPB premises during the specific session along the GA held in 
Barcelona on January 22nd. HCPB provided the connectivity to and the computational resources and the 
test environment set-up. 

5.1.4 Analysis of results 

 

Test case 
specification 
Identifier 

Title Responsible 
Participants 

Verification means Test Pass/Fail 

HCPB.TPDS.005.TCS
.001 

HCPB.TPDS.002.TCS
.001 

HCPB.TPDS.002.TCS
.004 

 
 

Standard Personal Computer 

IP Communication Devices 

Standard Personal Computer 

Anonymization process 
 

FORTH 

ATOS 

BD 

UPC 
 

The XL-SIEM receives the detection information sent by the 
honeypot 

Correct detection by XL-SIEM 

Infection blocked, file quarantined and alert raised by the XL-SIEM 

The information is correctly anonymized and shown on MISP 
database 

 

Pass 

Pass 

Pass 

Pass 
 

5.1.5 Test conclusions 

 

Some test cases were tried onsite including some variations with respect to the online tests. A new test on the 
data privacy tool was added under UPC leadership. All tests went as foreseen, being passed. 
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5.2 On-site session at CSI 

1 Test Procedure Identifier 

SIT.CSI 

2 Purpose 

The objective of the test is to validate the main test items of the test cases locally on premise. 

Validation of appropriate behaviour of the framework 

3 Special requirements 

The onsite test is designed to finally validate the tools in its final location. Execution of the locally 
validated relevant security test cases can be executed as expected, and final results are as expected. 

The test will validate all the tools are integrated and act as a single framework. 

Proper connectivity and access to the infrastructure are required. 

4 Steps 

The specific tools that need to be locally deployed have been installed and configured according to 
the guidance of each tool developer. 

Local tools are: 

Tool 1: ATOS XL-SIEM Agent and NIDS 

Tool 2: FORTH Honeypot 

Tool 3: BD Gravity Zone Server and Endpoint Solutions 

Tool 4: COMSEC Kali Linux 

Tool 4: AEGIS Monitoring Agents and Forensics Tool 

Remote tools are: 

Tool 1: CIPSEC Dashboard 

Tool 2: ATOS XL-SIEM Analysis 

A local test network has been set up in order to avoid interference with the productive environment. 

The network structure is composed by the following systems: 

Site Device System IP 

CSI  VM on VMware vCloud Director XL-SIEM 192.168.100.10 

CSI VM on VMware vCloud Director Forensics 192.168.100.12 

CSI VM on VMware vCloud Director HoneyPot 192.168.100.18 

CSI VM on VMware vCloud Director GravityZone 192.168.100.66 

CSI VM on VMware vCloud Director Kali 192.168.100.50 

CSI VM on VMware vCloud Director Cop1 192.168.100.2 

CSI VM on VMware vCloud Director Periferico1 192.168.100.5 

CSI VM on VMware vCloud Director Periferico2 192.168.100.6 

CSI VM on VMware vCloud Director Periferico3 192.168.100.7 

CSI VM on VMware vCloud Director Periferico4 192.168.100.8 

Secure remote access to local systems, SSH connection has been granted to local tools installed 
on premises. 



 

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework 129/135 
 

 

5.2.1 Test log 

 

The onsite test session was done on March 13th 2019 with the participation of AEGIS, ATOS, BD, COMSEC, UPC, and CSI. And WOS was acting as 
rapporteur. The following progress was achieved during this session. 

 

Test Log identifier SIT.CSI.1 
  

Date of test 13/03/2019 
  

Scope & Description of the test Onsite session at CSI premises 
  

Reference to Test Procedure SIT.CSI 
  

Date Time 
Execution 
description 

Procedure results 
Environmental 
information 

Anomalous 
events 

Incident Report 
Identifiers 

Test Plan & 
Design ID 

Test Case ID 

13/03/2019 - 
10:11 

FORTH generates a 
SQL injection attack 

SQL attack launched FORTH executes the 
attack, CSI offers the 
database server, FORTH 
has the honeypot installed 
at the server, and ATOS 
reviews the messages 
received at the XL-SIEM 

None 

 

CSI.TPDS.03 CSI.TPDS.03.TCS.001 
13/03/2019 - 
10:13 

FORTH Honeypot 
should detect the 
attack 

Honeypot detects the attack 
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13/03/2019 - 
10:17 

XL-SIEM should 
receive the 
information of the 
captured attack 
Check the 
communication 
between the 
visualisation tool and 
XL-SIEM 

XL-SIEM receives the information of the attack, and 
the related information from the Honeypot 
 
 
 
 

 

None 

 

CSI.TPDS.02 CSI.TPDS.02.TCS.001 

                                                    

13/03/2019 - 
10:18 

Verify that all CSI 
hosts at the 
monitored network 
are shown at the 
tool 

All network interactions are shown properly    

  

13/03/2019 - 
11:06 

Access a phishing 
URL 

Bitdefender Endpoint blocks the access to the URL 
and report it to Gravity zone  

 None  

CSI.TPDS.01 

CSI.TPDS.01.TCS.002 

13/03/2019 - 
11:09 

Malware file in drive Bitdefender Endpoint blocks the access to the 
malware file and reports it to Gravity zone 

As no physical access to 
the test PC (it was in a 
restricted area), the test 
was performed using a 

None  

CSI.TPDS.01.TCS.004 
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malware file which was 
left at the main drive 

13/03/2019 - 
11:13 

BD launched a 
portscan to the 
protected PC 

Bitdefender Endpoint security detects the attack and 
reports it to XL-SIEM which issues an alarm 

 None  
CSI.TPDS.01.TCS.001 

                   
13/03/2019 - 
11:18 

Malware file 
download from the 
PC 

Bitdefender Endpoint security detects the malware 
contained at the file downloaded and deletes it. The 
event is reported to Gravity zone. 

 None  
 CSI.TPDS.01.TCS.003 
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5.2.2 Test incident report 

 

Test Incident Report 
identifier 

SIT.CSI.1.INC 

Date of test 13/03/2019 

Scope & Description 
of the test 

Onsite session at CSI premises 

Reference to Test 
Procedure 

SIT.CSI 

  
 

     

     
Test Incident 
identifier 

Date 
Time 

Summ
ary 

Inp
uts 

Expected 
results 

Actual 
results 

Anoma
lies 

Procedure 
step 

Attempts to 
repeat 

Test
ers 

Obser
vers 

Impact -
Severity 

Impact 
Priority 

 
No incidents to report 

          

5.2.3 Test report 

 

1 Test Report identifier 

SIT.CSI.1.REP 

2 Summary 

The onsite test session was developed mainly to validate the test cases which were relevant to obtain 
validated results at the CSI premises. Therefore, the test cases regarding the Vulnerability assessment and 
the Update and patching of the FVT were not performed. 

The onsite test took place at a CSI room using internal network connection to the test infrastructure. All the 
partners used the local network, with some security configuration performed by CSI personnel. 

As the test was performed locally, no screencast video was recorded but specific screenshots were taken 
for Test Case validation, documentation and archiving purposes. 

3 Variances 

Test cases CSI.TPDS.01.TCS.004 was slightly modified as no physical access to the PC was available, 
due to its location in a restricted area. Test cases CSI.TPDS.04.TCS.001 and CSI.TPDS.05.TCS.001 were 
not performed at the onsite test, as there were no changes of this test case from the validation performed 
at the online tests, and there was no specific value in repeating them. 

4 Comprehensive assessment 

The test was designed as a complete tool functionality validation test. Therefore, the functionalities were 
tested under an on-premise test environment ensuring the tools are completely working as expected. 

5 Summary of results 

Test case 
specification 
Identifier 

Title Scope of the 
test case 

Responsibl
e 

Test 
case 
order 

Verification 
means 

Test 
Pass/Fail 

Incident
s 

Actions to be done (to resolve 
incident, to prepare next 
session) 

CSI.TPDS.01.TCS.001 PC 
Station 

Port 
scanning to 
be detected 
by 

BD 5 All attacks 
correctly 
detected by 
Bitdefender and 
Atos Xl-SIEM 

Pass None 
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Bitdefender 
gravityzone 

 
  

CSI.TPDS.01.TCS.002 PC 
Station 

URL Blocking 
to be 
detected by 
Bitdefender 
gravity zone 
Phishing 
attack to be 
detected by 
Bitdefender 
gravity zone 

BD 3 All attacks 
correctly 
detected by 
Bitdefender and 
Atos Xl-SIEM 

Pass None  

CSI.TPDS.01.TCS.003 PC 
Station 

Block 
malicious file 
download 

BD 6 All attacks 
correctly 
detected by 
Bitdefender and 
Atos Xl-SIEM 

Pass None  

CSI.TPDS.01.TCS.004 PC 
Station 

Several 
incidents to 
be simulated 
against a PC 
Station, 
which should 
be detected 
by BD’s 
gravityzone: 
port 
scanning, 
malware, 
and URL 
blocking 

BD 4 Test will be 
passed once all 
incidents have 
been detected by 
gravityzone and 
shown at Atos XL-
SIEM 

Pass None  

CSI.TPDS.02.TCS.001 PC 
Station, 
OC 
Server, 
OC 
Databas
e 

Provide 
monitoring 
of PC 
Stations to 
check their 
availability 
and 
moreover 
use network-
related CIPIs 
to test 
connectivity 
among OC 
Server and 
OC database 

AEGIS 2 Test will be 
passed AEGIS is 
able to detect 
traffic to extract 
CIPIs 

Pass None  

CSI.TPDS.03.TCS.001 OC 
Databas
e 

Test the 
Operating 
Centre 
Server and 
more 
specifically 
the OC 
database 

FORTH 1 Detection of the 
attack at the 
honeypot and 
detection at the 
XL-SIEM 

Pass None  

CSI.TPDS.04.TCS.001 OC 
Server 

Report of 
faulty 
configuratio
ns at a OC 
server 

COMSEC  A report of faulty 
configurations 

Not 
performed 

  

CSI.TPDS.05.TCS.001 Update 
and 
patching 
of FVT 

This test will 
check the 
updating 
mechanism 
of the 
Forensics 
Visualization 
Tool. A test 
update will 

AEGIS  The test update is 
properly working 
on the FVT after 
the update 
process is 
finished. 

Not 
performed 
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be 
performed 
and then the 
update 
process will 
be tested so 
as to verify 
that the 
update of 
the tool can 
be 
successfully 
deployed, 
and the tool 
can resume 
its working 
condition. 

 

6 Evaluation 

Test case 
specification 
Identifier 

Title Responsible Verification means Test 
Pass/F
ail 

Failure Risk 

CSI.TPDS.01.
TCS.001 

PC Station BD Test will be passed once all incidents have been 
detected by gravityzone and shown at Atos XL-
SIEM 

Pass  

CSI.TPDS.01.
TCS.002 

PC Station BD Test will be passed once all incidents have been 
detected by gravityzone and shown at Atos XL-
SIEM 

Pass  

CSI.TPDS.01.
TCS.003 

PC Station BD Test will be passed once all incidents have been 
detected by gravityzone and shown at Atos XL-
SIEM 

Pass  

CSI.TPDS.01.
TCS.004 

PC Station BD Test will be passed once all incidents have been 
detected by gravityzone and shown at Atos XL-
SIEM 

Pass  

CSI.TPDS.02.
TCS.001 

PC 
Station, 
OC 
Server, 
OC 
Database 

AEGIS Test will be passed AEGIS is able to detect traffic 
to extract CIPIs 

Pass  

CSI.TPDS.03.
TCS.001 

OC 
Database 

FORTH Detection of the attack at the honeypot and 
detection at the XL-SIEM 

Pass  

CSI.TPDS.04.
TCS.001 

OC Server COMSEC A report of faulty configurations Not 
perfor
med 

 

CSI.TPDS.05.
TCS.001 

Update 
and 
patching 
of FVT 

AEGIS The test update is properly working on the FVT 
after the update process is finished. 

Not 
perfor
med 

 

 

7 Summary of activities 

The resources used for this test were: 

AEGIS: 1 person 

ATOS: 1 person 

BD: 2 persons 

CSI: 3 persons 

COMSEC: 1 person 

FORTH: 1 person 

UPC: 1 person 
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WOS: 1 person 

The test was performed for 1,5 hours in a room at CSI premises during the specific session along the GA 
held in Turin on March 13th. CSI provided the connectivity to and the computational resources and the test 
environment set-up. 

8 Approvals 

Barbara Lunel Pm and ICT security Specialist 

5.2.4 Analysis of results 

 

Test case 
specification 
Identifier 

Title Responsible 
Participants 

Verification means Test Pass/Fail 

CSI.TPDS.01.TCS.0
01 

PC Station - Network attacks 
protection - Block port scan 

BD 
Test will be passed once all incidents have been 
detected by gravityzone and shown at Atos XL-SIEM 

Pass 

CSI.TPDS.01.TCS.0
02 

PC Station - Network attacks 
protection - Block infected URL 

Pass 

CSI.TPDS.01.TCS.0
03 

PC Station - Network attacks 
protection - Block malicious file 
download 

Pass 

CSI.TPDS.01.TCS.0
04 

PC Station - Malware protection - 
Block malware 

Pass 

CSI.TPDS.02.TCS.0
01 

PC Station, OC Server, OC 
Database AEGIS 

ATOS 

Test will be passed AEGIS is able to detect traffic to 
extract CIPIs 

Pass 

CSI.TPDS.03.TCS.0
01 

OC Database 
FORTH 
ATOS, COMSEC 

Detection of the attack at the honeypot and detection 
at the XL-SIEM 

Pass 

CSI.TPDS.04.TCS.0
01 

OC Server 
COMSEC 
BD 

Correct report created by COMSEC Not performed 

CSI.TPDS.05.TCS.0
01 

Update and patching of FVT AEGIS The test update is properly working on the FVT after 
the update process is finished. 

Not performed 

 

5.2.5 Test conclusions 

 

All the Test Cases defined for the CSI Test site have been validated during the Online sessions. The onsite 

session re-validated the test cases which had improved their functionalities and were relevant to perform at an 

onsite session. 

The test session reported was conducted as an onsite session using local network access to the CSI IT test 

environment infrastructure. The test case related to the vulnerability assessment (CSI.TPDS.04.TCS.001) was 

not repeated at the onsite session as the infrastructure did not change and also the evaluation did not change. 

The updating and patching of the FVT test case (CSI.TPDS.05.TCS.001) was also not repeated, as it is an 

automatic solution which is updating the FVT tool. During the session Test cases CSI.TPDS.01.TCS.001, 

CSI.TPDS.01.TCS.002, CSI.TPDS.01.TCS.003, CSI.TPDS.01.TCS.004, CSI.TPDS.02.TCS.001 and 

CSI.TPDS.03.TCS.001 were fully validated. 


